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Abstract

As the rapid development of wireless communication networks has resulted in better user experi-
ences, the spectrum resources occupied and energy consumption have increased considerably and re-
sulted in great costs. To address the energy consumption and cost problems of spectrum sharing in
cognitive radio networks, a hybrid spectrum sharing model combining the free spectrum of authorized
users and the leased spectrum of mobile network operators is given. Based on the hybrid model, a
function of throughput and costs, including energy consumption and transaction costs, is construc-
ted, and a joint utility optimization problem is analyzed. The transactions between secondary users
and primary users are performed on the consortium blockchain on which users can directly trade
spectrum and the transaction information is recorded. In order to improve the joint utility, the La-
grange multiplier method is used to achieve the optimal solution for the sensing time, the number of
secondary users involved in sensing, and the transmission power. The simulation results show that
the joint utility optimization algorithm proposed in this paper can achieve higher joint utility under

the constraints of the minimum throughput requirement and maximum transmission power.
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0 Introduction

With the increasing demand for fifth-generation
wireless communication networks, the development of
key capabilities such as large-scale connectivity, high
reliability and guaranteed low latency of wireless com-
munication networks are in the process of being stan-
dardised. The new requirements mentioned in the 6G
Drivers and Vision include the need to provide global
coverage, higher spectrum/energy/cost efficiency,
more intelligence and higher security''’. The issues of
spectrum, energy and free access are increasingly
prominent in current communication scenarios > . Ra-
dio spectrum resources are not efficiently utilized, and
there are problems such as shortages of spectrum re-
sources, inefficient resource management modes, une-
ven distribution of available spectrum resources, etc.
In terms of the deployment of the mobile communica-
tion network, it is necessary to effectively use all avail-
able spectrum resources considering costs, demands

. . 3
and service experlenceL J.

Therefore, it is urgent to
find new solutions to improve the spectrum management
and allocation efficiency in wireless communication net-

works.

Cognitive radio (CR) technology is a feasible so-
lution for alleviating the spectrum resource shortage and
under-utilization problem. Cognitive radio is defined as
an intelligent wireless communication system with two
main features: cognitive capability and reconfiguration
capability. In addition, primary users ( PUs) can
share their licenced spectrum with secondary users
(SUs) to improve spectrum utilization"*’.

Cognitive capabilities enable radio systems to cap-
ture or sense information from the wireless environment
in which they operate so that they can identify unused
spectrum resources in the given time and space for the
most appropriate spectrum and operating parameters.
Energy consumption during spectrum sensing is mod-
elled in Ref. [5], which investigates the factors that
influence the energy efficiency of spectrum sensing and
signal transmission. During sensing, individual sec-
ondary users are vulnerable to the effects of factors
such as multipath fading and shadow effects. Coopera-
tive spectrum sensing can be used to share important
user information and send the sensed information to the
fusion centre (FC) for fusion decisions, which is supe-
rior to the single node method and ensures the accuracy

the!,

of the sensing resul Through cooperative spectrum

sensing, the fading problem is effectively improved,
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the false probability is reduced and the probability of
correct decisions was increased in Ref. [7]. The im-
pact of incomplete knowledge of false alarm probabili-
ties and detection probabilities on fusion results was in-
vestigated in Ref. [8].

creases as the sensing time increases, and the trans-

The detection probability in-

mission time is inversely proportional to the sensing
time. Furthermore, the transmission energy consump-
tion will decrease as the transmission time decreases,
which affects the energy efficiency of the system.
Therefore, under certain interference constraints, the
trade-off between the detection rate and the energy effi-
ciency of the SU is an important problem.

The kernel thought of the reconfiguration capabili-
ty provides reliable communication services using the
free spectrum of the authorized system without causing
harmful interference for authorized users. Once a band
is used by a PU, two methods, switching to other free
bands for communication or changing the transmission
frequency or modulation scheme to avoid harmful inter-
ference for the PU, are used. The throughputs of pri-
mary and secondary users with dynamic spectrum sha-
ring were studied in Refs[9-11]. The spectrum and
energy efficiency in spectrum sharing are further opti-
mized by improving the sensing performance. Consider-
ing the constraints of the maximum transmission power,
user quality of service requirements, interference limi-
tations and primary user protection, the joint optimiza-
tion of the spectrum sensing time and secondary user
system power to improve the energy efficiency of cogni-
tive networks is proposed in Ref. [ 12]. An energy effi-
ciency model based on the hybrid spectrum sharing
mode is constructed by combining opportunistic spec-
trum access and underlay spectrum sharing to optimize
the sensing time, the number of secondary users engag-
ing in sensing and the transmission power to maximize
the energy efficiency in Ref. [13].

Regarding the spectrum management and alloca-
tion security, there should be a platform for the current
spectrum sharing approaches to connect the secondary
users who borrowed spectrum and the primary users
who lease spectrum. However, the platform is also vul-
nerable to attacks and requires considerable human re-
sources for maintenance, which will lead to additional
costs for both sides of the transaction. In addition, us-
ers’ privacy may be compromised. To address these
security threats, a degree of trust for both parties in a
transaction process, which can ensure that both parties
obtain the maximum utility and effectively improve the
spectrum utilization, is set in Ref. [14]. However,
the amount of data is large, and the computational
complexity is high. In contrast, the blockchain, which

is a shared and immutable ledger that can provide a
trusted channel for exchanging information and value,
has many advantages. The spectrum transaction can be
safely and securely stored in the block without relying
on a third-party platform'"”’. In addition, a model to
improve spectrum sharing in a decentralized manner
through the blockchain and smart contracts without
centralized methods for operations was proposed in
Ref. [16]. A spectrum sharing algorithm based on the
blockchain and game theory to improve spectrum utili-
zation, which has the advantages of decentralization
and high-level trust was proposed in Ref. [ 17 ]. There-
fore, blockchain technology will be used in this paper
as a platform for efficient and secure spectrum sharing
transactions.

In summary, the relevant factors currently en-
gaged in cognitive radio networks include the user prof-
it, the throughput and energy consumption of SUs,
etc. However, most related studies consider the ratio of
SU throughput to energy consumption or independently
consider the gain of SUs and PUs. It is necessary to
study throughput in combination with energy consump-
tion and transaction cost issues. Furthermore, the
above mentioned literature only considers SUs that ac-
cess PU spectrum resources through sensing. However,
the spectrum resources of convenient and stable mobile
network operators (MNOs) can also be used to ensure
the transmission efficiency of secondary users. Based
on the above problems, an optimization algorithm of the
joint utility for secure hybrid spectrum sharing (JUSH)
to improve the utility of cognitive radio networks is pro-
posed in this paper. The main work is summarized as
follows.

(1) A new cooperative spectrum sharing model in
which an SU can use the spectrum resources of PUs
and an MNO in a comprehensive manner to ensure a
certain transmission rate is proposed. Considering the
actual performance, a joint utility model with spectrum
sensing and opportunity spectrum access is construc-
ted.

(2) The proposed joint utility model is a noncon-
vex problem, and the model solution is split into two
sublayer optimization problems. The upper layer uses
the exhaustive method to solve for the optimal sensing
time and the number of users engaged in sensing, and
the lower layer uses the Dinkelbach and Lagrange mul-
tiplier method to solve for the optimal power allocation.

(3) Evaluate the joint utility performance of the
secure hybrid spectrum sharing system proposed in this
paper through simulations, and the results show that
the proposed algorithm can achieve higher joint utility
under various system settings.



HIGH TECHNOLOGY LETTERSIVol. 28 No.4|Dec. 2022

375

The remainder of the paper is organized as fol-
lows. Section 1 introduces the system model proposed
in this paper. The joint utility representation and the
solution to the optimization problem are presented in
Section 2. Simulation results are provided and analyzed
in Section 3. Finally, conclusions are obtained in Sec-
tion 4.

1 System model

1.1 Network model

Consider a network scenario in which there is a
MNO, multiple PUs with licenced spectrum and N SUs
without licenced spectrum that requires spectrum re-
sources in a certain range of area, as shown in Fig. 1.
The MNO has sufficient spectrum bandwidth resources,
and the SUs need to lease spectra for data transmission
from the MNO or PUs. If SUs choose to use the PUs’
free spectrum by spectrum sensing, they need to con-
sume energy for spectrum sensing and information
transmission. In return, SUs need to pay the PU the
corresponding fee. If an SU leases the use of spectrum
from the MNO, the required transaction cost is higher
and thus less cost-efficient. SUs can choose to lease
the spectrum resources of the MNO or the idle spectrum
of a PU according to the needs of the current task and
its own cost considerations. PUs are willing to lease
free spectrum to form a consortium chain, which is
jointly maintained by the PUs engaging in the formed
blockchain, to ensure fair leasing. The rental records

of PUs and the revenue of each PU are kept in the
blockchain.

Consortium chain

x MNO

8 PU
/ & su

PU willing to share spectrum
PU unwilling to share spectrum

Fig.1 Network model

1.2 Spectrum sharing-based blockchain

A blockchain is a peer-to-peer decentralized ledg-
er designed to efficiently record transactions between
participants in a verifiable and permanent manner with-

out relying on a trusted hub. Blockchain technology
enables spectrum transactions to be executed in a dis-
tributed, transparent and secure marketplace environ-
ment. Consortium chains are not only an important ap-
plication area for blockchain but also a new attempt at
spectrum sharing methods. Users who want to engage
in the consortium chain need to obtain a licence that is
usually only open to members. By comparison, every-
one can engage in transactions, as in the case of Bitc-
oin. The consortium chain raises the barriers to entry
and improves security and privacy to address threats in
the spectrum sharing process, including three possible
threats. (1) malicious spectrum providers that occupy
and interfere with other users’ transmissions during
leasing; (2) SUs that refuse to deliver the correspond-
ing fees after a transaction is completed; (3) malicious
trusted third parties that may leak users’ private infor-
mation, etc.

The transaction process for PUs with authorized
spectra and SUs without authorized spectra is as fol-
lows.

(1) Transaction starts with the blockchain login
of users who are the PUs willing to rent the free spec-
trum and SUs. Both users will obtain the information
that has been authenticated on the consortium chain,
including the price per quantity of the spectrum and the
time of their rental.

(2) SUs obtain PUs’ idle spectrum information
through sensing.

(3) SUs apply to PUs for spectrum leasing, in-
cluding the bands to be leased and the time required.

(4) Both parties make a transaction and record a
list including the band information, amount of spec-
trum, cost and time of the traded spectrum.

(5) The PUs encrypt the transaction list and
broadcast it to the entire network.

All transactions based on the blockchain will be
verified by broadcasting instead of direct transactions
between parties. The secure spectrum transaction envi-
ronment can be established, and thereby the security
and privacy protection of transactions can be ensured.

1.3 Hybrid spectrum sharing with spectrum sens-
ing

Each time slot is represented as T, which is com-
posed of sensing time 7, reporting time T, and data
transmission time T,. The time frame structure is
shown in Fig. 2. The sensing time in a working cycle is
7, and the reporting time of each SU is 7. In the sens-
ing stage, all SUs perform spectrum sensing at the
same time. Then, the SUs report the local sensing in-
formation to the FC through a common channel. Fur-
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thermore, in the transmission stage, the SU decides
whether to access a PU’ s authorized spectrum accord-
ing to the FC’ s decision result.

Fi slot T 4,‘

Cooperative
Sensing time 7| integration Transmission time 7
time k7, &
Energy
SU,| detection << )>
Energy

SU

2| detection

—

SU Energy
k| detection

Fusion center

Fig.2 Time frame structure

The transmission time is denoted as T, = T -7 —
kT.. During the sensing time, each SU senses the state
of the PUs, makes a local decision, and then sends the
decision result to the FC through a dedicated reporting
channel in accordance with TDMA (time division mul-
tiple access) .

The PUs’ state is sensed by energy detection' ™’
and the statistics are as follows.

H,: a PU is not occupied, and the channel is
idle.

H,: a PU is occupied, and the channel is busy.

v () = {1 h ()

h;(t)s(t) +w,(¢) H,

where i represents the ith cognitive user, x,(¢) is the
received signal, s(¢) is the primary user signal, w, ()
is the additive white Gaussian noise ( AWGN), and
h;(t) denotes the gain of the channel. k(1) is consid-
ered time-invariant and can be denoted as h; since the
coherence time is considered to be longer than the
sensing time.

Energy detection is considered a good method for
spectrum sensing without prior knowledge. The false
alarm probability and detection probability for the ith

user on the AWGN channel are calculated as fol-
19]

Pro= P,CH U H) = (5 =1) /1)
(2)

P,, =P (H | H) = Q((;_%_l) 27Tf;1)

(3)

where 7 denotes the sensing time, f, denotes the sam-

lows'

pling frequency, & denotes the preset energy detection

threshold, & is the noise power, 7y, is the signal-to-
noise ratio of the ith SU’ s received signal, and the

. o 1 r
Gaussian Q function is Q(x) = ——| exp(—-—=)dt.
«/ZTrJ; 2

e {0,1} denotes the real state of a PU, where 0
indicates that the PU is idle and 1 indicates that the PU
is busy. Furthermore, cs € {0,1} denotes a PU’ s per-
ceived state, where O indicates that the SU perceives
that the PU is idle and 1 indicates that the PU is per-
ceived as busy. The false alarm probability is ex-
pressed as 0, = P, {es =11 s =0}, and the global de-
tection probability is expressed as Q, = P,{cs = 11 s
= 1}. All SUs report the local decision information to
the FC, which makes the final decision according to
the ¢ K-out-of-N’ rule, with k£ being the FC decision
threshold. Therefore, the false alarm probability (), and
the detection probability ), of cooperative spectrum

sensing (CSS) are expressed as follows' ™.

o =p i =3 (VP -p
(4)
JPi =P, )
(5)

N

Q, =P iHIH} = Z,ik(l

N N!
where (l) = m

In this paper, not only the throughput of the SUs
but also the energy and transaction costs should be con-
sidered. The SUs sense the idle spectrum of a PU and
then decide how to use the spectrum resources. Define
P(H,) =Pr(s =0) and P(H,) = Pr(s = 1) to de-
note the probabilities that a PU is idle and busy, re-
spectively. There are four different possible results
through the perception of SUs.

(1) The FC correctly makes the decision that the
real state of the PU is busy, and the probability of this
occurrence is expressed asq, = P.{cs =11 s =1} =
P(H,)Q,. At this time, the PU’ s state is sensed to be
busy. Then, an SU chooses to use the spectrum of an
MNO instead of the spectrum resources of a PU, i.e. ,
it completely uses the spectrum of the MNO. Further-
more, the SU transmits data with power P,,, the
throughput of the SU is as follows.

Ry = TPCH) Qb o (1+7252) (6)
1
The energy consumption and transaction costs are
denoted as E, = T,P(H)Q,P, and C, =
T .P(H,)Q,bu,, respectively, where b, is the amount
of spectrum bandwidth required by the SU, h_ is the
channel power gain between the FC and the SU, o7 de-
notes the noise variance, and u, denotes the price per
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unit of time per unit of bandwidth of the spectrum re-
sources of an MNO.

(2) The FC incorrectly makes the decision that
the state of the PU is busy, and the probability of this
occurrence is expressed asq, = P {cs =11 s =0} =
P(H,)Q, At this time, the SU still transmits with

power P,,. The throughput R, is calculated as

P hﬁ‘
R, = Ter(Ho)bei log, (1 + g_z) (7)
1
The energy consumption and transaction costs are

denoted as E, = T,P(H,)Q/P, and C, =
T,P(H,)Qbpu,, respectively.

(3) The FC correctly makes the decision that the
real state of a PU is idle, so the spectrum of the PU is
also considered. The used spectrum of a PU is ex-
pressed as 6b,, and the spectrum resources of an MNO
are (1 — 6)b,. At this time, the probability of this oc-
currence isq; = P.{es =01 s =0} = P(H,) (1 -
Qf) , and an SU uses the spectrum resources of an
MNO for data transmission with power P, and the re-
sources of a PU for data transmission with power P,.
The throughput R, is calculated as

<1—awﬂ%41+3@ﬁ

o

R, =T,P(H,)(1 _Qf)

2
1

(8)
The energy consumption and transaction costs are
denoted as E; = T,P(H,) (1 -Q,) [P, +P,] and C,
=T,P(H,) (1 - Q/) [(1=0)bu, +6bpu,], respec-
tively.
(4) The FC incorrectly makes the decision that
the state of a PU is idle, soq, = P.{es =01 s = 1}
= P(H,)(1 = Q,). Then, an SU will use the spec-
trum resources of both an MNO and a PU, and the
throughput is

+ 6b, log, (1 + Pph“"')

Pyh,
(1 -0)b, 10g2(1 +#)

g,

Pphss )
o, +P,h

R, =T,P(H,)(1-0Q,)

+ 6b, log, (1 +
pp
(9)
where h,, represents the channel gain when the master

user makes the transmission, and P,h_ represents the

noise from the PU when the SU makgs the transmis-
sion.

The energy consumption and transaction costs are
denoted as E, = T, P(H,)(1-Q,)[ P, +P,] and C,
=T,P(H)(1-Q,)[(1-=60)bu, +6bpu,], respec-

tively.

2 Joint utility optimization for hybrid spec-
trum sharing

2.1 Joint utility function for hybrid spectrum
sharing
Based on the above model analysis, the joint utili-
ty of the system, which is expressed as the ratio of the
throughput to the energy consumption and transaction
costs, is studied in this section. Among the compo-
nents, the throughput of an SU can be expressed as

R, =R, +R, +R; + R,

P,h
= T,PCH) Qb logs 1+ 70
g

1

P,h
" T”P(HO)Q/'I’:' 10g2(1 + #)
0-]
(1
(o
+T,P(Hy)(1-0Q,) . ,
+ 0, 10g2(1 +P72)

g, n

: .
(1= 0)b,logy (1 + 721

g,

+T,P(H,)(1-0,) P
+ 6bi logz(l PR e )

o+,
(10)
The normalized throughput is expressed as
R,
R = 11
Rmax ( )
where R represents the maximum throughput achieva-

ble by an SU, i. e., without spectrum sensing during
the entire time slot and using the spectrum resources of

an MNO. The maximum throughput is R, = Tb,
P“ hs:
log, (1 + #)
i

The energy consumed by the secondary user’ s
system £, mainly includes the sensing consumption E_,
the consumption of reporting the results to the FC E,,
the transmission consumption (E, + E, + E; + E,),
and the base consumption energy E,, which can be ex-
pressed as
E,=E +E,+E +E, +E, +E, +E,

= kPgt + kP,T, + T,P(H,)Q,P, + T, P(H,)QP,
+ T,P(Hy) (1= Q) [Py + P,
ST P(H) (1= Q) [Py + Pl + B, (12)

Furthermore, the total transaction costs C, con-
sumed by an SU can be expressed as

C,=C, +C,+C, +C,
=T,P(H)Qbp, + Ter<H())beilu‘l
+T,P(H,) (1 - Qf) [(1 =6)bu, +0bu, ]
+T,P(H ) (1 -Q)[ (1 =60)bu, +6bpu,]
(13)
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The energy consumption and transaction costs are
jointly expressed as Z.
E Cc
Z=a-"+(1-a) -
Ey Cy

where « is a weighting factor (0 < « < 1), and users

(14)

can change the value of o according to their needs. K,
represents the maximum possible energy consumption,
that is, the energy consumption generated when the en-
tire time slot is completely used for data transmission
with the maximum transmission power, namely, £, =

P...T + E,. Furthermore, P

max

oy 18 the maximum trans-
mission power of an SU; and C,; is the maximum possi-
ble transaction costs, i.e. , when the entire time slot is
fully used for data transmission using the MNO’ s spec-
trum, C, = Tbu,.

To maximize the joint utility for secure hybrid
spectrum sharing, the problem is transformed into an
optimization problem with sensing time 7, the number
of SUs engaged in sensing k, and the optimal power al-
location. Furthermore, the optimization problem should
satisfy the constraints of the system minimum through-
put, the SU maximum transmission power and the PU
maximum interference. Considering that joint utility is
defined as the ratio of the throughput to the energy con-
sumption and transaction costs per unit of time, the
problem is modelled as

R(7,k,P,,P,
Pl: max,, ,, , JU(T, k,Pp,P,) = M

t. Cl: Qf = le" Qd = Qn

C2:.0=<s60<1
C3:.0<k<N

C4:E[PM((11 +q,) + (Pp +Py) (g, +‘14>:| < P,
C5:R,,, =R, (15)

where C1 denotes the upper limit of the false alarm
probability and the lower limit of detection probability,
C2 denotes the proportion of hybrid spectrum in which
SUs select an MNO or a PU, C3 denotes the range of
the numbers of secondary users engaging in spectrum
sensing, C4 denotes the maximum transmission power
of SUs and R
Cs.

is the minimum throughput of SUs in

min

2.2 Problem analysis and solution

Considering that P1 is a nonconvex function, the
sensing time and the number of SUs engaging in the
sensing will be fixed to facilitate the calculation, and
the transmission powers P, and P, of the SUs will be al-
located.

P2. maxp PMJU(PM’ PP) = m
s.t. C4, C5 (16)

The numerator and denominator of P2 are both
positive continuous functions. The optimization prob-
lem is divided into two sublayer optimization problems
using a two-layer optimization algorithm. The upper
layer is the optimization of the sensing time and the
number of SUs engaged in spectrum sensing, and the
lower layer is for optimizing the transmission power at a
given sensing time. According to Dinkelbach’ s theory,
the fractional problem can be transformed into an equa-
tional parametric optimization problem, i.e., P3.

P3. maxp, p,,F(TI) = R(Py, Py) —mZ(Py, P,)
s.t. C4, C5
(17)
where 7 is a nonnegative parameter, and Conclusion 1
describes the relationship between P1 and P3.

Conclusion 1: " is the optimal joint utility and
P, and P, are the optimal power allocation when and
only when ™, P, , and P, satisfy the following equa-
tion.

F(n™) =F(n", Py, Py) =0
Py, Py = argg;lya[))(})%R(PM, Pp) =nZ(Py, Pyl Py,

P, e S}
(18)
where S is the feasible region of P, and P,.. F(m) is a
convex function of P, and P,, and 7 is fixed. Accord-
ing to Dinkelbach’ s theory, the optimal solution of
problem P3 is the optimal solution of problem P2; and
P3 is a convex function, which can be solved by the
Lagrange multiplier method.
L = -R(Py, P,) +nZ(Py, Pp)
+A(R; = R,,) —vE[(Py(q, +¢,)
+(Pp +Py) (g5 +q) ] = Po) (19)
where A and y are Lagrange multipliers corresponding to
constraints C4 and C5, respectively. According to the
KKT condition, the optimal power P, and P, can be
oL
P,

obtained by setting % = 0 and = 0, respective-
P

ly.

To obtain the optimal A and 7y, the gradient de-
scent method is used to iteratively update A and 7y

A = [A =s(R,, =R 17

Yo = Lvi —s(E[(Py(q, +¢,)

+(Pp+Py) (g5 +q)] =P, 1"
(20)

where s and i denote the step size and number of itera-
tions , respectively. By iterating Eq. (20) until the up-
dated P, and P,, make Eq. (18) satisfy F(n" ) < ¢,,
the optimal solution at this time is obtained, where &,
denotes a very small number.

The algorithm steps are as follows.
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1. Initialize the model parameters and the Lagrange multipli-

ers, set [ =0, and set the maximum number of iterations /

> max

and computational accuracy &,

2. Calculate the joint detection probability and false alarm
probability according to Eqs(4) and (5)

3. initialize the power allocation

4. forn =1: N

5. calculate the optimal power allocation

6. (I F(n)l<¢)

7. the computational results converge

8. else

9. convergence is not reached, I = [ + 1,

10. end if

11.  until the computation results converge or/ = I,

12. end

X

The optimal power allocation problem can be
solved quickly by an iterative procedure, which is de-
scribed by the above algorithm. Approximately, the
optimal sensing time can be found by a one-dimension-
al exhaustive search. In this paper, the optimal power
is obtained by the above algorithm.

3 Simulation analysis

This section will conduct data simulations for the
above algorithm. The joint utility optimization problem
of the SU is considered in a certain area, including an
MNO, a PU with licenced spectrum, and SUs. The al-
gorithm proposed in this paper is also compared with
three different methods, namely, no hybrid spectrum
sharing, fixed sensing time, and single node sensing.
No hybrid spectrum sharing means only using the free
spectrum of PUs through cooperative spectrum sensing,
not using the spectrum resources of an MNO, and tak-
ing the joint utility obtained by the best sensing time.
The joint utility of the fixed sensing time is based on
the method mentioned in this article. The single node
sensing approach means that no cooperative spectrum
sensing is used and only the sensing result of a single
node is taken as the basis of whether an SU uses a
PU’s spectrum for data transmission, and the joint
utility is obtained by using the hybrid spectrum sharing
method proposed in this paper. The parameters are
shown in Table 1.

First, the security and energy efficiency of using
spectrum blockchain is analysed. Additionally, the
JUSH optimization algorithm used in this paper is com-
pared with two other methods; the joint utility for spec-
trum sharing based on a third-party platform (JUTP)
optimization algorithm and the joint utility for spectrum

sharing based on third-party with setting the degree of
trust (JUTD) optimization algorithm for both parties of
the transaction. The JUSH optimization algorithm re-
cords the transaction information through the block-
chain when the primary and secondary users perform
spectrum sharing. In addition, under the JUTP optimi-
zation algorithm, the transaction parties only perform
transactions on a third-party platform. This is more
costly to maintain and creates an extra cost for both
parties to the transaction. The JUTD optimization algo-
rithm sets a trust degree for both transaction parties
when the primary and secondary users engage in spec-
trum sharing on a third-party platform. Where there is
dishonest behaviour, the trust degree can affect the
success rate of the next transaction. For instance, the
PU will maliciously occupy the frequency band used by
the SU during the transaction. As the SU does not bear

t[17]

the corresponding cos , this improves the SU’ s

transmission rate and increases its throughput.

Table 1 The values of the variables involved in the simulation
Parameters Value Parameters Value
T/s 0.1 T /s 0.001
f. /kHz 2 P(H,) 0.5
Py /mW 10 P(H,) 0.5
P, /mW 40 o 2x107°
o’ 1 N 10
b, /kHz 2

Fig.3 represents the relationship between the
sensing time and an SU’ s joint utility from spectrum
transactions by primary and secondary users based on
different methods, where & =5 and weighting factor «
=0.5 are used for cooperative spectrum sensing with
hybrid spectrum sharing. As the Fig.3 shows, JUSH
can achieve higher joint utility. Due to blockchain fea-
tures, such as openness and transparency, through
which the information and transaction records of both
parties to a transaction are public, the probability of
dishonest behaviour to a transaction can be effectively
reduced, thus effectively increasing the throughput of
SU. In addition, neither side of the transaction has to
pay higher costs to maintain the third-party platform,
thus achieving higher joint utility. Although setting the
trust degree of both sides of the transaction on the
third-party trading platform can also effectively reduce
the probability of dishonest behaviour between both
sides of the transaction, a higher cost nevertheless in-
curs to maintain the third-party platform. As a result,
JUSH’ s performance far exceeds spectrum sharing
trading methods that do not utilize blockchain.
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Fig.3 Joint utility versus sensing time for spectrum sharing
based on different methods

Fig. 4 shows the joint utility versus sensing time
for different numbers of cooperative sensing users, and
the number of users engaged in cooperative spectrum
sensing is set to k=4, k=5, k=6, k=7, and k =8.
The weighting factor &« = 0.5. The figure shows that
the joint utility of the system can reach the highest val-
ue at7 =0.11 s when £ =5. This is because the detec-
tion probability and false alarm probability converge at
different times when different numbers of sensing users
are engaged in sensing; and as the number of coopera-
tive users engaged in sensing increases, the false alarm
rate decreases and the detection rate increases, thereby
improving the transmission success rate of the system.
When k& >5, the joint utility of the system decreases as
k increases. In the sensing model, the false alarm rate
and detection rate of the system stabilize when the
number of cooperative users engaged in sensing reaches
a certain number, and the energy consumption for
sensing and sending sensing messages increases at this
time, thus leading to a decrease in the joint utility of
the system. It can also be seen in Fig. 4 that although
the maximum joint utility is achieved at k=5 and 7 =
0.11 s, the joint utility at £ =5 is lower than that at k
=4 when 7 <0.07 s. This is because when the num-
ber of SUs involved in sensing is low, the SUs can
more readily achieve a higher detection rate, thereby
realizing a higher joint utility more quickly. However,
the false alarm rate is also higher during this time,
leading the sensing time to increase. Subsequently, the
false alarm rate and detection rate are gradually opti-
mized and a higher overall joint utility is attained at k

=5.
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Fig.4 joint utility versus sensing time for different numbers

of cooperative sensing users

Fig. 5 shows the utilities of different algorithms for
different maximum transmission powers of SUs, where
the number of engaged cooperative spectrum sensing
users k =5, the weighting factor &« = 0. 5 and the fixed
sensing time 7 =0. 1 s. The algorithm proposed in this
paper is compared with the fixed sensing time method,
the single node sensing method and the no hybrid spec-
trum sharing method ; and the results show that the pro-
posed algorithm obtains the maximum transmission
power for users based on the joint utility of the system.
The proposed algorithm adopts hybrid spectrum sha-
ring, which can guarantee the throughput and reduce
the transmission energy consumption; therefore, the
proposed algorithm can achieve the highest joint utili-
ty. No hybrid spectrum sharing means that when no
free spectrum of a PU is sensed, an SU adopts the
spectrum of an MNO; conversely, when free spectrum
is sensed, the spectrum of a PU is fully adopted, so
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Fig.5 Average joint utility versus sensing time for different
values of P
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the throughput is slightly reduced. In the single node
sensing process, the detection probability and the false
alarm rate are higher when the spectrum of an MNO ac-
counts for a larger proportion, which results in high en-
ergy consumption and transaction costs and low joint
utility.

Fig. 6 shows the relationship between the number
of SU engaged in cooperative spectrum sensing and the
joint utility in the case of the optimal solution of the
proposed algorithm. The horizontal coordinate is the
number of SU, k£ =1,2,4,6,8,10, respectively, and
the vertical coordinate is corresponding joint utility
maximum, as comparisons are the spectrum sharing
method based on a third-party platform and the spec-
trum sharing method that sets the degree of trust for
both parties of the transaction. As can be seen from
Fig. 6, the joint utility obtained by the optimal solution
of the proposed method in different k-values is higher
than that of the two comparison algorithms. Because
the proposed algorithm is based on the blockchain plat-
form, it reduces the probability of SU occupancy and
reduces the cost of maintaining the third-party plat-
form, so the proposed algorithm can achieve higher
joint utility.
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Fig.6 Joint utility versus the number of SU under
the optimal solution

Fig. 7 shows the variation of the joint utility of dif-
ferent spectrum sensing methods under different mini-
mum throughput constraints, where the number of co-
operalive spectrum sensing users k =5, the weight fac-
torae =0.5, and P, = 1. In the proposed algorithm,
when the sensing time increases, (), increases and Q,
decreases, and the growth rate of the throughput is
higher than the growth rate of the energy consumption
and transaction costs; thus, the joint utility increases.
Q, and Q, tend towards stability when 7 >0. 11 s, the
throughput gain from sensing performance no longer in-

creases, and the energy consumption increases; there-
fore, the joint utility decreases. (), and Q, vary slightly
during single node sensing, and the growth rate of the
throughput is lower than the growth of energy consump-
tion and transaction costs; therefore, the joint utility
gradually decreases. However, when the minimum
throughput constraint is larger, the maximum joint util-
ity achieved by the proposed method shows less im-
provement than that attained through the single-node
sensing method. The reason for this is that, in the sin-
gle-node perception spectrum sharing algorithm, the
time spent by the user on sensing and collaborative fu-
sion time is shorter. Therefore, single-node sensing
methods can also achieve high joint utility when the
perception time is short. However, as sensing time in-
creases, the joint utility of the single-node sensing
method gradually decreases.
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Fig.7 Joint utility versus sensing time under different

minimum throughput constraints

Fig. 8 shows the relationship between the maxi-
mum transmission power and the throughput for differ-
ent spectrum sharing methods, where the number of
engaged cooperative spectrum sensing users k =5 and
the weighting factor @ =0.5. It can be observed that
the throughput of different methods gradually increases
as the maximum transmission power increases, and the
maximum throughput can be achieved by single node
sensing. During the single node sensing process, the
number of SUs engaged in cooperative sensing is small.
Then, less energy is consumed for the sensing and fu-
sion process, and a large amount of time is spent in
transmitting data. The algorithm in this paper with hy-
brid spectrum sharing achieves a greater throughput.
The throughput of no hybrid spectrum sharing is lower
because only the available free spectrum of the PU can
be used.



382

HIGH TECHNOLOGY LETTERSIVol. 28 No.4|Dec. 2022

1700
1600
1500
e 1400
o
% 1300
=
%b 1200 - —%— Proposed algorithm R
S —+— Fixed sensing time
ﬁ 1100 + —6— Single node sensing g
—— No hybrid spectrum sharing

1000 | E
" ;/i/./‘/"‘x.—/_:
800 b

7(X) ! L L 1 ! ! L L
05 06 07 08 09 1 .1 1.2 13 14
Maximum transmitting power of SU: P /W
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different spectrum sharing methods

Fig.9 gives the joint utility function of the system
versus the sensing time for different weighting factors,
where the number of cooperative spectrum sensing us-
ers k=5, and P, = 1. Whena =0, the utility func-
tion of the system behaves as the ratio of the throughput

max

to transaction costs. When o =1, the utility function
of the system behaves as the ratio of the throughput to
energy consumption. When0O < o < 1, the utility func-
tion is converted into joint utility, and the value of «
can be changed according to the importance of transac-
tion costs and energy. Fig.9 shows that the trend of the
utility changes under three different weights first in-
creases and then decreases. The best sensing time is
approximately 0. 12 s when the false alarm rate and de-
tection probability are regionally stable, and the sens-
ing efficiency is the highest; therefore, the utility will

also reach the maximum.
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Fig.9 The joint utility versus sensing time for different

weighting factors

4 Conclusion

To improve the spectrum efficiency, cost efficien-
cy and security, a joint utility optimization algorithm
that combines the free spectrum of authorized users and
the leased spectrum of mobile network operators is pro-
posed. The joint utility function is optimized by consid-
ering the throughput, energy consumption and cost is-
sues of subscribers. The nonconvex problem is trans-
formed into a convex optimization problem using the
Dinkelbach method, and the Lagrange multiplier meth-
od is used to optimize the sensing time, the number of
users engaged in collaborative sensing, and the trans-
mission power of secondary users. Compared with other
algorithms, the algorithm proposed in this paper can
achieve higher joint utility under the constraints of the
minimum throughput and maximum transmission pow-

er.
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