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Abstract

Nowadays, the data that users need to calculate and process increases sharply, however, ordi-
nary users usually lack the required capability. Therefore, resorting to outsourcing computation,
they can delegate computing tasks to high-performance nodes over the network to meet their needs.
In order to ensure the correciness of outsourcing computations, a verifiable computing scheme based
on the blockchain smart contract is proposed, where the primary node and the replica nodes com-
plete the task calculation and verification respectively, and reach a final consensus on the results.
Moreover, the computing resources and energy consumption of each node to make the consensus are
analyzed, based on which an optimization of resources allocation is proposed to maximize the trans-
action throughput. The simulation results show the effectiveness of the proposed scheme built on dis-
tributed consensus and also the throughput improvement by optimizing.
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0 Introduction

In recent years, with the in-depth development of
computer, the Internet industry continues to flourish,
and the data that needs to be processed is increasing
dramatically in an exponential trend. However, due to
the limitation of computing power and equipment cost,
ordinary users usually cannot complete the huge com-
puting task. To solve this problem, outsourcing compu-
tation emerges, which enables users to delegate compu-
ting tasks to one or more powerful servers through the
Internet in an efficient and cost-effective way. Howev-
er, the dynamic, randomness, complex and openness
of outsourcing computing bring challenges to the relia-
bility of the computation. For example, the server may
return an answer without the accurate calculation in or-
der to save its computing resources. In addition, the
vulnerability of the software, the instability of the net-
work and the failure of the hardware may also make the
correct calculation results failed.

Therefore, how to ensure the correctness of out-
sourcing computation has become one of the key points
in research. Some verifiable computer mechanisms
have been designed traditionally based on the theories
of computational complexity and cryptography technolo-

[12

gy, such as interactive proving system''? | probabilis-

tic checking of proofs ( PCP proving) ">, homomorphic
31 and signaturesm. Besides, Ref.[7]
proposed a scheme with adjustable correctness, which

encryption

required the user to re-execute part of the calculation
for verification. Ref. [8] used the redundancy of mul-
tiple servers to verify the results, so that users can be
guaranteed to get correct results as long as one server
was honest. Ref. [9] studied from the perspective of
economics by establishing the optimal model of out-
sourcing contract price on the premise of ensuring the
correct calculation, but it required the servers to be
completely honest. Ref. [10] introduced game theory
and analyzed the preferences of users and servers being
rational. Taken together, the interaction between sev-
eral parts is usually very complex with high communi-

cation cost'*®’

, and the involvement of users, particu-
larly their partly calculation re-performing still imposes
a nonnegligible burden on the ones with low abili-

(13,7] Moreover, the assumption in Refs [ 8-10 ]

ties
that the server is either honest or malicious is not con-
sistent with true scene, where servers usually have dif-
ferent preferences or randomness.

On the other side, blockchain originated from bit-
coin'""" to solve the problem of double spending in dig-
ital cryptocurrency, has atiracted extensive attention
due to its decentralized, transparent and tamper-proof

features. Soon afterwards, blockchain goes far beyond

(@D Supported by the National Natural Science Foundation of China (No. 61671029) , Foundation of Beijing Municipal Commission of Education
(No. KM202010005017) and Doctoral Fund of Ministry of Education of China ( No. 2018 M640032).

@ To whom correspondence should be addressed. E-mail; yangruizhe@ bjut. edu. cn

Received on May 19, 2020



140

HIGH TECHNOLOGY LETTERSI Vol. 27 No. 2| June 2021

its original design and becomes a basic distributed
technology in secure manner, which is rapidly applied
in the fields of supply chain, credit investigation,
product traceability, copyright trading, digital identity,
etc. , promoting the transition from information Internet

121 Since its own storage and compu-

to value Internet
ting capacity of blockchain is insufficient, the existing
computing system running on the blockchain has be-
come a widely acceptable approach to meet the huge
computing demand, such as the integration of block-
chain with edge computing and industrial Internet of
Things (ToT) technology' "%

tion with assurance of the correctness, its traditional

. However, for computa-

verification mechanism using interaction proof is not
suitable to be directly run over blockchain, especially
the public chains with proof of work (PoW ) consen-
sus, which lacks the mechanism to support interactions
the current

between the participants. Therefore,

scheme mainly uses the incentives of blockchain to en-
sure the operation of calculation verification'""".
Ref. [ 15] proposed the Ethereum computer scheme,
which allowed users to outsource computation to the
Ethereum network by paying a certain reward to obtain
the correct answer. The Truebit system in Ref. [ 16]
enhances the ability of Ethernet computers. It provides
incentives for proper outsourcing computation through a
new double-layer validation mechanism, which solves
the problem of verifier in Ethereum verification work by
imposing forced errors and bonus. Some other stud-
ies'"®") work on the integration of blockchain and the
encrypted computation, where multi-party computation
(MPC) as an encrypted computation gets the correct
outputs and blockchain maintains an open reputation
system to overcome a ‘ denial of service’ of malicious
adversary.

Different from PoW scaling to a large number of
uncertain nodes, Byzantine fault tolerance ( BFT) con-

[20]
sensus

based on identified community to reach
agreement avoids the exhausting computation power
consumptions that are used to limit the adversaries,
therefore has higher efficiency and throughput. In the
widely used hyperledger fabric, practical BFT ( PBFT)
is employed to achieve consensus. In the evolving of
the Ethereum, PBFT consensus runs within the shard,
and the hotstuff is developed from BFT consensus in
the Facebook Libra™'.

provements, the interactions between the nodes among

Besides the performance im-

the community to reach the BFT consensus, has the
similar characteristics with the traditional outsourcing
computation. However, the directive combination will
make frequent interaction of traditional outsourcing
computation too much overhead for PBFT. Therefore,

how to contribute PBFT consensus to the verification of
outsourcing computation is a key issue to be studied.

A verifiable computing based on blockchain is
proposed. Using PBFT consensus and smart contract,
users send their computing tasks to the blockchain node
in the form of transactions, and the primary node com-
putes the tasks required in the transactions, and then
packages the transactions into blocks with the results,
which will be verified by the replica nodes according to
the Byzantine consensus. Here, the calculation and
verification driven by the smart contract ensure the
trust of the calculation within blocks on chain as well
as the correctness. Furthermore, the resources and en-
ergy consumptions of the proposed scheme are ana-
lyzed, where the transaction throughput conditioned on
energy consumption is optimized. The results show the
efficiency of the proposed scheme to realize the correct
outsourcing computations by optimizing the resources
used.

1 System model

In this section, the model of the blockchain-based
verifiable computation system is presented.

Here, users send their data or computing tasks to
the blockchain-based verifiable computation system in
the form of transactions, where the computation and
verification are defined by smart contract to obtain the
correctness of calculation, and further the underlying
PBFT consensus guarantees their reliable operation so
as to ensure the correct results. This final accuracy re-
sults will be returned so that users do not need to do
extra validation.

Considering that PBFT protocol runs on the view
controlled by the primary node and verified by other
replica nodes, it can be assumed that the computation
is executed by the primary node and then verified by
the validators according to the designed smart contract.
To achieve a clear explanation, some concepts and
mapping relations are firstly illustrated as follows.

(1) Clients and replicas. Clients are the users
(‘end devices) submitting transaction requests, and the
replicas are the nodes to execute and verify the reques-
ted transactions and finally reach the distributed con-
sensus.

(2) Primary node and validators. Primary node is
one of the replicas to execute the computations reques-
ted by transactions and then put them into blocks,
which will be verified by the other replicas called vali-
dator.

(3) Transactions, blocks and smart contract. A
transaction is a single event to be permitted or verified
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by the underlying blockchain consensus. Different from
the financial transaction in Bitcoin and the state chan-
ging in Ethereum, this work considers a transaction of
completing a computation job. A block is a package of
transactions plus a block header containing the metada-
ta, in which the hashes of the current and previous
block and Merkle hash of the transactions are all
tamper-resistant and make the blocks chained one by
one. Smart contract is a self-enforcing agreement em-
bedded in computer code running on top of a block-
chain. When the rules in the code are met, the agree-
ment is automatically implemented.

To have an outsourced computation in a secure
manner, clients send their transactions to the associat-
ed replica nodes with their signatures. On the other
side, the primary node firstly verifies the signature and
message authentication code (MAC) of each transac-
tion received. If valid, the computation requested in
transactions are executed, and then with the results
added according to the smart contract, all of which are
packaged into a new block and broadcasted to the vali-
dators. Each validator verifies the received blocks, in-
cluding the signatures and MACs of both the block and
the transactions within the block. If valid, it continues
the verification of the internal calculation results of the
transactions, the implementation of which is defined in
the smart contract. Afterwards, the validators send the
verification messages with their signatures added in to
each other. The blocks passing all these verifications
will be appended to the blockchain. Table 1 and Table 2
give the form of the transaction and the smart contract.

Note that although the rules in contracts depend
on the specific computation task, the computation com-
plexity and its resources exhausted respectively in the
execution and verification are usually substantially dif-
ferent, such as the hashing and matrix operation. For
example, this work considers the inverse calculation of

Table 1 The form of the transaction
[tem Description
Transaction The number of the transaction
number in the block

Transaction 1D Hash of this transaction

Scope Account scopes
Task to be calculated
(Ex. the inverse of a matrix)
Message/ Action
Call smart contract
Calculation results
Signature The signature of this transaction
MAC The MAC of this transaction

Table 2 The form of the smart contract

Ttem Description
Version Current version
Address Call address of smart contract
Value Matrix to be calculated
Primary node
(Ex. inverse of a matrix)
Functions Validator;

(Ex. verification by the product of matrix

and its inverse)

matrix, where it has the complexity of O(L?) for obtai-
ning the inverse of the matrix C,,, and the complexity
of O(L?) for computing C™'C. Therefore, generally it
can be assumed that the central processing unit (CPU)
cycles for the computation task of one transaction at the
primary node is o and the CPU cycles required for the
verification at the validator isa’, 7 = a'/a < 1.

2 Consensus and performance analysis

In this section, the consensus steps of outsourcing
computing based on the specific steps of PBFT protocol
is analyzed.

There are N nodes ( the servers) , with the compu-
tation capacity of each node denoted by f, (CPU cycles
per second) , n = 1,--- N. It is note that PBFT is safe
in asynchronous environments such as the Internet,
with the recovery mechanisms to tolerate any number of
faults over the lifetime of the system provided fewer
than (N — 1) /3 replicas become faulty[zo]. Therefore ,
the verifiable computation over PBFT consensus inher-
its this security to ensure the correctness of the compu-
ting results that pass the computation and verifications
even the arbitrary replica presents faulty at any time
unless more than 1/3 of the replicas are faulty at a
time.

The consensus protocol consists of 5 steps based
on PBFT, as shown in Fig. 1, where generating or veri-
fying one signature requires 8 cycles, and generating or
verifying one MAC requires 0 cycles.

Step 1 (request—pre-prepare) The clients sub-
mit requests ( transactions) to the primary node n’, and
the primary node picks up a batch of K transactions
from the transaction pool with time interval of 7. First-
ly, the signatures and MACs of these transactions will
be verified, which are considered as an uncivil execu-
tion, and a fraction g of transactions can pass the veri-
fication. Next, the computation task contained in the
valid transactions will be executed by smart contracts
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Fig.1 PBFT protocol

(Table 2). Further, these transactions with computing
results and other important information will be pack-
aged into a new block, as shown in Table 1. And mul-
ticast as the prepared block along with a pre-prepare
message to other nodes for validation. The pre-prepare
message contains the signature and MAC of the primary
node and hashed result of the block.

Therefore, for each prepared block produced at
the primary node, the computation cost A, and time 7',

can be written as
AT §<B+0> +Ka+B+(N-1)6

T, = f;r:'Al
Step 2 ( pre-prepare—prepare) The validator n”

(1)

# n' receives the new block with the pre-prepare mes-
sage, and first verifies the signature and MAC of the
block, then the signatures and MACs of the transac-
tions and finally the computation result inside the trans-
action via the code in smart contracts. Afterwards, the
validator sends a prepare message with the verification
results to all the other replicas with its signature and
MAC added in. The cost and time of this step can be
written as

A, =B+0+K(B+0) +Ka' +B+(N-1)6

T = f;y}Az

(2)

Step 3 (prepare—commit) Each replica receives
and checks the prepare message to make sure that it is
consistent with the pre-prepare message. Once upon
receiving 2f matching prepare messages with passing
verification results, the replica n” sends out a commit
message to all the others, which includes the signature
and MAC. The computation cost and time are

Ay =2f(B+6) +B+ (N-1)6

T;, = f;:A3
Step 4 ( commit—reply) Each replica receives

(3)

and checks the commit message to make sure that it is

consistent with the prepare message. Once having 2f
matching commit messages from the other replicas, a
reply message with the signature and MAC will be de-
livered to the primary node. The computation cost and

time are
A, =2f(B+6) +K(B+6) (4)
T4n” =f;nl”A4

Step 5 (reply — be appended to the chain) The
primary node receives and checks the reply message.
After the primary node receives 2f matching reply mes-
sages, the new block becomes valid and will be appen-
ded to the blockchain. The computation cost and time

As =2f(B +0) (5)
T, = f;:'As

3 Optimized resource allocation

As analyzed in Section 2, the efficiency of block
producing is limited by the computation time of each
consensus step at each replica, which depends on the
complexity of the computing and the afforded computa-
tion resourcesf,, , s = 1,--+,5. Here, this work aims to
maximize the throughput of blockchain K/T by optimal-
ly using the computation resources under the constraint
of the energy used.

For the energy cost, this work follows the model
in Ref. [18]. When the CPU cycle frequency is f,,,
the main energy consumption in the consensus calcula-
tion process is denoted as

Fo o K) = 8,4,9(4)] (6)
where, 7y is a constant related to the hardware architec-
ture and §, = 0,1 is used to indicate whether the node
n participates in the step s. Thus, the vectors, = [1,
0,1,1,1] represents the participation of the primary
node n’ in the steps of the consensus realization, and

Sy = 10,1,1,1,0] is used for the validators. Sub-
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sequently, the energy cost of the system can be deno-

ted as
N5

F.(f, K) = 3 D F. (fu, K) (7)

n=1 s=1
where the vector f = [ £, ]],sy represent the whole com-
puting resources.
Here, It can be defined the average time of being
on chain for each transaction as

T
F(K,T) =+ (8)
which is actually the inverse of the system throughput.
Therefore, to achieve maximum throughput, the target
is designed to be

min F(K, T)
5

Yfu<f, Vn
s=1 (9)

A
<T, Vs,n
Jea

C3:. F(f,K) <P

where P is the total energy consumption provided in the

s. t. Cl.

sn

C2.

system.
4 Optimization solution

For the constrained optimization problem in
Eq. (9), the interior point method'?! | an effective al-
gorithm to solve nonlinear convex optimization prob-
lems, can be used. First, according to the principle of
interior point method, the optimization function is re-

written as

min F(K, T) = %
5

s.t. Cl: gi(f) = me -f. <0
gi=1

A ST
f;n

N 5)

G:g (K. f) = ¥ Y A,8,7() -P<0
n=1 s=1

(10)

penalty function

C2: (K, T,f) =—"-T<0

For inequality constraints,

/,Lz In(p,) is introduced to approximate the original

objective function, so that the optimization problem can
be transformed into convex optimization under equality
constraints :

min F (K, T) = minF(K, T) —Mziln(pi)

s.t. (K, T,f) +p =0=p =-g(K, T, f)
(11)

_ & () (), gn (), 8551
g(+) =%, . : ]
ogn() s s gsv(t), &7 ()
p = I:pl 57 Pis T p6N+1}T
(12)
It should be noted that the elements in the relaxed
vector p map one-to-one to the elements in the inequal-
ity constraint vector g. Besides, p, is required to be
positive to keep boundaries, and the smaller parameter
p > 0 brings F,(+) closer to F'(+). Therefore, this
work can give the approximation by adjusting the value
of w. In other words, when g is reduced to O, the
minimum value of F,( +) should be equal to the mini-
mum value of F( ). When the constraints are satis-
fied, the objective function can be written as

min F, (K, T, f) = %—MITln(—g(K, T,f1))
(13)

To get the minimum value of F ﬂ( +), this work
has to find the variables making the gradient of F,( +)
being 0. Thus, for F,( ), the gradient VF,(+) and

Hessian matrix H(F,(+)) are given as

oF,(+) oF,(+) oF,(+)  oF, (),
VEC) ==k ar o, 0 o, ]
ro’F,(+) &°F, () PF, ()7
dKoK oKaT oKof.,
PF,() 9F,(+) 9 F, ()
H(F,(-)) =| 9aToK aToT aTof,,
FF,() 9F,(+) 9F, ()
- 9f., 0K af.,,oT af..of., -
(14)

Here, this work needs to choose different solutions
according to whether Hessian matrix is invertible.

If it is an invertible matrix, the Newton iteration
method can be used. The relationship between the pa-
rameters of iteration v and the ones of iteration v — 1 is
given as
[K?, T, (F2)T]T = [K"D, 7, (fo-0)T]T

~H(F™ (- )T VE ()
(15)

In this iteration, the parameter y is fixed. For ev-
ery i, it can be found that a minimum value ¥, (-),
and the smallest g brings the most accurate minimum
value.

IfH(F,(+)) is irreversible, this work uses the
Conjugate gradient method to complete the iteration
with the optimization direction 7" and the optimization
step size A ‘7.

The initial direction is r'" = - VF;LU( +), and
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the relationship between the r and the r™" is

(VEZ())'VED(4)
(VRS ()R ()
(16)
The corresponding optimization step size A ‘" is
_ )TVE ()
- (r®)"ar®
Then the relationship between iteration v and itera-

r(w) =_VFI-(L1)>(.) +

X (17)

tionv — 1 is
I:K(v) T(v) (f(v) )T:IT — [K(v—l) T(v—l) (f-(v—l) )T}T
4 A gD (18)
Repeat the calculation according to the above
steps until the minimum value is found.

S Simulation results and discussions

This work simulates the proposed scheme to verify
its performance. First, it gives some simulation param-
eters, then the simulation results and analysis.

The simulation parameters are shown in Table 3.

Table 3 The simulation parameters

7 A S S B 0

200 0.008 0. 0005
M cycles M cycles

il -5,
. 10 L M cycles

Fig.2 and Fig.3 show the system throughput vs.
energy consumption in the case of different nodes and
different task complexity. First, it can be seen that the
increased energy offers higher system throughput. Sec-
ond, at the same cost of energy, the proposed scheme
by allocating the computation resources adaptive to the
task has higher throughput than the traditional scheme,
where the resources at each node are distributed evenly
to each step of the consensus without considering the ac-
tual requirements. Specifically, Fig.2 shows the per-
formance comparison when the number of nodes is V =
7, and the ratio o/’ is 10 or 100 with «’ fixed to be
0.02 M cycles. The performance improvement of the
proposed algorithm via optimized resources is higher
when the ratio of calculation to verification is lower and
the energy provided by the system is higher. Fig.3
compares the throughput with the number of service
nodes increased from 7 to 10 for o/’ fixed at 100. It
shows that more participating nodes sharing the energy
result in the reduced throughput, however, the pro-
posed algorithm can still achieve much higher through-
put compared to the scheme without optimization. This
performance increase is big in the case of less nodes
while it is a little bit lower with the number of nodes

increasing.

300 T : r : T T T T
—%— Traditional, N=7, a/a,=100
Proposed, N=7, a/a,=100
250 | —< Proposed, N=7, a/a,=10 1
Traditional, N=7, a/a,=10

" 200 1
8
5
& 150 4
an
3
£ 100 ]
50 1
0 ¥ * % i i i G "
10 20 30 40 50 60 70 80 90 100
P/pd

Fig.2 The system throughput vs. energy (N=7, o/a’ =100, 10)

35 T T T T T T T T
—%¥— Proposed, a/a =100, N=7
Traditional, &/« =100, N=7
— Proposed, a/a,=100, N=10
Traditional, a/a =100, N=10

301

25

20

15

Throughput/tx/s

10

10 20 30 40 50 60 70 80 90 100
P/pd
Fig.3 The system throughput vs. energy (o/a’ =100, N=7, 10)

Fig. 4 gives the system throughput vs. the ratio of
calculation to verification, where the verification com-
putation is set to be @’ =0.02 M cycles. It can be seen

250 T T T T T T T T
—¥— Proposed, N=7, P=10
| Traditional, N=7, P=10
200 —> Proposed, N=7, P=50 | |
Traditional, N=7, P=50
=
£ 150 1
5
=
=
El
o
4
[_‘

30 40 S50 60 70 8 90 100

ala

0
10 20

1
The system throughput vs. the computation ratio of

calculation to verification (N =7, P =10, 50)
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that the throughput of the system gradually decreases
along with the increase of a/a’, which means the in-
crease of the task complexity. Moreover, it is noticed
that the improvement by optimizing is more outstanding
when the energy of the system is relatively small and
the calculation complexity is relatively low.

Fig. 5 verifies the system throughput vs. the num-
ber of nodes participating in the consensus. Since the
energy per node decreases along with the increase of
the number of nodes, the throughput decreases accord-
ingly, however, the remarkable improvement of the
proposed scheme remains. In addition, the increase of
the system energy brings a large rise for the proposed
scheme while the traditional scheme has little benefit.

35 T T T T T T T
—%— Proposed, a/a,=100, P=50
30 Proposed, a/a,=100, P=100 H
—>¢— Traditional, a/a,=100, P=100
25t Traditional, a/ a,; =100, P=50 ||
@ E
£
3 20
o
)
g 15
=
10
5F
0
2

Faulty nodes

Fig.5 The system throughput vs. the number of nodes
(a/a’ =100, P =50,100)

6 Conclusions

To ensure the correctness of the outsourced com-
putation, a verifiable computing scheme with optimiza-
tion based on blockchain is proposed, which makes the
calculation and verification respectively operated by the
primary and replica nodes via the smart contract, reac-
hing the consensus on the calculation results. Further,
the complexity of each consensus step is analyzed,
based on which the energy and computing resources are
optimally allocated to maximize the system throughput.
The simulation results show the effectiveness of the pro-
posed scheme.
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