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Abstract

In a database-as-a-service (DaaS) model, a data owner stores data in a database server of a

service provider, and the DaaS adopts the encryption for data privacy and indexing for data query.

However, an attacker can obtain original data’ s statistical information and distribution via the inde-

xing distribution from the database of the service provider. In this work, a novel indexing schema is

proposed to satisfy privacy-preserved data management requirements, in which an attacker cannot

obtain data source distribution or statistic information from the index. The approach includes 2 parts

the Hash-based indexing for encrypted data and correctness verification for range queries. The evalu-

ation results demonstrate that the approach can hide statistical information of encrypted data distribu-

tion while can also obtain correct answers for range queries. Meanwhile, the approach can achieve

nearly 10 times and 35 times improvement on encrypted data publishing and indexing respectively,

compared with the start-of-the-art method order-preserving Hash-based function ( OPHF).

Key words: database-as-a-service (DaaS) model, data privacy and security, data verifica-

tion, range query

0 Introduction

The database as a service (DaaS) model was pro-
posed by Hacigumus et al. "' | and NetDB2, SQLVM'* |
PMEL" are effective DaaS models. In a DaaS model,
a data owner stores encrypted data in a database server
of the service provider, and the data user obtains query
results from the service provider. In the DaaS model,
data owner can access the data freely and can reduce
the cost of deploying corresponding software and hard-
ware of database service. Typically, a DaaS model in-
cludes 3 parts; (1) The data owner, which is the own-
er of data, publishes and shares data with data users;
(2) The service provider provides service for the data
owner and user; (3) The data user accesses and uses
data stored in the service provider. Owing to the fact
that a service provider cannot be trusted by a data own-
er, the data owner encrypts data before publishing da-
ta. Considering a relation TRADE (tno, cost, date)
as an example, a data owner encrypts the original data
items into encrypted data, builds index for each item,
and publishes and stores them in the database of serv-
ice provider. However, in current DaaS model, the
published data suffers from the risk of privacy leaking

to an attacker. In other words, the data owner and the
data user do not trust the service provider. To support
the following queries over encrypted data, the service
provider usually stores the index along with the en-
crypted data, and an attacker might obtain data distri-
bution and statistical information from the correspond
indexing. For example, a tuple in TRADE (tno, cost,
date) is recorded as (key, , 5779520. 12, 2018/12/3)
and it might be represented as ( Index on key,,
kEVpZCNJ]JqcG8 =, lcXxF + LEI9TogOTADel/e,
JHKIN + iZwiA = =). An attacker can obtain the dis-
tribution of encrypted data from the index on tno.

A novel indexing schema is proposed for encrypt-
ed data stored in DaaS service provider. In this model,
the data owner can use encryption technologies to store
data at a service provider. Meanwhile, the model can
avoid data privacy leaking and provide the capability of
correctness verification to verify the following queries
over the encrypted data. The main contributions of this
paper are as follows ;

A novel DaaS model using privacy-preserved
Hash-based indexing schema is proposed, which is
computed by summarization of Hash value from an in-
terval of data items. The schema can support range
query and avoid the false fit by a proposed marked data
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items technique.

A correctness verification method is described,
which uses a verification matrix to check the answer of
a range query. The verification matrix is computed by
data items signature. The data users can check correct-
ness of an answer for range query that is obtained via
the proposed Hash-based indexing.

An extensive evaluation using 2 data sets to dem-
onstrate the functionality and effectiveness of the pro-
posed approach is conducted. The experimental results
show that the approach can protect the statistical infor-
mation and data distribution using the proposed schema
over encrypted data.

1 The proposed approach

1.1 Approach overview
In this section, the overview of proposed approach
for privacy-preserved data publishing and queries in a
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DaaS model is presented. In data owns’ perspective,
data privacy of the data owner includes data statistical
information, such as maximum data item, minimum
data item, and data value distribution.

This work proposes a privacy-preserved indexing
schema for data owner and provides query correctness
verification for data users. The core idea of the ap-
proach is shown in Fig. 1. The method mainly includes
3 stages: (1) The data owners encrypt their data and
build a Hash-based indexing. Then, the data owners
publish the encrypted data and built index to the serv-
ice provider; (2) The service provider accepts the
published wrapped data, including the encrypted data
and the indexing, and stores them in an open data-
base; (3) The data user conducts a range query in the
service provider over the encrypted data, obtains the
queried result, and verifies the correctness of the an-
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Fig.1 Overview of the approach in the DaaS model

1.2 Hash-based indexing

In the approach, the data owner first divides the
data admin U into N intervals. Each interval U, has N,
data items. Then the data owner assigns each internal a
unique identifier. After dividing domain U into N inter-
vals, the data owner calculates the index of data items.
In an interval, when d; < d,,,, the schema defines
Hash function f(x) , which satisfies f(di) < f(d,,,).
The order-preserving Hash function is defined by sum-
ming the partial Hash value in one internal. For an in-
ternal U,, the items are D, = {d,, d,, d;, -+, dy 1,
the Hash function satisfies f(d,) = Y ihash (d,).
Considering TRADE ( tno, cost, date), the attribute
cost domain U = (0.0, 1000.0), and data items val-
ues D=1{1,1.1,2.3,3.45,9.03, 34, 56} . Setting
internal [0, 10) as a domain internal, and its identifi-
er is 5. Then when the data owner wants to publish the
data item equals 1.1, the data owner will publish the
encrypted data item along with identifier 5 and Hash

value f(1.1) to the service provider. In the schema,
considering a range query Q(a, b), if the data set D
doesn’ t have the data items equals a or b, the data us-
ers cannot locate the query boundary. Therefore, the
schema introduces query precision @. The interval U,
has the query precision @,. For example, a data item
equal to a is in the internal U,[ ¢, d), and its query
precision is @,, and the data owner will calculate a
mark data item equal to g that c + g X @, < a and ¢ +
(g+1) x®, >a. Furthermore, it is important that @,
is higher precise than the data item in U,. For exam-

ple, if the precision of the data items is 0.1, and the
@; can be 0.01.

1.3 Publishing encrypted data and index

In this section, the process of publishing encrypt-
ed data and the Hash-based index in a DaaS model is
represented. Supposing that the data items have index
over one attribution, for a data item r to be inserted,
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firstly, the data owner should obtain the interval
identifier, then the data owner should query all the da-
ta items in that interval from the service provider, then
the data owner decrypts data, after that, the data own-
er inserts r into the decrypted query results, finally,
the data owner calculates the Hash-bashed indexing.
For an interval U, [ ¢, d) with query precision &,,
when the data owner publishes a data item equal to a,
the data owner will calculate a max multiple g that
meets ¢ + g X @, <a. Then the data owner generates a
marked item that has the same identifier with the pub-
lished data item, and the data owner treats its Hash
value hash(d) as g and its value as d =c + g X @,
when calculating the order-preserving index by f(d;) =
M hash (d,).

1.4 Query in a DaaS model

After representing the Hash-based indexing, the
process of a range query can be described. The steps
can be described as Fig.2. For a range query Q(a,
b) , the range query condition is expressed as [a, b].
The query condition can be divided into 2 parts; (1)
la, a,) and (b,, b], which contains the boundary of
the query; (2) [a,, b,], which covers the whole in-
ternals. To obtain the range query results, the data us-
er firstly maps all the queried range into interval identi-
fiers. For the range [a, a,), which is in one interval
supposed as [c, d), the data user calculates g that
satisfies c+ g XD, < aand c+(g+1) XD, >a to lo-
cate the boundary by value a, and the process of locating
the query boundary can be described as Algorithm 1.

Algorithm 1 Computing a range boundary for a range query

Input:hash(a) , marked item g, hash-based index in one
interval, sum =0, boundary =0
While indexes! = NULL
index = indexes. next
hash = index - sum
if index is of marked items
if hash > ¢
return boundary
else if hash = = hash(a)
return index
boundary = index
sum = index

return boundary

1.5 Correctness verification

To prevent data privacy leaked, the data owner
encrypts the data before publishing it. In this section,
the schema adopts a verification matrix to verify the

query results. Along with each data item, the service
provider stores a signature calculated by the data own-
er. The signature of a data item is determined by 2 ad-
jacent data items as Fig. 3.

id, hash(a), the mark item,> |
id
idh

ab — ids
Q(ab) i

idw+1, hash(b), the mark item,< provider

Decrypt and
verify the -
answer

Answer results

Fig.2 Range query via Hash-based indexing
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Fig.3 The signature chain

The signature is calculated via the signature func-
tion presented as Eq. (1). In Eq. (1), SHash (d) is
a Hash function, and it calculates the data item’ s
Hash value, and MaxP(a, b) calculates the maximum
multiple of b less than @, and b must be a rounded
number. In the Eq. (1), &, &, are error parameters
that equal to 1/p,, 1/p,, where p, and p, are decided
by the data owner.

S(d;) =MaxP(SHash(d,) ,1/¢,)

+ MaxP (SHash(d;_,,) ,1/¢&,) (1)

The schema defines the verification matrixes by
the signatures. As described in Fig.3, a data item d,
and its signature s; can be verified through 3 ways:
(1) The neighbor verification, which means verifica-
tion by the relationship between d; , and s,; (2) The
self-verification, which means verification by the rela-
tionship between d; and s;; (3) The mutual verifica-
tion, which means verification by the Eq. (1). For the
3 ways, the verifications can be presented as the fol-
lowing equation ;

(s; = MaxP(SHash(d_,,), 1/&,) )mod(1/&,) =0
(2)

(s; —MaxP(SHash(d_,,), 1/&,) )mod(1/g,) =0
(3)

s, = (MaxP(SHash(d;), 1/&,))

+ MaxP(SHash(d;_,,), 1/¢,)) (4)

The errors of verification Eq. (1) and Eq. (2)

are £,, and g,, respectively, and g, * &, for verifica-
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tion Eq. (3). The schema defines the verification ma-
trix Au .

Au:[auna aulZ]
ally , Ally
Bis Bi]
Law,, au,] =[5y, 515, s3] X B, 0 |,
B, Bi-
_Bl’ 0_
Lauy , auy] = [sy, s5n, 5] X | By, By
'B3’ ,Bl'

The (s; e {0, 11) equals to 1 if the data item or
the verification signature satisfies the Eqs(2), (3),
and (4) respectively, otherwise, s; equals 0. And B,
=l-¢,B,=1-¢&,,B;,=1-¢; - &, and define the
matrix operation ¢ % ’ appearing in Eq. (5).
Ma =Mb * Mc, where Ma,; = max(Mb, - Mb,;)
(5)
In the verification matrix of the data item d,, au,,
indicates the confidence of correctness of the data item
d,, au,, for the neighbor data item d,,,, au,, for s,,
and au,, for d;, ;. Based on the verification matrix Au,,
the data user can verify that the data item d; is correct
with the confidence au,,, and the data user can con-
firm with the confidence au,, * (1 —au,,) that the data
item d;_, is lost and with the confidence au, - (1 -
au,,) that the data item d,, is lost. Furthermore, the
verification method can be extended to a two-dimen-

sional zone query.

1.6 Experimental setup

This work uses 2 types of data sets to evaluate the
approach. One data set is the generated relational data
TRADE ( tno, cost, date), which has 10 000 data
items, and the attributes cost is from 0 to 10 000 000
with precision 0.01 and atiributes tno is an integer at-
tribute. Another data set is a real data set, which
comes from the Labor Statistic Public Database. This
work conducted the experiment in a computer with Intel
(R) Core (TM) i54210M CPU @ 2. 60 GHz, 8 G
RAM. The software environment is Ubuntu 17. 10, JD-
BC, and JAVA 1.8, and the DBMS is the PostgreSQL
9. 5. Based on the experimental environment, this
work conducted the following experimental tests; (1)
Data publishing evaluation; (2) Range queries via
Hash-based indexing; and (3) Data correctness verifi-
cation.

1.7 Hash-based indexing schema evaluation
Next, this work verifies the functionality of the
privacy-preserved indexing on the simulated data set

TRADE, whose attribution tno data items are randomly
generated from a linear distribution as shown in Fig. 4,
and Fig.4 shows that the distribution of the index ob-
tained by order-preserving Hash-based function
(OPHF) ' is similar to the data value. Fig.5 shows
the original data value distribution and the Hash-based
index obtained by the approach, and the Hash-based
index of the approach can protect the privacy and sta-
tistical information of the data value.

10000 000 [ 14 000 000
—— Index value
£.000 000, 12 000 000
10 000 000
6000 0001 8 000 000
4.000 0001 6000000
4 000 000
2000 0001 £2 000 000
N Lo
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Original data value
Index value
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Data items

Fig.4 Original data distribution vs. index distribution in OPHF™
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Fig.5 Original data distribution vs. the Hash-based index

The evaluations use public dataset from the Bu-
reau of Labor Statistics to conduct the evaluation.
Fig.6 and Fig.7 present the original data value and
Hash-based index by the approach, and the figure
demonstrates that the distribution of original data and
the Hash-based index by the approach are uncorrelat-
ed. The attacker can’t defer the data information via
the encrypted data or the Hash-based index accurately.

1.8 Correctness verification evaluation

To test the efficiency of publishing the data items
and conducting a range query, this work conducts the
experiments on the simulated data set TRADE. Table 1
shows the efficiency of the publishing data items. The
data set TRADE includes 100 000 items. This work in-
serts the data items one by one and calculates the aver-
age time for per item. When the number of intervals V
varies, the time of the approach almost keeps the same
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as shown in Table 1. Table 1 demonstrates that the ap-
proach is more efficient than OPHF'*' whose parameter
(%, —x,_,) is assigned 0.01. The evaluation demon-
strates that the approach has better efficiency on data

14 000 800 000
- | =v Original data value H L
2000 —=— Hash-based index value i 700 000
10 000 £ [
[ 600000 o
E - 500000 'S
s - 400000 %
g 100 e
k- £300000 =
Ei £200000 3
2 ol : L 100000 =
S 2
) T
¥ L ~100 000
-100 ——— -200 000
-5000 0 50001000015 00020 00025 00030 000 35 000

Data items
Fig.6 Overview of the original data value vs. Hash-based
index value

publishing and indexing. In the testing, the approach
can achieve nearly 10 times and 35 times improvement
on data encryption ( decryption) and indexing respec-
tively.
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Fig.7 Partial view of the original data value vs. Hash-based
index value

Table 1 Time used for publishing and indexing data
Method Number of Encryption and Indexing (ms) Query in service
intervals decryption (ms) provider (ms)
. § 500 0.52868 0.3628 54.01606
PREE S 1000 0.45218 0.22302 53.9679
approach
2 000 0.40784 0.14428 52.13378
OPHF 7 4.842 4.93 22.096

This work conducts the range query evaluations,
in which a data user requests the range queries that
cover 20% , 40% , 60% , and 80% of dataset TRADE.
The process of a range query includes 4 parts as la-
beled in Fig. 8. Step 1 is the process that the data user
maps the interval identifiers and calculates the mark
data items, Step 2 is the process that works in the serv-
ice provider, Step 3 is the process that the data user
filters the mark items, and Step 4 is the process that

Rl [y

B 60%

500 = 80%
2 400 ~
2 3004 §
.
200 §
\
100 §
0- §

Step 1 Step 2 Step 3 Step 4
Fig.8 Time used for a range query

the data user encrypts and decrypts data items. Fig.9
is the process that the data user calculates the signature
matrix and verifies the query results. In the DaaS mod-
el, the most computation is calculated by the service
provider and the process that is executed by the data
user uses less proportion time, which reflects the ad-
vantage of the DaaS model, and Fig.9 also demon-
strates that the process of correctness verification costs
reasonable time consumption in the approach.

804 |EZA20%

S 40%
60%
80%

Fig.9 Time used for correction verification
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2 Related work

The database as a service (DaaS) was proposed
by Hacigumus et al''' | and they have developed a
DaaS instantiation called NetDB2. Some researches

1L1:5-6] , and

demonstrate privacy issue in the DaaS mode
many researches focus on the solution of the prob-
lem'”®!. To keep data security, the data owner set up
a reasonable access control mechanism, such as role-
based access control ( RABC)' attribute-based ac-
cess control (ABAC) ! discretionary access control
(DAC), and mandatory access control ( MAC )",
Many encryption algorithms, such as DES'"' | 3DES,
Blowfish' ™', RC5" | IDEA'', RSA, and Elgam-
al'" will be used in DaaS model.

Order-preserving data encryption methods By
adopting an order-preserving encryption, the encrypted
data would meet Encrypt (d,) < Encrypt (d,), in the
case of d; <d,. Through the order-preserving encryp-

17211 the range queries can be conducted easily.

tion
The encrypted data would still leak privacy information
by the index, such as the min and max item, and the
The order-preserving
encryptions are also time—consuming[m.

Indexing methods The bucket partitioning'”’ is

an effective approach to support the range query on en-

distribution of data items, etc.

crypted data. The primary idea of bucket partitioning
method is that the data owner divides data domain U
into V discrete buckets, and each bucket has an index
value. However, the data user might get the false hit
data. Order-preserving Hash-based function (OPHF) "’
can be adopted to support range query. This method
has a risk of privacy leaking, such that data distribu-
tion of the data will be exposed by the Hash index.

Correction verification The service providers
wouldn’ t be trusted absolutely, so it is important to
verify the correctness of the query results'**’. On the
verification of data correctness, the data owner and the
data user share a matrix to verify query results'’.
However, the matrix can just show whether there are
data items added or deleted. However, when a data
item is corrupted, the matrix can’ t show this situation.
There are some researches using Merkle Hash tree'”’
to verify query results.

3 Conclusion

The DaaS model makes it easy to share and man-
age data between different data users. To keep data
privacy and security for data owners, the DaaS model
needs an efficient and secured strategy to ensure data

privacy in the process of data publishing, storage, and
sharing between users. This work proposes a novel in-
dexing schema to satisfy privacy-preserved data man-
agement requirements. The proposed approach in-
cludes 2 parts: the Hash-based indexing for encrypted
data and correciness verification for range queries be-
tween the DaaS service provider and the data users.
The evaluation results demonstrate that the proposed
approach can hide statistical information of encrypted
data distribution while can also obtain correct answers
for range-queries. The future plan is to promote query
efficiency over publishing data items.
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