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Detecting and adaptive responding mechanism for mobile WSN?
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Abstract

Mobile wireless sensor network (WSN) composed by mobile terminals has a dynamic topology
and can be widely used in various fields. However, the lack of centralized control, dynamic topology
and limited energy supply make the network layer of mobile WSN be vulnerable to multiple attacks,
such as black hole (BH) , gray hole (GH) , flooding attacks (FA) and rushing attacks (RU). Ex-
isting researches on intrusion attacks against mobile WSN, currently, tend to focus on targeted de-
tection of certain types of attacks. The defense methods also have clear directionality and is unable
to deal with indeterminate intrusion attacks. Therefore, this work will design an indeterminate intru-
sion attack oriented detecting and adaptive responding mechanism for mobile WSN. The proposed
mechanism first uses a test sliding window (TSW) to improve the detecting accuracy, then constructs
parameter models of confidence on attack (COA) , network performance degradation (NPD)and adap-
tive responding behaviors list, finally adaptively responds according to the decision table,so as to im-
prove the universality and flexibility of the detecting and adaptive responding mechanism. The simula-
tion results show that the proposed mechanism can achieve multiple types of intrusion detecting in
multiple attack scenarios, and can achieve effective response under low network consumption.

Key words: mobile wireless sensor network ( WSN) , network security, intrusion detection,

adaptive response

0 Introduction

The inherent mobility, complexity, and variability
make mobile wireless sensor network ( WSN) vulnera-
ble to attacks and damage, while bringing potential
safety hazard to sensitive information in the military
field and private information in the civilian do-

21 In the process of communication, it is diffi-

main
cult to achieve complete protection of information by
relying only on encryption technology and authentica-

3] Thus, in order to ensure higher

tion technology
security, it is essential to deploy a defense system on
key nodes of the network system. Compared with fire-
walls, intrusion detection system is an active defense
technology, which can make up for the deficiencies of
the firewall technology. Such a detection system can
actively collect information in network or system in real
time to analyze and estimate. If the information is
against the relevant security rules, there will be an
alarm and relative response to protect the whole sys-
tem. Most of the current intrusion detection meth-

ods'®”) seldom consider the attack response, which has
great limitations in the practical application of dealing
with unknown attacks. Refs [8-10] showed how the
isolated nodes operate to defense predetermined at-
tacks, but the defense effect is not ideal when dealing
with uncertainties and various types of intrusion at-
tacks, and the blind isolation attacks have a great neg-
ative impact on the network. Ref.[11] proposed an
effective intrusion responding mechanism based on
agents’ collaboration. Ref. [ 12] proposed a protection
mechanism based on neighbor trust for mobile WSN.
Aiming at the security problem of mobile WSN,
the typical intrusion attacks will be analyzed deeply.
Considering the one-sidedness and separation of the ex-
isting detection and intrusion responding method, a no-
vel intrusion detection and adaptive responding mecha-
nism will be proposed for mobile WSN, combining
knowledge-based intrusion detection ( KBID ) with
anomaly-based intrusion detection ( ABID), so as to
protect mobile sensor networks from various practical
attacks. In addition, a cluster method'™’ will be
adopted to improve scalability and alleviate the over-
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head.

The subsequent sections are organized as follows;
typical intrusion attacks and intrusion detection meth-
ods for mobile WSN is analyzed comprehensively in
Section 1. Section 2 presents an effective intrusion de-
tecting method for multiple types of mobile WSN, and
an adaptive responding mechanism model is estab-
lished. Section 3 simulations the proposed intrusion de-
tecting and adaptive responding mechanism are per-
formed in terms of the success delivery rate, false
alarm rate, rationality of response behavior and the
network performance degradation. Section 4 summari-
zes the paper and presents the conclusions.

1 Related work

The limited energy, the mobility of nodes, the
large scale of distribution, and the dynamic topology
make mobile WSN be vulnerable to various attacks''/.
In this regard, the protection mechanisms of 2 typical
mobile WSNs!"*"**! will be described briefly as follows.
This work will compare the proposed mechanism with
these 2 existing mechanisms for performance in the
Section 3.

(1) Cost-sensitive intrusion responding : cost-sen-
sitive intrusion responding model will estimate the to-
pology dependent index (TDI), which indicates the
times of the routing service of the nodes being inter-
rupted when a intruder is isolated. After estimating the
attack damage index ( ADI), the loss attack will be
calculated according to the number of affected nodes so
as to indicate the damage caused by the attack to the
mobile sensor network. When ADI is greater than TDI,
the node will respond to the intrusion by complete iso-
lation; when ADI is less than TDI, the node will re-
spond to the intrusion by relocation; when ADI is close
to TDI, the attack will be temporarily isolated when
ADI is twice greater than TDI. The intrusion respon-
ding types adopted in such model can be normal, re-
covery, complete isolation, temporary isolation, and
relocation.

The cost-sensitive model is applicable to active
routing protocols such as optimized link state routing
(OLSR) , which requires the complete network topolo-
gy rather than reactive routing protocols such as ad hoc
on-demand distance vector routing ( AODV) based on
partial topology information.

(2) Generalized intrusion detecting and respon-
ding mechanism: generalized intrusion detecting and
responding method mainly adopts the combination of
anomaly-based and knowledge-based intrusion detec-
tion to ensure the mobile WSN lying in safe state facing

to various attacks. The architecture of the mechanism
consists of a data collection module, a training mod-
ule, a test module, an attack identification and infer-
ence module, and an attack recognition module. In the
case of an intrusion, the cluster head will invoke the
attack identification and inference module to obtain the
rules from the knowledge base to defend against intru-
sion. If an unknown attacker occurs, the interpreter
will keep the rule path and look for a match for the rule
path in the current test sliding window. If a match is
found, a new rule will be established and a set of addi-
tional new rules will be stored in the knowledge base to
confirm the new rule detection.

Though some unknown attacks can be detected
and mobile WSN will be protected against typical at-
tacks in some degree, the attacker being isolated, as
the primary defensing method, will affect the network
performance much more seriously.

2 Intrusion detecting and adaptive respon-

ding
2.1 Key assumption

Detecting anomalies in the network will ask for a
training model based on anomaly-based intrusion detec-
tion. Such model depends on the data tracking and
traffic patterns of normal events. However, data re-
sources reflecting normal activities or events are not
available for mobile sensor networks currently. Thus,
assume that there is no abnormal behavior in network
initialization. Moreover, in order to improve the scal-
ability of the adaptive responding mechanism, a clus-
tered mobile network organizing model is introduced,
where the network nodes are divided into management
nodes (MNs), cluster heads (CHs) and cluster nodes
(CNs) according to different functions. In addition, a

71 is further introduced to protect

security mechanism
the communication between MNs, CHs, and CNs. De-
tails will not be mentioned since the intrusion detection

and intrusion response are focused on in this paper.

2.2 Adaptive responding mechanism
The architecture model will be established and the
adaptive responding mechanism will be presented in
this part. Intrusion detecting and responding process,
as shown in Fig. 1, mainly includes 3 stages: data col-
lecting, training and testing.
2.2.1
(1) Data collecting: this stage depends on the

Intrusion detecting architecture

sensors collecting the data periodically so as to monitor
the whole network. In particular, CHs will collect the
data from CNs in their virtual clusters every TI ( time of
interval ) , which are presented as matrix and stored in
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Fig.1 Proposed intrusion detecting and adaptive responding architecture

the network characteristic matrix (NCM) and the per-
formance matrix (PM). Then, CHs will report these
matrices to MNs.

Here AODV is taken as a basic routing algo-
rithm!"® to illustrate the principle of detecting and re-
sponding mechanism.

The network characteristic matrix NCM is

NCM = { RREP, RREQ, RERR, TTL,

RREQ _scr _seq, RREP _ dest _ seq,
RREQ _ dest _seq|
which is composed of 7 parameters with the physical
significance shown in Table 1.

Table 1 Parameters in NCM
Symbol Significance
RREP Route reply
RREQ Route request
RERR Route error
TTL Time to live

RREQ _ scr _ seq
RREP _ dest _seq
RREQ _ dest _seq

Route request source sequence
Route reply destination sequence

Route request destination sequence

NCM is a two-dimensional matrix of r X ¢ with the
number of rows r and the number of columns ¢ depen-
ding on matrix parameters. Its number of rows is 7, the
1st row stores the RREP sequences, the 2nd row stores
the RREQ sequences, the 3rd row stores the RERR se-
quences, the 4th row stores the TTL sequences, the 5th
row stores the RREQ _ ser _ seq sequences, the 6th

row stores the RREP _ dest _ seq sequences, and the
7th row stores the RREQ _ dest _ seq sequences. More-
over, the rows represent different parameters, and the
columns represent the data content contained in the pa-
rameters. The length of each column depends on the
length of the different parameter data. Each row is
added as an equal-length sequence by zero padding at
the end of the sequence. So, the storage structure is
dynamically allocated by the intrusion detecting and
adaptive responding mechanism monitor. PM consists
of network performance parameters derived from the pa-
rameters of NCM.

The performance matrix PM is

PM = {RPO, PDR, CPD, throughput|
which consists of 4 parameters with the physical signifi-
cance shown in Table 2.

Table 2 Parameters in PM

Symbol Significance
Routing protocol overhead: refers to the ratio of
RPO the number of packets sent to the destination node
to the total required packets
Packet delivery ratio: refers to the ratio of the
PDR number of packets received by the destination to
the number of packets sent by the source
CPD Number of control packets dropped; is the number
of lost packets during multi-hops
Throughput: is the amount of data transmitted
THP successfully in unit time, indicating the average

throughput of the network
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(2) Training: during the training phase, CH col-
lects the information in NCM and PM continuously,
and reports the collected data to an MN in a fixed time
interval. Then the MN trains the data NV times using the
training model. The expected value of the NCM is re-
presented by in , and ]-Xﬁc =X, X,, X5,

set of random variables representing NCM, where i re-

, Xy is a

presents the i-th time interval and j represents the j-th
parameter of the NCM, £ represents the number of ran-
dom variables in the j-th parameter of the NCM, 1<k
<M, where M is the maximum value of the random
variable of the j-th parameter of the NCM during the i-
th time interval. Similarly, the expected value of the
PM is represented by JY;C

MN calculates the expected value P( JX;C) of prob-
ability distribution of NCM within the time interval i,
and calculates the expected value P( jP;-C) of probability
distribution of PM at the i-th time interval. The whole
process is repeated in N time intervals. MN calculates
the average of NCM and PM of N time intervals, and
then stores these values in an initial training file (ITP)
of NCM and PM. These initial training profiles reflect
the network performance and normal behavior of nodes
in the network.

(3) Testing:

formance, a comprehensive test,

in order to fully evaluate the per-
corresponding to the
system structure in Fig. 1, will be operated in 3 pha-
ses, including the intrusion detection phase, the attack
identification phase, the intruder identification phase.

Intrusion detection During the intrusion detec-
tion phase, MN utilizes the parameters in NCM as well
as the chi-square test to identify intrusions in the net-
work. Chi-square test is a ranging based method and
has a lower computational cost than other tests such as
the Hotelling T2. MN first calculates the probability
distribution of each NCM parameter and stores the re-
sult as an observation value. Then, using the expected
value above, the MN performs a hypothesis test on the
zero hypothesis H,[j] for each parameter j of NCM in
TI, i.e. Eq. (1).

. w [ jxi - jx;; ) ?
XZ[]] = Vj(zk=l(Ti)) (1)
7k
where j and k(1 <k<M) have the same meaning as a-
bove. Finally, the MN performs joint hypothesis testing
on all parameters of NCM.

If the joint null hypothesis H, (the observation of
each parameter of NCM meets the expected value) is
rejected, it assumes that an intrusion has occurred in
the TI,
phase.

The initial training model of NCM is updated

and then proceeds to the attack identification

mainly by exponentially weighted moving average

(EWMA) as
inq,k% B Xy +(1-B) X<q ay o (2)

where each TI is divided into ¢ periods, jX (g, ¥y and

X' .u represent the expected value and the observed
(g, k)

value of j-th parameter of NCM, respectively when the
number of updates is . When no intrusion is detected ,
the ¢ is increased in TI. And B = 2/¢ -1 is a weigh-
ting factor. The updated expected profile model will re-
flect the current behavior of the network.

Attack identification If a network intrusion is
detected, MN will enter the attack identification
phase. In such phase, a rule-based approach will be
adopted to identify the current attacks. The proposed
adaptive responding mechanism is designed to have the
knowledge base used throughout the testing phase,
which consists of facts, rules, and inference engines.

A rule model for attack and intruder identification
is established according to the analyses on typical at-
tacks in mobile WSN with the knowledge base model of
the adaptive protection mechanism shown in Fig.2,
where the inference engine will use forward links on the
rule set and look for target conditions to represent the
known attacks so as to identify the attack.

Knowledge base for dm

adaptive responding mechanism

FACTS

ITP of NCM &PCM, Testing, Accusation &
Inference information and intrusion
response decision tables

RULES

Set of rules for modeling known attack
inference rules and rule tracking for attack
identification & inference

INFERENCE ENGINE
A simple program that uses a forward link
system on a rule set

Fig.2 The knowledge base for adaptive responding mechanism

Intruder identification The MN will initiate the
intruder identification after an attack is identified. In
this phase, the MN will select a known attack-oriented
intruder identification rule. For example, when a black
hole attack occurs, it is necessary to analyze RREP
packets of all nodes in the latest time interval to find
the node that has generated the false route reply packet
with the highest target sequence number.

When the intruder is identified,

ted, no matter what kind of the attack there is or

it will be isola-

whether the intruder isolation is the best choice or not.



HIGH TECHNOLOGY LETTERSI Vol. 26 No.31Sep. 2020

327

Such fixed intrusion response will affect the network
performance seriously. Therefore, in order to improve
the overall effectiveness of the protection mechanism,
an adaptive responding mechanism will be presented
and described in the next section.
2.2.2 Adaptive responding mechanism

(1) Architecture: after the intrusion detection,
the MN will perform the proposed adaptive responding
mechanism with the architecture shown in Fig. 3.

Internal architecture of adaptive responding

Adaptive responding
Detection and
accusation
f— = Calculate COA —
COA level
Assess NPD
Responding
decision table NPD level
Select responding
N
Selecte.d behavior -
responding

Fig.3 Knowledge base for adaptive responding mechanisms

The general process of the proposed adaptive re-
sponding mechanism has 3 steps. Firstly, the MN will
calculate the COA based on the detection information
and the allegation information. Then the NPD will be
evaluated using the parameters in PM to measure the
severity of the attack. Finally, an appropriate respon-
ding behavior will be selected to achieve the effective
security protection. Among them, the responding be-
havior selection is based on the decision table, which
will provide the responding selection criteria according
to COA, NPD and the suitability of the behavior in the
current environment.

(2) Intrusion responding behavior; based on the
list of intrusion responding behaviors in the literature,
first, the appropriateness of the responding behavior is
judged based on the magnitude of the adverse effects
that the responding behavior may have on network per-
formance. Then, further analyze the effectiveness of
the responding behavior in reducing the damage caused
by the intrusion and preventing further attacks from the
invading nodes. Finally, based on the confidence on
attacks and the impact of attacks on network perform-
ance degradation, a list of adaptive responding behav-
ior with 3 intrusion responding behaviors is presented
below.

Complete isolation  Such responding behavior
will be adopted when the detected attack is highly credi-

ble and the attack is severe to cause the network per-
formance declining. The complete isolation may change
the network topology or even cause global routing dis-
covery, but the security performance of the network
will be assured significantly.

Attacker bypass When the confidence of the
detected attack is quite high and the network perform-
ance degradation cannot be negligible, the responding
mechanism will find one or multiple nodes to replace
the attack rather than initializing a new RREQ, so as to
reduce the global repairing overhead as well as to pre-
vent further attacks.

No punishment When the confidence on attack
detection is not high enough or the attack is not seri-
ous, and the network performance degradation can be
tolerable , the proposed adaptive responding mechanism
will simply ignore the attack temporarily, so as to avoid
the negative impact on network performance.

2.3 Technical model

COA and NPD are two key factors in the proposed
adaptive responding mechanism.
2.3.1 Calculations of COA and NPD

The single detection based intrusion response is
unreliable according to the probabilistic nature of intru-
sion detection. To improve the probability of identif-
ying intruders correctly, the MN will adopt a test slid-
ing window (TSW). Thus, the proposed adaptive re-
sponding mechanism will respond to the intrusion only
when it is determined that the node is an intruder node
in multiple time intervals. Specifically, the intrusion
response occurs only when a node is determined to be
an intruding node in multiple TSWs with a time interval
p, where p is the size of the TSW, that is, the chec-
king times, and d is the minimum times to detect when
the detected node is confirmed as an attacker. Different
combinations of p and d will give different results. The
detection of an intrusion node in a TSW is a Bernoulli
test. In other words, the tests performed in the TSW
are the same and independent repeated experiments
with two possible outcomes: detection or no detection.
Therefore, the probability of intrusion determination in
the Bernoulli test sequence is known by

P : -

Po= 3G (Y (=P (3)
where, C! = pl/il(p — 1) is a binomial coefficient,
P is the probability of a single detection, and P, is the
probability of confirming that the node is an intruder.

The curves in Fig. 4 show how P, varies as a func-
tion of the number of the required detections d in the
condition of different values of probability of a single
detection P and the TSW size p = 5. It can be seen
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that, when P = 80% andd =1, 2 or 3, the probability
of identifying a node as an intruder will exceed 90% .

100
90

80
70
60
50
40 -
30
20 |
10 -
0

P=60%

P=20%

Probability of intrusion node
identification (%)

1
1 2 3 4 5
Number of detections: d

Fig.4 Probability of correctly identifying intruders

In the current TSW, the MN will perform the pro-
posed adaptive intrusion responding mechanism, as
shown in Algorithm 1, for all nodes identified as in-
truders. Based on the detection information and the al-
legation information, the MN will estimate the confi-
dence on attack (COA) by

COA = w, - Cl +w, * P, (4)
where , w, is the weighting factor to satisfy w, +w, =1;
CI represents the confidence interval of the chi-square
test during the intrusion detection phase; Eq. (3) will
return the confidence of P, lying in [0,1]. Then the
MN will evaluate the network performance degradation
(NPD) based on Eq. (5). This is the weighted sum of
changes of parameter values (i.e. THA, RPO, PDR,
CPD) in the PM from not attacked to its current. NPD
is defined as

NPD = w, - ATHA + w, - ATHA + w; + ARPO

+ w, * ARPD (5)
where A represents the change value of each parameter.
Once the COA and NPD are obtained, the MN will as-
sign a confidence level to COA and NPD. Considering
the practical application of mobile WSN, 4 COA levels

are defined as shown in Table 3. For NPD, similar lev-
el divisions are adopted with different mapping from
NPD to degrading degree.

Table 3 Mappings of COA values and COA levels

COA level Range of COA (%)
Low 0< COA< 25
Medium 25< COA< 50
High 50 < COA< 70
Very high COA >70

2.3.2 Establishment of decision tables

COA level and NPD level set above are adopted to
establish the decision table as shown in Table 4 to se-
lect the intrusion response. The knowledge base is as-
sumed to be built in initialization phase and the intru-
sion responding selection parameters can be configured
and modified for different network environments.

The first 2 lines of Table 4 indicate the decision
conditions (i.e. COA level and NPD level ), and the
last 3 lines indicate the responding operations (i. e.
complete isolation, attackers bypass, and no punish-
ment). M, L, H in Table 4 mean medium, low and
high, respectively, and H + is High plus meaning the
level is very high. If the selected intrusion response is
complete isolation or attackers bypass, the MN will no-
tify all nodes with intrusion responding behavior by
broadcasting an allegation packet ( AP).

If the relative response is no punishment, the MN
will ignore the attack. When the CN receives packet
AP, the broadcasting address and source address of the
packet should be checked firstly to avoid duplicated
APs. If the accused node V, has been blacklisted per-
manently or temporarily, the CN will ignore and re-
move the AP to prevent unnecessary network traffic, as
shown in Algorithm 2. Otherwise, the CN will check
the intrusion responding behavior in the alleged pack-
et.

Table 4 Decision table for adaptive responding mechanism

Level and selection of responding behavior

COA level M H H+ H+ H L
NPD level H+ H+ H+ M H H+
Complete isolation v N N = N N
Attacker bypass — = = N = =

No punishment - = = = = =

L H M M M L H H+ H+ L
H M H M L M L L H L
- N =
v ¥V ¥ 7V - — — — —
— - — — VvV VvV V=V

If the intrusion responding behavior is complete
isolation, the CN will add the intruder V; to the black-
list and broadcast the blacklist to isolate the intruder in
the whole network. Afier receiving the updated black-
list, the nodes will immediately delete all packets from

the blacklist node, and ignore the rest relative pack-
ets, as shown in Algorithm 3 (1).

If the intrusion responding behavior is attackers
bypass, the CN will add intruder V; to the temporary
blacklist table and notify the other nodes to ignore and
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delete relative routing packets, including routing in-
quiry, routing reply, and packets generated or forwar-
ded by intrusion nodes V;, so as to prevent further at-
tacks. All nodes exclude intruders V, from the new
route discoveries, that is, they choose paths that V; are
not included. However, the node will still forward the
data packet received from V; to the existing route to
maintain the current data forwarding service, as shown
in Algorithm 3(2). Accepting the data forwarding
service from V; can reduce the likelihood of adverse
effects on network performance until the node finds a
new route around V;. This responding behavior also ap-
plies for the condition that V; lies in the critical location
or the isolated node V, may cause a significant negative
impact on network performance.

Algorithm 1 Intrusion responding mechanism

For all detected and identified nodes Vi in a TSW

Calculate COA value using Eq. (4).

Calculate NPD value using Eq. (5).

Assign COA level based on calculated COA value (Ta-
ble 3).

Assign NPD level based on calculated NPD value.

Search decision table (Table 4) using COA and NPD
levels and identify intrusion responding behavior (IRB)

If (IRB = = COMPLETE _ ISOLATION)

MN blacklists Vi and broadcasts

Accusation packet ( AP) with
IRB = COMPLETE _ ISOLATION

Else If (IRB= = ATTACKER _ BYPASS)

MN temporarily blacklists Vi and broadcasts AP

with IRB = ATTACKER _ BYPASS

Else: MN sets IRB to no punishment

End If

End If

End If

Algorithm 2 Accusation packet handling
Each CN Vi maintains its local blacklist table ( BLT)
and temporary blacklist (TBLT).
If CN Vi receives an AP for CN Vj.
If CN Vi has node Vj in its BLT or TBLT then ignore AP
Else: CN Vi checks IRB in AP.
If (IRB= = COMPLETE _ ISOLATION)

CN adds node Vj to its BLT and rebroadcasts
AP.

CN isolates intruding node Vj
Else CN adds node Vj to its TBLT and rebroad-
casts AP.
CN routes around intruder Vj
End If
End If
End If

Algorithm 3 Intrusion responding behavior

(1) Complete isolation
If node Vi receives packet from node Vj

If node Vj is in node Vi BLT ignore all packets
and drop all packets queued from Vj

Else: handle and process packet
End If
End If
(2) Attacker bypass
If node Vjis in node Vi TBLT

If node Vi receives routing packet from node Vj Ig-
nore and drop RREQ, RREP and RERR packets from Vj
End If

If node Vi receives data packet from node Vj destined
for node Vk.

Node Vi forwards data packets towards node Vk
End If

Node Vj removes route entries including node Vj from
its route table

Else: Handle and process packet
End If
End If

3 Simulating results and performance ana-

lyses

The performance of the proposed adaptive respon-
ding mechanism will be evaluated in various attack sce-
narios. The simulation environments are built based on
GloMoSim V2. 03 with the simulating parameters and
configuration parameters shown in Tables 5 and 6, re-

spectively.
Table 5 Simulation parameter
Parameter type Parameter configuration
Number of nodes 25, 50, 100, 150, 200

500 x 500, 707 x707, 1 000 x1 000,
1225 x1225, 1415 x1415

Area size(m)

Node distribution Uniform distribution
Routing protocol AODV
Simulation duration(s) 2 000
Simulation traffic Constant bit rate
MAC protocol IEEE 802. 11
Maximum speed(m/s) 20

Table 6 Configuration parameters

Parameter type Parameter configuration
Time interval (TT) 100 s
Training period (N) 5TIs
Testing period 15TIs
Number of intruders 1,2,3,4,5

Chi-square test (a) 5% (95% confidence interval )
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TSW 5Tls
PM.4, NCM.7

Complete isolation, attacker

Number of core parameters

Intrusion responding

behavior bypass, no punishment
COA Function of: CI and Pc
Function of; THA, PDR,
e RPO and RPD

COA&NPD level 4(L, M, H, H+)

3.1 Evaluation of the attack identification

. . [1922
Various attack scenarlos[ !

are adopted to eval-
uate the successful delivery rate ( SDR) and false
alarm rate (FAR) for the proposed adaptive responding
mechanism. SDR refers to the percentage of correctly
detecting the intrusion and correctly identifying the
type of attack and the number of intruder nodes. FAR
refers to the percentage of the nodes with normal be-
havior being identified as the intruder by mistake.

The typical attack types will be introduced to test
the performance of the proposed adaptive responding
mechanism. Simulations for each condition will be per-
formed for 40 times. Simulating results of SDR and
FAR at each tested mean speed under flooding attack,
black hole and gray hole attack and rushing attack in
different network scale are shown in Fig5, where
flooding attacks are formed by malicious RREQ broad-
casting (1. e. denial of service attack) in Fig.5(a),
black hole and gray hole attacks are formed by forged
RREP packets in Fig.5(b), and rushing attacks are
formed by forged RREQ packets in Fig.5(c). As
shown in Fig.5, the detecting and adaptive responding
mechanism shows high SDR and low FAR in all 3 at-
tack scenarios. However, the performance of proposed
mechanism is slightly degraded when the average tested
node speed is higher than 12 m/s. This is because fast
motion tends to increase the frequency of link failures,
and the time required for route discovery increases.
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Fig.5 SDR and FAR under different attacks

3.2 [Evaluations of the intrusion responding be-
havior
3.2.1 Evaluation under black hole attack

In this scenario, the performance of the proposed
mechanism is evaluated by launching a black hole at-
tack by a random intrusion node. Simulations in differ-
ent network scales are performed for 20 times to obtain
the statistical results. The simulation parameters, con-
figuration parameters and COA mapping parameters
shown in Table 5, Table 6, and Table 3 are adopted.
The adaptive responding mechanism takes the decision
table in Table 4 to select the intrusion responding be-
havior.

Fig.6 shows proposed mechanism for selecting
adaptive responding behavior (i. e., complete isola-
tion, attacker bypass or no punishment) when resisting
intrusions at different network sizes (25, 50, 100,
150, and 200 nodes). Simulating results show that the
complete isolation is always selected to defense the
black hole attack. For a large network (i.e. more than
100 nodes in the network ) , there is a (on average)
26% chance to choose the attacker bypass as the re-
sponse by the proposed adaptive responding mecha-
nism, on average 23% chance to choose to ignore the
intrusion. For a small network (25 and 50 nodes),
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there is about 90% chance for the mechanism to
choose the complete isolation to respond to the intru-
sion, but the chance drops to 53% for the network with
100 nodes. This is because black hole attacks usually
cause great damage to the network. Selecting complete
isolation can minimize the negative impact on the net-
work.

In addition, the same experiment is repeated by
adjusting the NPD level settings and changing the way
to launch black hole attacks in large networks to inves-
tigate the differences of selection of intrusion respon-
ding behavior in small and large networks. Fig.7 shows
the results of the improved NPD level settings. The se-
lection of intrusion responding behavior is not much
different between a small network and a large network
in black hole attacks, and mainly responds to intruders
by complete isolation. Inferred from Fig.6 and Fig.7,
the intruder must adjust the way it initiates BH to pro-
duce the same side effects in a small network and a
large network, in order to improve performance of large
networks, so a protection mechanism must be em-

ployed.

~ 100
E\i [ Complete isolation NPD level settings:
» 90 I Atacker bypass L:0<NPD<=10;
5 80 M No piishmgnt M:10<NPD<=20;
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Fig.6 Selection of intrusion responding behavior
in black hole attack
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Fig.7 Selection of intrusion responding behavior in black hole
attack in improved NPD levels

3.2.2 Evaluation under flooding attack

In this scenario, the performance of the proposed
mechanism is evaluated by launching a flooding attack.
Experiment with the methods used in black hole attacks
and the improved NPD level settings are shown in
Fig. 8. There is a 78% chance to choose the complete
isolation as the response by the proposed adaptive re-
sponding mechanism, on average 18% chance to
choose the attacker bypass and 5% chance to choose to
ignore the intrusion. Because flooding attack is a seri-
ous intrusion attack, which usually causes considerable
damage to the network. It is reasonable for the pro-
posed mechanism mostly to choose complete isolation to
respond to the intrusion. In addition, it can be seen
from Fig. 8 the proposed mechanism has good scalabili-
ty for large networks.
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Fig.8 Selection of intrusion responding behavior in flooding attack

3.2.3 Evaluation under rushing attack

Finally, the selection of adaptive responding be-
havior of proposed mechanism under rushing attack is
evaluated. Fig.9 shows that no punishment is chosen
as the response by the proposed mechanism in most ca-
ses. And complete isolation or attacker bypass is cho-
sen as the response by the proposed mechanism in a
few cases. This result is basically independent of the
network sizes. This is because a rushing attack is a mi-
nor attack, and the damage to the network performance
is usually very small. If strict measures will be taken
when the attack causes less damage to the network,
this will lead to degradation of network performance.
So the proposed mechanism ignores attacks in most ca-
ses to reduce the damage to the network. However, the
proposed mechanism chooses complete isolation or at-
tacker bypass to response intruders when rushing at-
tacks greatly reduce network performance. Therefore,
the proposed mechanism generally shows great flexibil-
ity and effectiveness.
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Fig.9 Selection of intrusion responding behavior in rushing attack

3.3 Impact of adaptive responding mechanism on
network performance

In this scenario, flooding attack, black hole at-
tack, gray hole attack, rushing attack and combined
attacks will be introduced to test the performance of the
proposed adaptive responding mechanism, and NPD is
used as a metric to analyze the effectiveness of the pro-
posed mechanism. Simulations for a network of 25
nodes and 50 nodes will be performed for 30 times, re-
spectively, and each responding mechanism is per-
formed 10 times.

Fig. 10 and Fig. 11 show the effects of 3 respon-
ding mechanisms on NPD in a network of 25 nodes and
50 nodes, respectively. It can be seen that the pro-
posed mechanism in both network sizes has the least
negative impact on the (average) NPD when resisting
intrusions. And the adaptive responding mechanism not
only reduces the NPD in various serious attacks, but
also significantly reduces the NPD when dealing with
some minor attacks such as rushing attacks or gray hole
attacks.

3
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[ No intrusion responding
[l Fixed intrusion responding (Isolation)
[ Adaptive responding

20

whala

Rushing  Black Hole Flooding Black hole Rushing
and Gray and Gray

Network performance degradation (%)

Fig.10 Effectiveness of responding against various attacks
in a 25-node network

3.4 Comparison

Now compare the proposed mechanism with cost-

sensitive intrusion responding mechanism ( CSIR) and
generalized intrusion detecting and responding mecha-
nism( GIDR). Fig. 10 and Fig. 11 show the compari-
son of the effects of the generalized intrusion detecting
and responding mechanism ( fixed intrusion responding
(isolation) and the proposed mechanism (adaptive re-
sponding) on NPD. The results show that the fixed in-
trusion responding (isolation) reduces the NPD by be-
tween 2% and 12% . And the adaptive responding re-
duces the NPD by between 3% and 5% . It shows that
the proposed mechanism is superior to that in the nega-
tive impact on network performance.
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Fig.11 Effectiveness of responding against various attacks
in a 50-node network

Table 7 compares the responding selection crite-
ria, responding behaviors, attack types, evaluation pa-
rameters, network performance impact, scalability,
and network consumption of the proposed mechanism
and cost-sensitive intrusion response mechanism. Both
mechanisms have been implemented using GloMoSim.
The comparison shows that the proposed mechanism is
superior to the cost-sensitive intrusion responding
mechanism in terms of network performance impact,
network consumption and scalability.

In addition, the SDR and FAR of these 3 mecha-
nisms are compared in the 50 nodes network in the
black hole attack and rushing attack scenarios. As
shown in Fig.11, the 3 mechanisms can show good
performance in a serious attack such as a black hole at-
tack, because the attack is highly destructive and easy
to detect. But the proposed mechanism for SDR and
FAR is also superior to others. In the weak attack such
asa rushing attack, the proposed mechanism has obvi-
ous advantages compared to the other two mechanisms.
Not only SDR and FAR of the proposed mechanism are
superior to the other two mechanisms, but also its per-
formance is stable.
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Table 7 Comparison of cost-sensitive models and the proposed responding mechanisms

Comparing parameter

Cost sensitive model

Adaptive protection mechanism

Intrusion responding selection criteria

Intrusion responding behavior

temporary isolation, and relocation.

Types of attacks considered

Parameter for intrusion response
impact assessment
Impact of intrusion response

mechanism

Scalability network overhead

Not considered

TDI and ADI

Normal, recovered, complete isolation,

Authenticity, integrity and availability
PDR

Maximum PDR reduction = 13%

Simulated up to 50 nodes

COA and NPD

Complete isolation, attacker bypass,
no punishment

Black hole, gray hole, flooding attacks,
rushing attacks

NPD

Maximum NPD =7%

Simulated up to 200 nodes less than
5% of total network traffic

Success delivery rate, SDR
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Fig.12 Comparison of intrusion detection performance of 3 mechanisms

4 Conclusion

Aiming at the security requirements caused by the
wide use of user information in current developing appli-
cations, an intrusion detecting and adaptive responding
mechanism is proposed for mobile WSN. The mecha-
nism first uses a test sliding window to improve the accu-
racy of intrusion detecting on the network, and then
adoptes adaptive responding behavior lists and decision
tables to select reasonable responding behavior to re-
spond to intruders to protect the network.

The simulation results show that the proposed
mechanism can achieve high SDR and low FAR in a se-
ries of attacks, and can choose reasonable responding
behaviors in the face of different attacks. Compared with
the other two mechanisms, the proposed mechanism has
the least impact on network performance when resisting
intrusion. In addition, the network overhead of the pro-
posed mechanism is less than 5% of the total network
traffic, having good performance. It can provide techni-
cal support for future network security. However, the
proposed mechanism takes more time to identify and re-
spond to intrusions for unknown attacks than known at-

tacks. We will further improve the efficiency of dealing
with unknown attacks in future research.
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