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Abstract
In the process of protected protocol recognition, an improved AGglomerative NESting algorithm
(TAGNES) with high adaptability is proposed, which is based on the AGglomerative NESting algo-
rithm (AGNES) , for the challenging issue of how to obtain single protocol data frames from multi-

protocol data frames. It can improve accuracy and efficiency by similarity between bit-stream data

frames and clusters, extract clusters in the process of clustering. Every cluster obtained contains

similarity evaluation index which is helpful to evaluation. More importantly, TAGNES algorithm can

automatically recognize the number of cluster. Experiments on the data set published by Lincoln La-

boratory shows that the algorithm can cluster the protocol data frames with high accuracy.
Key words: improved AGglomerative NESting algorithm (IAGNES), protocol recognition, bit-

stream

0 Introduction

Communication protocol plays a necessary role in
current society, with the rapid development of commu-
nication engineering, more and more users concern
about communication network security, focusing on
communication network security, and researchers have
proposed several efficient solutions, such as solutions
based on a probabilistic joint detection model'" | the
distributed TCAM  coprocessor architecture>’ | etc.
The formats of communication protocols are always nec-
essary during the implement of these solutions. Be-
cause of lacking development document and format de-
scription, protocol recognition is a better solution for
protected protocols, and it is not only applied in infor-
mation protection and network supervision, but also a
vital task for information investigation, etc.

A communication protocol is a set of rules ( stand-
ards or conventions) established for data exchange in a
communication network. Different communication pro-
tocols always have different data structures and for-
mats, such as IP header definition, the definition of
ARP protocol, etc*!. The similarity values'**’ of data
frames in one protocol are always in a certain range.

Parsing the bit-stream data frames are always nec-
essary in the process of protected protocol recognition,

however, it is difficult to parse the bit-stream data
frames without any type information, and how to recog-
nize the bit-stream packets grasped in data link layer
and unrecognized by crawlers is a challenge to protec-
ted protocol recognition. In order to further analyze
protected bit-stream protocol , it is necessary to obtain
single protocol data frames from the bit-stream data
frames, yet how many formats of protected protocols in
bit-stream data frames is not known, so it is an unsu-
pervised classification process.

Based on the two important steps of AGglomerative
NESting algorithm ( AGNES)'®' | an improved AG-
glomerative NESting algorithm (IAGNES) is proposed
to classify the bit-stream data frames of protected proto-
col by hierarchical clustering algorithm, and automati-
cally recognize the number of clusters for more practi-
cal value. From the aspects of accuracy, efficiency,
applicability and usability, the algorithm advantages
are summarized as follows.

1) Usability: TAGNES can extract results during
clustering process, and find the clusters with higher
similarity than the clusters preset in time, which can
increase the scalability of the algorithm to a certain ex-
tent. Because every cluster obtained by TAGNES has a
similarity which represents the similar degree of all ob-
jects inside it and similarity can provide evaluation ref-
erences to its cluster, IAGNES makes the method easi-
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er to be evaluated and work effectively, and solve the
problem that is difficult to evaluate clustering result.

2) Applicability: Current methods of protocol da-
ta frames recognition require packets of target protocol
for learning format information, and the number of pro-
tocols should be preset manually. TAGNES algorithm
can determine the number of clusters automatically ap-
plied in data set without the packets of the target proto-
col. Therefore, ITAGNES can enhance the applicability
of current method applied in multi-protocol by cluste-
ring without any prior knowledge and the number of
protocols.

3) Accuracy: Comparing the results of the cluste-
ring experiment, TAGNES algorithm is proved to have
higher accuracy. Its accuracy rate is higher than accu-
racy rate of well-known clustering algorithms, such as
Kmeans, SIB, and EM.

4) Efficiency: The time complexity of IAGNES
algorithm is better than O(N*), spatial complexity is
O(n), nis the data frames’ number, as cluster ex-
traction described in usability. The speed of TAGNES
will become faster and faster. The efficiency of
TAGNES is higher than that of well-known clustering
algorithms, such as KMeans, SIB and EM.

1 Relevant work

In the aspect of protocol recognition, current tech-
nology includes two categories: port-based protocol
identification method, the method based on deep pack-
et inspection, and the method based on multi-pattern

matching”’.

For a bit-stream protected protocol whose
format is completely unknown, none of current methods
can work effectively. The traditional solution is to use
protocol reverse engineering technology to extract infor-
mation from the protocol. According to the different
analysis object, protocol reverse engineering methods,
such as PI, Discoverer, RolePlayer, Ployglot, include
two categories: the method based on message sequence
analysis and the method based on instruction execution
sequence analysis.

To some extent, typical protocol reverse engineer-
ing methods can achieve protected protocol recognition,
but need more manual efforts and time consumption. Pl
can only obtain poor nested structures of fields without
fields’ semantic, and RolePlayer depends on prior
knowledge and has poor effect on complex protocol rec-
ognition. Discover also has some problems, for in-
stance, the efficiency of protocol state information ex-
traction is not ideal. Ployglot project is not a good solu-
tion to obtain the relationship between fields. At pres-
ent, the principle of protected protocol recognition is to

find out characteristics of protected protocols by data
mining and pattern matching, and then use pattern
matching features to identify protocols.

If the traffic of protected protocols is a continuous
bit-stream, the first phase is to classify the bit-stream
into fields, and the next phase is to classify the data
fields. Focus on these, scholars have proposed some
methods. In the domain of fields delimitation, Wang et
al. "® proposed cutting algorithm for bit-stream. For
the threshold preset to present how many categories of
protocols, the algorithm can give cutting scheme with
high accuracy. Song et al. **" improved AC algorithm to
find the bound of fields based on the fingerprint char-
acteristics. In the domain of fields recognition, Wang
et al. "' proposed a protocol recognition method in a
specific environment based on protocol association
rules, which can recognize and identify protected pro-
tocols through mining association rules. The shortcom-
ings of this method is that it has to use data fields of
protected protocol as the learning data.

1.1 Hierarchical clustering algorithm

Hierarchical clustering algorithm is based on the
distance between the objects, and usually constructs
and maintains a cluster tree composed of clusters and
child-clusters until meeting the termination conditions
which is preset, the typical algorithm is proposed by
Han et al. /"
erarchical decomposition, such as bottom-up or top-

. In general, according to the turn of hi-

down, methods based on hierarchical clustering can be

classified into two categories' >

1) Hierarchical clustering in AGNES: AGNES al-
gorithm uses the bottom-up strategy, defines each ob-
ject as a cluster and then according to the standards
preset, merges the clusters into larger ones. It stops
merging when the number of clusters meets the thresh-
old preset or other termination conditions. This strategy
is adopted by most hierarchical clustering. Combining
different algorithms with the corresponding application
scenarios, it can define different similarities, including
the similarity between clusters and the similarity be-
tween objects.

2) Split hierarchical clustering algorithm: Split
hierarchical clustering algorithm adopts a top-down
strategy, treats all objects as one cluster and then clas-
sifies the clusters into smaller clusters and stops when
reaching a termination condition or each object be-

comes a cluster.

1.2 Distance measurement
The selection of merging point or splitting point is
important to hierarchical clustering algorithms. Accord-
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ing to the similarity between clusters, the methods for
distance measurement shown in Fig. 1 include the fol-

lowing four categories' """/

(a) Single-link (b) Compelete-link

(c) Mean-value-link (d) Average-link

Fig.1 Categories for distance measurement

1) Single-link method. This method defines an
object from cluster A as i, and defines an object from
cluster B asj. C,represents a set of objects inside clus-
ter A, C, represents a set of objects inside cluster B.
The distances between all objects of the two cluster will
be calculated, and the nearest object pair (i, j) which
has the minimum distance value D, ¢4 cp) Will be se-
lected to represent the distance between two clusters.
The calculation method is

Dmin(CA,CB) = minieCA,jeCB li _jl (1>

2) Complete-link. Similar to Single-link, two ob-
jects i, j belong to clusters A, B respectively. The pair
(2, j) which has the maximum distance value
D, .(C,, Cp) will be selected to represent the distance
of two clusters. The calculation method is

Dyccreny = maxX; gy jeep | i - )] (2)

3) Mean-value-link. The pair (i, j) which in the
center of cluster A and cluster B will be selected to

Algorithm 1 Framework of AGNES

represent the distance of two clusters. The calculation

method is as Eq. (3) :

Dyeancereny =1 my —my | (3)
where, m, denotes the mean value of C,, m, denotes
the mean value of Cj.

4) Average-link. The distances between all ob-
jects of cluster A and B will be calculated, and the av-
erage value of distance between cluster 4 and cluster B
will be selected to represent the distance of two clusters

A and B. The calculation method is as Eq. (4).
I il (4)

Dmean(CA,CB) =
AN X cCiXjeCy
where, n, denotes the number of data objects in C,, n,

denotes the number of data objects in C,,.

2 TAGNES algorithm

2.1 AGNES

AGNES algorithm is a cluster analysis method
whose primary purpose is to group objects based on its
characteristics. The framework of AGNES algorithm is
shown in Fig. 2. It starts with the individual objects
until the objects are fused into a single cluster. It is a
simple algorithm with high accuracy. It treats each ob-
ject as a cluster, then it merges clusters into the larger
one, and according to the standards preset, it will stop
clustering when meeting the threshold of clusters num-
ber or other termination conditions which is preset. In
general, the indicator of merging is the similarity be-
tween objects and clusters. The disadvantages of AG-

NES algorithm are described as follows' "’ .

Input: A set of data containing C objects;

The clusters number n which is desired;

Output: n clusters;

1: Treat each object as a cluster;

2: According to the definition of distance, find two clusters with greatest similarity;

3: Merge two cluster into a new cluster;

4: Treat (c,, ¢) as an unit and delete c;

5: Repeat until the number of clusters reaches the preset value;

6: return result;

Fig.2 The framework of AGNES algorithm

® This algorithm lacks of scalability and has
higher complexity.

® |t usually needs to preset the number of clus-
ters manually, but in the practical process, it is diffi-
cult to know the number of clusters.

® The selection of the merging point plays an im-
portant role in algorithm, which directly affects the ac-

curacy of clustering.
® The quality of the clustering results is often dif-
ficult to evaluate.

2.2 TAGNES algorithm
To solve the problems that the traditional AGNES
algorithm is not scalable enough, the number of clus-
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ters n depends on manual definition, and it is difficult
to evaluate the clustering results, and the following op-
timizations are pI‘OpOSBd“GJ .

® Preset the merging condition as the input of al-
gorithm, such as the minimum similarity threshold and
other terminate conditions which can be reached easi-
er. These parameters can make the algorithm calculate
the number of clusters automatically.

e [Extract clusters during the process of cluste-
ring. It can find better cluster results in time, and the
scalability of the algorithm can be increased to a cer-
tain extent in this way.

® The quality of results of each cluster can be
measured by the similarity, which can solve the prob-
lems that it is difficult to evaluate the clustering re-
sults.

® Only the latest clusters need to be saved in or-
der to save time and memory space, select linear struc-
ture to improve the efficiency.

3 Implement

This sector introduces the implement of the im-

proved AGNES algorithm.

3.1 Data preprocessing

The TAGNES algorithm needs to preprocess the
data fields of original bit-stream. The steps of prepro-
cess are as follows.

1) Process the first n bytes of the input data
fields, discard the data over n bytes, and reserve the
data less than n bytes, where n is 68B in the experi-
ment.

2) Convert the data fields into 16 decimal for-
mats, and each 4 bits is represented by a 16 digit num-
ber, such as 11111111, expressed as FF. Parameter m
is the processing unit, the value of m can be half a
byte, one byte or two bytes. Value of m is half a byte
in our experiment, namely 4 bits. The values of m and
n will be discussed in the evaluation section.

3) This preprocessing method is based on a cer-
tain similarity between the data fields of the same pro-
tocol which indicates that the same characters appear in
certain locations. The rationality and limitations of the
preprocess methods include ;

Rationality

® The program uses 1 bit as the minimum one to
read and write in processing data;

® The identifier bits of current protocol (such as
addresses, the synchronization code, etc. ) are usually
set as an integer with multiple bytes, and some identi-
fier bits are duplicated at the same location in the data

fields.

® The data section of a data frame has little effect
on the identification of the protected protocol. There-
fore, set length of a data frame may include all the
characteristic bits of the data frame as much as possible
and include the data part as little as possible.
Limitations

® The characteristic fields of some protocols,
such as control bits, may be smaller than 4 bits. These
control bits are important features, but may not be
effect when the process unit is half byte.

e Correcting and completing frame heads are
necessary for the accuracy of the result, but this can be
guaranteed by a reasonable segmentation.

® The appropriate data frame processing length m
needs taking several experiments to obtain.

3.2 Algorithm implement

Similarity represents similar degree of two objects.
The larger similarity is, the much possibly the two ob-
jects belong to one cluster, and the input data of
TAGNES algorithm is hybrid data frame of multi-proto-
col. The definition of similarity of data frame pair(i,
J) employs two methods. One is the similarity between
the data frames defined by protocol data frame fea-
tures, which directly reflect the fact that the same pro-
tocol may have the same character in the same posi-
tion; the other method based on edit distance computa-
tion can be applied to the definition of string similarity.
The method of string similarity computation was first
proposed by Russian scientist Levenshtein'"”’ | which is
described as follows.
Definition 1 Similarity between the data frames. Let
i and j be two data frames, and similar, (i, j) repre-
sents the similarity of i and j. The calculation method
1s
_ sam(i, ) (5)

sum(t, )

where, Sam (i, j) is used to calculate the number of

Similar,;

the same byte between two sequences. It set sequences
i and j to left aligned, set 4 bits as one unit to compare
two sequences from left to right; Sam (i, j) ++ when it
finds the same byte, jump to the next byte of two se-
quences when the byte from two sequences are differ-
ent.

Sum(i, j) implies the value of compare times. In
general, it is the length of the shorter sequence. The
minimum value of similarity between i and j is 0, and
the maximum value is 1.

The 16 decimal sequence translated from binary
sequences is shown as follows.

00 10 7b 46 33 08
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08 00 20 89 a5 9100 10 7b
The similarity between two sequences is
Similar,, , =0~ 4716 = 25.00%
sum (i, J)
Definition 2  Siring Similarity. Let i, j be two data
frames, treat i, j as two strings, define the similarity
between i and j to be similar,; ;, , and the calculation
method is
Distance(i, j)
max (length(i) , length(j))
(6)
where , length (i) and length(j) denote the length of
and j. Distance(i, j) denotes the distance between i

Similar,; , =1 -

and j, which means number of operations times, such
as inserting, replacing, deleting, etc. According to
Eq. (6), the similarity of two sequences can be ob-
tained ;

Similar,,;, , =1 - 14 22.22%

2(i, J) 18

Definition 3  Clusters similarity. Clusters similarity is
the average value of the similarities of inner objects,
similar to the average value of distance.

Similarity between clusters can be measured by
Eq. (4), where | i — j | represents the distance be-
tween i and j and can be replaced by Similar,; ;, in
Eq. (5), or Similar,; ; in Eq. (6), and the clusters
similarity computation is

1 ..
D, (C,, Cp) = Z ZSLlearl(i’j) (7)

nyNgicc,jecy

where, Similar,; ; can be replaced by Similar,; ;.
The value of the clusters similarity can range from O to
1.

Definition 4  Simi,,. Simiy;, refers to the minimum
similarity merging which can only occur when the simi-
larity between two clusters is larger than Simi,;, .

Simiy;, can be set by manually. The algorithm ter-
minates when no clusters can be merged into a larger
one, the merging condition Simi,;, works as follows

D.(C,, Cp,)Simiy, (is merging)? Yes : No

(8)
Definition S Size,,,. In the algorithm, Size,, refers
to the minimum number of objects that an effective
cluster needs to contain.

Sizey;, can be set manually. Check inner objects
number of each cluster during the process of algorithm
execution; use Simiy;, to merge the cluster whose inner
objects number is less than Sizey,, ; extract clusters with
higher inner objects number than Size,;, into results
set. The condition for cluster effectiveness Sizey;, works
as follows:

Cx. size() < Sizey,, 7 merge : extract (9)

Definition 6 SimilarStep. In the algorithm, the simi-
larity decreases from 1 to the Simi,;, gradually. Define
the decline step of similarity each time as SimilarStep.

The smaller SimilarStep is, the more accurate the
cluster similarity evaluation will be, but smaller Simi-
larStep can lead to higher complex of algorithm. The
SimilarStep works as

while (Simiy;, ) ; s — = SimilarStep (10)

| Start

Prepocess data and set
parameters

v

No

Yes

Find most similar cluster
and merge cluster

Yes
Cx.size()<Size,,

Extract effective cluster

!

Similarity -= SimilarityStep

Fig.3 Flowchart of algorithm execution

Algorithm 2 Frame work of IAGNES

Input: DataSet wihich is a data set include » objects;

Simiyg; Sizewn; SimilarStep;
Output: Cluster Result Set

Index Result Set to save data objects id in Cluster Result Set

SimilaritySet to save data objects similarities

ScantDataSet to save the data objects which can’ t be recognized
1: Treat each object as an initial class cluster;
2: Set parameters;
3: for (=1 to n—1)
4: Find j meet constraint max (d(c, cj)) and d(c, cj.)?similar
5. treat (¢, ¢) as an unit, delete ¢, and set flag=true;
6: end for
7: while(s)
8: for (i=1ton-1)
9: (! Cx.size() < Sizemin)
10:  Add ¢, to cluster resultSet;
11:  Add!to indexResultSet;
12; Add s to SimilarSet;
13:  endif
14: end for;
15: s-=SimilarStep
16: end while;
17: Obtain the scant data objects and push them into the ScantDataSet;
18: return result;

Fig. 4 The Framework of IAGNES Algorithm
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The flowchart of IAGNES algorithm execution is
shown in Fig. 3, the Framework of TAGNES Algorithm
is shown as Fig.4, and the detailed description is as
follows; the time complexity of algorithm using Defini-
tion 1 is O(k x n*). For the Definition 2, the time
complexity of the algorithm is O (k> x n*) , where n re-
presents the number of input data frames, k represents
the length of the data frame, and it is always a con-
stant, therefore, the time complexity is O(n”). Extract
clusters which meet finish condition into the result set
during cluster merging, the number of clusters which
need to be merged decreases gradually, and the execu-
tion speed can be faster and faster. In addition, the al-
gorithm merges the two clusters directly and uses linear
structure ( one dimensional array) to save the final
clustering result rather than the middle process, so the
space complexity is O(n).

This algorithm is suitable for data frames which
can be grasped at the link layer, and can’t be recog-
nized by the well-known protocol recognition tools.
When the data frames are accumulated to a certain
number, the algorithm can be used to do cluster analy-
sis. According to the characters of different protocols,
the data frames classification can be done, and single
protocol data frames can be used for further protected
protocol analysis, such as the semantic of each field,
the protocol functions, etc.

4 Experiment and evaluation

Experiment is done on 9 protocols, and each one
has 300 data frames, and the order of total input data
is from 0 to 2 699.

4.1 Data preprocessing

In this experiment, the experimental data set of
tecpdump published by Lincoln Laboratory is used, and
binary data frames are extracted from 9 protocols,
which were used as a protected protocol for experi-
ments, such as DNS, HTTP, rip, SMTP, SSH, ARP,
NTP, LLC, and loop protocols. The first n bytes of da-
ta frames are extracted, the data over n bytes are dis-
carded and all fields less than n bytes are reserved, and
then the bit-stream is converted to hexadecimal format.
68 bytes are set as the value of n, which is the mini-
mum value including all the features of protocol infor-
mation, the value which is too greater or too less may
have a negative influence on accuracy of the results,
and increase the amount of computation. Although dif-
ferent protocols data frames always have different
length, due to the classified protocol by analyzing the
similarity of characters whose length is always a con-

stant, and data part of the protocols can cause interfer-
ence on analysis results, and the length of each data
frame is set to n bytes.

4.2 Experiment 1. using Definition 1

Using the ITAGNES algorithm, the minimum simi-
larity is set to be Simi,,, =0.1, the minimum size of
effective cluster Sizey;, =5, and step of similarity
SimilarStep = 0.1 is declined. The experimental re-
sults are shown in Table 1. The false positive rate is
8.37% . There are 162 data frames whose similarities
are less than 0.2 in the ScantDataSet. The data in the
ScantDataSet are clustered and the clusters are extrac-
ted whose similarity are greater than or equal to 0.1,
because of the size less than Sizey,, , these clusters are
called scant cluster, which can provide a reference to
protocol recognition to some extent. The clusters which
have over 5 data frames are shown in Table 2. The
missing rate is 6% .

Table 1 Cluster result ( Using Definition 1)
Cluster  Similarity Object Accuracy Fa.ll‘se
number positives

Clusterl 0.9 300 300 0
Cluster2 0.9 300 300 0
Cluster3 0.9 300 300 0
Cluster4 0.4 300 214 0
Cluster5 0.4 300 300 0
Cluster6 0.4 300 300 0
Cluster7 0.2 300 264 226
Cluster8 0.2 300 298 0
Cluster9 0.2 300 262 0

Table 2 ScantDataSet result ( Using Definition 1)

Cluster Similarity Data frame number
Clusterl = 0.1 86
Cluster2 = 0.1 5
Cluster3 = 0.1 17
Cluster4 = 0.1 13
Clusterd = 0.1 5
Cluster6 = 0.1 5
Cluster7 = 0.1 5

4.3 Experiment 2; Using Definition 2

Set parameters according to Section 4.2, and the
experimental results are shown in Table 3. There are
158 data frames whose similarities are less than 0.2 in
the ScantDataSet. The data are clustered in the Scant-
DataSet and the clusters are extracted whose similarity
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The clusters which
have over 5 data frames are shown in Table 4. The

is greater than or equal to 0.1.

false positive rate is 10.26% |,
5.85%.

and the missing rate is

Table 3 Cluster result ( Using Definition 2)

Cluster  Similarity Object Accuracy Féllse
number positives
Clusterl 0.9 300 300 0
Cluster2 0.9 300 300 0
Cluster3 0.5 300 223 77
Cluster4 0.4 300 300 0
Cluster5 0.3 300 300 67
Cluster6 0.3 300 293 7
Cluster7 0.3 300 254 2
Cluster8 0.2 300 295 5
Cluster9 0.2 300 201 0

Table 4  ScantDataSet result( Using Definition 2)

Cluster Similarity Data frame number
Clusterl = 0.1 14
Cluster2 = 0.1 15
Cluster3 = 0.1 23

4.4 Experiment 3. using the Weka tool

The packets grasped from 9 protocols are clustered
using well-known clustering algorithms in Weka tools.
Firstly, StringToWordVector is used to preprocess da-
ta, and 9 is specified as the number of clusters for each
clustering algorithm. Classes to clusters evaluation was
used to evaluate each clustering algorithm which is

85.63% 83.89%

Exprimental 1 Exprimental 2

90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

Accuracy rate

30.00%
20.00%
10.00%

0.00%

done for 3 times using different random seeds, and the
mean value is taken as one evaluation index of results.
For KMeans algorithm, the results are 60.3% ,
69.82% and 66.26% ; when random seeds are 10,
15, and 20, the average accuracy rate is 65.45% . For
SIB algorithm, the results are 75.07% , 75.07% ,
73.04% ; when random seeds are 15 and 10, the aver-
age accuracy rate is 74.40% . For EM algorithm, the
results are 80.04% , 73.63% and 64.74% ; when
random seeds are 100, 150 and 200, the average accu-
racy rate is 72.80%.

4.5 Evaluation

Experiment 1 shows that data fields extracted from
9 protocols are successfully merged into 8 clusters by
the improved AGNES algorithm. As shown in Table 1,
there are 3 clusters whose similarity is in the range of
0.9 -1.0, and 3 clusters whose similarity is in the
range of 0.4 - 0.9,
in the range of 0.2 —0.4. It is because that similari-

and 2 clusters whose similarity is

ties of clusters are less than 0.1 or the number of ob-
jects in clusters are less than 200. There are 162 data
sequences in ScantDataSet.

The accuracy of clustering is 2312/2700 =85.63% ,
showing better clustering results.

Experiment 2 shows that the accuracy of clustering
is 2265/2700 = 83.89% , slightly lower than the re-
sults of Experiment 1, but the advantages of the calcu-
lation similarity by Definition 2 is that it can cluster
more data sequences with less outliers and its disadvan-
tages is that it tends to produce more false clusters in
processing the data sequence with low similarity.

65.45% 74.40% 72.80%
KMeans

Fig.5 The accuracy rate of five algoﬁthms

Compared with the results of clustering algorithms

in Weka tools, it is shown in Fig.5 that the accuracy

rate of the improved AGNES algorithm in Experiment 1
is 20. 18% higher than that of KMeans algorithm,
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11.32% higher than that of SIB algorithm and 12.83%
higher than that of EM algorithm.

In addition, for the comparison of time complexi-
ty, the time complexity of the improved ANGES algo-
rithm is at least O(N2) , due to extraction during clus-
tering, the data size will decline rapidly and signifi-
cantly, the spatial complexity of IAGNES is O(n),
where n is the data frame number. The time complexity
of the Kmeans algorithm is O(tKmn) , and its spatial
complexity is O( (m + K)n), where ¢ is the iteration
times, K is the number of inputs, m is the number of
input data, and n is the dimension. The time complexi-
ty of the SIB algorithm is O(LI X1 T11 Y1), and its
spatial complexity is O(1 X |?), where [ is iteration
times, | X1, | T1, | Yl represent the number of ele-
ments in the random variable X, T, Y respectively.
The complexity of the EM algorithm is determined by
two factors; the number of iterations for convergence,
and the complexity of each E and M steps. In Experi-
ment 2 and Experiment 1, the objects in scant clusters
are shown in Table 2 and Table 4. It can be seen that
the similarity of scant cluster is less than 0.2 and can
be no longer merged, but these scant clusters can also

provide reference for data analysis.

4.6 Parameter discussion

Value of m and n. In the preprocessing part of the
algorithm, there are two key parameters; one is to
fetch first n bytes from the data frame, and the other is
to treat m bytes as one data processing unit. If the val-
ue of n is too small, it may not include all the features
of a protocol; if n is too large, it may contain too many
characteristics of protocol. In the use of the AdaBoost
classification algorithm to solve the protocol classifica-
tion problem, researchers have proved that the first
64B of a data frame can contain almost all the charac-
teristics of a protocol ™', In this work, 68B is consid-
ered to be more appropriate after repeated experiments.
It can be achieved by many experiments to obtain a
more ideal n in the actual application process. In this
paper, m € [ 1/2B, 2B ], if the value of m is too
small, such as 1bit or 2 bits, the features of a protocol
will not be represented, or even not be found. The re-
sult is that the similarity between the data frames in-
creases and the number of clusters is few; If m is too
large, such as 4 bit or 8 bit, characteristics of a proto-
col will be redundant. The result is more clusters will
be obtained when the similarity between the data
frames is reduced. Therefore, if more cluster number
is got in the application, the value of m should be ad-
justed.

Value of Simiy,, , Sizey;, and SimilarStep. In this

paper, the IAGNES algorithm contains three important
parameters; the minimum similarity for merging
Simiy;, , the minimum size of one cluster Sizey, , and
the decline step size of similarity SimilarStep. Simiy;,
is a threshold value that cluster can be further merged
whose similarity value is greater than threshold. The
algorithm will finish when the similarity between every
two clusters is less than Simiy;,. Since the algorithm is
merged from high similarity to low similarity, the
change of Simi,;, will not affect the cluster whose simi-
larity is greater than the value, such as Simiy,, =0.1
or Simiy;,, =0.2. The clusters with similarity greater
than 0.2 will be clustered into one protocol , therefore ,
in the application, this value is appropriately reduced
to obtain more clusters. After repeated experiments and
analysis, for the clustering of protocol data frames, it is
considered to be more appropriate to set Simiy;, to 0. 1,
but there is no optimal value. Sizey;, is the minimum
size of one cluster, when the number of data frames in
a cluster is greater than or equal to Sizey,, , then the
clusters can be extracted. This parameter is set by ex-
perience, for example, it is considered that more than
200 data frames can be further analyzed, so Sizey, is
set to 200. Every cluster obtained by the algorithm
contains at least 200 data objects. This parameter has
no optimal value. Similarity reduction step size,
SimilarStep, equivalent to computational accuracy, is
shown in Table 3. It can be seen that there are 667 da-
ta frames with similarity in the range of 0.3 - 0.4, but
the data object with similarity greater than Simi,;, can
not be reflected. It can be reflected if the Similarstep is
set to 0.05, reducing the value of Simi,; will make a
finer-grained classification, and the cyclic count will
increase to (1 — Simi,;, )/ SimilarStep. With the in-
crease of Simiy;, , the span of similarity between clus-
ters will increase, and cycle count will decrease and
algorithm will execute faster.

5 Scope

The algorithm uses similarity ( distance) as the
basis of distinguishing objects, so it can be used to da-
ta sets whose difference ( distance ) between elements
can be measured by similarity, and the method can be
used to compute different similarity ( distance) in dif-
ferent scenarios.

Because of this, those differences between objects
are distinguished by other characteristics of the dataset
instead of similarity, it will be difficult to obtain satis-
factory results. For example, in Table 3, among clus-
ters with similarity in the range of 0.3 —0.4, one clus-
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ter with 667 data frames contains data more than one
protocol. The data frames in different protocols may
have similar characters, which should be considered in
actual analysis.

6 Conclusion

Aiming at the problem of protected protocol classi-
fication, this paper designs and implements an im-
proved hierarchical clustering algorithm, which can ef-
fectively classify protected multi-protocol data frames
into single protocol data frames. The proposed algo-
rithm is based on traditional AGNES algorithm.
TAGNES algorithm can automatically determine the
number of clusters. Each cluster has a similarity evalu-
ation index. The proposed algorithm in the clustering
process will detect the current clustering results, and
extract the clusters satisfying conditions in time. In ad-
dition, there is no similarity evaluation index for obtai-
ning scant clusters, and the scant clusters which have
less objects than Sizey;, can’t recognize the protocol.
Compared with the traditional AGNES algorithm, the
time complexity of the algorithm can be improved to
deal with a large number of datasets in future work.
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