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Abstract

Heterogeneous wireless sensor network ( HWSN) is composed of different functional nodes and

is widely applied. With the deployment in hostile environment, the secure problem of HWSN is of

great importance ; moreover, it becomes complex due to the mutual characteristics of sensor nodes in

HWSN. In order to enhance the network security, an asymmetric key pre-distributed management

scheme for HWSN is proposed combining with authentication process to further ensure the network

security ; meanwhile, an effective authentication method for newly added nodes is presented. Simu-

lation result indicates that the proposed scheme can improve the network security while reducing the

storage space requirement efficiently.

Key words: heterogeneous wireless sensor network ( HWSN) , key management, authentica-

tion, network security, storage space

0 Introduction

Nowadays, wireless sensor networks ( WSNs )
have attracted many scholars’ attention because of
their rapid development and wide application, which
makes it a research hotspot at home and abroad''’.
WSN is an open network being deployed in hostile en-

2l The impor-

vironment and prone to various attacks
tance of WSN’ s security is self-evident, hence, it is
critical to achieve a secure key management scheme for
WSN, which is studied by scholars in different coun-
tries’® . In 2002, Eeschnauere and Gligor™®' first ad-
dressed a classical key management scheme termed E-G

[4]

scheme ™' with a property of easy achievement rather

than perfect security. An E-G based ¢-composite
scheme proposed by Chan et al. ' requires that two
nodes should have at least ¢ shared-keys to improve the
security. The invulnerability of g-composite scheme is
better compared to that of E-G scheme under conditions
with fewer compromised nodes, but with the number of
the compromised nodes increasing, the security of
g-composite would become worse. A key predistribu-
tion scheme based on polynomial was proposed by
Zhang et al.'®’ | which would improve the ability
against compromise attacks of WSN. However, the

performance of the scheme will become worse when the
number of compromised nodes increases sharply. Het-
erogeneous wireless sensor network ( HWSN) assumes
a mutual heterosexual structure and function of nodes,
which can prolong network life, improve network con-
nectivity, testability and survivability. While in practi-
cal applications, the comprehensive characteristics are
unsatisfactory because the aforementioned traditional
key management schemes do not take the mutual char-
acteristics of sensor nodes into account'’’. Therefore,
how to take advantage of the mutual characteristics of
HWSN to design an efficient key management scheme
has arisen to our attention. Meanwhile, many existing
key management schemes do not consider the security
of newly added nodes"™’. To solve the above problems,
an effective asymmetric key pre-distributed manage-
ment scheme ( APS) combining with Schnorr authenti-

cation'”’

is proposed, and an authentication method for
newly added node is presented. The proposed scheme
will improve the whole network security and reduce the

storage burden of sensor nodes.
1 Key management scheme for HWSN

1.1 Clustering model for HWSN

The formation mechanism of clusters for HWSN
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will be described in this section. In this paper, large
scale HWSN is adopted as the background, which is
equipped with a base station ( BS) as an advanced clus-
ter fusion center for processing data. The nodes in the
network are classified as cluster heads ( CHs) and or-
dinary nodes, where CHs with tamper-resistant hard-
ware (TRH) possess high energy. Suppose that CHs
and ordinary nodes are deployed randomly and uni-
formly in interested area. During the initialization
process, for cluster head selection, each CH will
broadcast an H,,, to its neighbor nodes in a random in-
terval to avoid collision between two neighbor CHs,

where H

msg
and ID information. For a wide transmission range with

is a hello message including CH’ s location

sufficient CHs, most ordinary nodes can receive H,,,
messages from at least one CH, and the CH with the
optimal signal intensity will be selected as their active
cluster head. Meanwhile each ordinary node will also
record the H,, from other CHs. Once the cluster-head

selection fails, these CHs will act as the backups. The
network construction is shown in Fig. 1.
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Fig.1 Cluster model for HWSN

1.2 Generation of network certificate

After the formation of the cluster, there will be an
ID signature process carried out by the CH for the
nodes in its cluster. The CH will reserve the IDs and
signatures of each ordinary node, while each ordinary
node will acquire and store the certificates issued by
the CH. Arbitrary ordinary node A, for instance, will
select a random number x and calculate a y by y =g ™"
mod p, then node A will send value y to its CH. Signa-
ture s will be carried out according to y and ID, by s =
sig,(ID,, y). The certificate of node A(C,) consists
of its ID, y and s, i.e. C,=(ID,, y, s). The sym-
bolic meanings are shown in Table. 1.
1.3 Proposed scheme

An asymmetrical key pre-distributed management

scheme (APS) for HWSN based on Schnorr authenti-

cation will be presented in this section. With the con-
sideration that CHs have more storage space than ordi-
nary nodes and CHs are equipped with TRH, more
keys are assigned to the CHs than those assigned to or-
dinary nodes, and the key of different lengths can be
generated by the RSA algorithm'"’.

cation is adopted in order to avoid the leakage of

Schnorr authenti-

shared-key. The whole process of APS can be summa-
rized as four stages: key pre-assignment stage, authen-
tication stage, shared-key discovering stage and pair-
wise key setup stage.

1) Key pre-assignment stage

The key pre-assignment stage can be summarized
as follows.

Step 1 A large key pool P will be generated by
the key processing center ( KPC), in which each key
will correspond to a unique ID.

Step 2 [ keys are chosen from P to be pre-as-
signed to ordinary nodes.

Step 3 M keys are chosen from P to be pre-as-
signed in CHs ( M >>[) and each CH is pre-as-
signed with K, that can only be acquired by the base
station ( BS).

2) Authentication stage

Ordinary nodes in the cluster should be authentic-
ated just before the shared-key discovering stage to en-
hance the network security as shown in Fig. 2, and the
symbolic meanings of this part are shown in Table 1.

s =sig,(ID,,at;)

C,=(D,.0,.5)

v,=k, +xbmodg
send v, to CH

Node i is not allowed
to access the network

Node i is allowed to
access the network
|

Fig. 2 Flow chart of authentication process
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Taking arbitrary node i in the network as an exam-
ple, the process of the authentication is as follows.

Step 1 Node i in the network will select a random
k, firstly to calculate o, = g™" mod p.

Step 2 Node ¢ will send its certificate C; and q; to
the corresponding CH.

Step 3 CH will authenticate the certificate sent by
node i,that isver; = (ID;,a;,s) ; once the validation
fails, skip to Step 7; otherwise, skip to the Step 4.

Step 4 CH will select a random b, and send it to
node 1.

Step 5 Node ¢ will calculate v, by v, = k, +
xb;(mod ¢q) after receiving b, and send the value v; to
the corresponding CH.

Step 6 According to the received «; and v,, CH
will verify o, =g"y" mod p. If passing the validation,
node i is a legitimate node and is allowed to enter the
shared-key discovering stage ; otherwise, skip to Step 7.

Step 7 CH terminates the communication with
node 1.

3) Shared-key discovering stage

In this stage, each ordinary node (say u) will
send the unencrypted key list information to its CH. A
key information is composed of node v’ s ID and loca-
tion information; thus, the shared-key between two
neighbor nodes will be discovered by CH after receiv-
ing the key list information. Whether two ordinary
nodes (say u and v) are neighbors can be determined
by the CH with the location information, i. e. node u
and v will be defined as neighbor nodes by CH when
the distance between these two nodes is within the
transmission range.

4) Pair-wise key setup stage

Although with the shared-key discovering stage,
partial ordinary nodes may not set up a shared-key with
their neighbors. For this kind of nodes (node u and v
are the neighbor nodes that don’t share any keys in
common ), CH will acquire the shared-key between
node u and v respectively, noted as K, and K,. Then,

between node u and v will be

the pair-wise key K, ,
generated and be sent to node u, v respectively. The
specific process is as follows.

Firstly, CH will check if node u or v has a shared-
key with it. Recalling that a large number of keys are
pre-assigned in CH, the probability of node u or v hav-
ing at the least one shared-key with their CHs is high.
When there is no common key shared between CH and
node u or v, the following method is used to build the
pair-wise key for node u and v.

Taking node u as an example, if there is no
shared-key between CH and node u, CH will check if
there is a 1-hop neighbor node z possessing a shared-
key K, . with node u. If CH find the shared-key be-
tween node u and z, it will ask node z to send K, _ to it,
that is, z— CH: {K, | K

u,z } z °
Assume that there is no shared-key between node

u,z

u and 1 — d-hop neighbor nodes, where d is a system
parameter. A request message containing node u’ s ID
will be sent to BS by CH; then, BS sends a corre-
sponding key encrypted by K, to CH. After acquiring
the key from BS, for each pair of neighbor nodes u and
will be generated and unicasted
K,, CH — v

so that node u and v will acquire the shared-

v, a pair-wise key K

u,v

to u and v, noted as CH — u: {K

(K, 1K

v

u,vé

key K, , and can communicate securely.

Tablel Notations and definitions
Notations Definitions Notations Definitions
x random number, 0<x<¢ -1 q,p large prime number, where, ¢=2', p=2’"
k, random number, 0<k,<q -1 N* number of nodes in the network except CHs
b, random number, 0<b, <2' s signature of nodes
g g-order element, ge Z, , g"=1(mod p) t secure parameter, ¢=40

2 Security issues in HWSN

2.1 Broadcast key establishment
Via key broadcasting, the message can be deliv-
ered securely to their neighbor nodes by ordinary

"It is easy to establish a broadcast key for

nodes'
each pair of neighbor nodes after the shared-key or
'. The broadcast key K, can

pair-wise key is set up' >,
be generated after being encrypted by corresponding

shared-keys and the data packet { K, | K, , will be gen-
erated and sent to node u by node .
2.2 Key revocation

Once any ordinary node is damaged or compro-
mised, the key message in the node should be re-

voked' "’
been detected and reported to the corresponding CH,

Suppose that the compromised nodes have

which will disseminate the ‘revocation message’ con-
taining the IDs list of the revoked nodes. There is a
shared-key between CH and ordinary nodes including
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1 —d hop neighbors. The unique message authentica-
tion code (MAC) can be calculated by CH in accord-
ance with each shared-key. Through corresponding
MAC obtained from ‘revocation message’ , the ordina-
ry nodes can check whether the received message is in-

tegrated or not "',

2.3 Newly added nodes

With the consideration of the security issues of
newly added nodes'"”’, an efficient scheme is proposed
to validate the newly added nodes in this section. For
arbitrary newly added node e, [ keys and a special key
K, , are pre-assigned, where K, , = h(K, @e), h(-)
represents one-way Hash function, K, is a special key

Newly added nodes

I keys and a special keyr-H
. node e
are pre-loaded in node e

<=vJos,
72
P N
e || location||MAC (&, | location)'
to Join message;
a-key® B .
¢ 2.Compare k;, with &, to verify the

\1
jgn S0

AsS

pre-stored in CH, K,, @ e represents the XOR ( exclu-
sive or) of K, and node e. Being deployed in a rele-
vant area, node e will send a Join message to its CH,
that is, e | location | MAC(K, , || location). As CH
receives the Join message, corresponding key K, , will
be generated according to node e and K,. Comparing
ch with the K, , in Join message sent by node e, the
legitimacy of node e can be verified. If node e is a le-
gitimate node, CH will find the neighbor node for e and
generate a shared-key. The process of the newly added
nodes access to the network is shown in Fig. 3.

CH

A

ke

1.Calculate K;, = (K, ®e)according

legality of newly added nodes.

Fig. 3 Process of newly added nodes access to the network

3 Performance analysis and evaluation

3.1 Key pool size

Key pool size P is an important parameter for APS
scheme. Assuming that the number of pre-assigned
keys is fixed, when there are a certain number of ordi-
nary nodes in the network being damaged, the effect on
the communication ability of other nodes will decrease
with the increasing P.

To obtain the maximum value of P, it should be
satisfied that the probability of the ordinary nodes sha-
ring at least ¢ keys with the CHs is above threshold
p'*'. p(i) represents the probability of any ordinary
node sharing i keys with its CH. For / and M keys pre-
assigned for the ordinary nodes and the CHs respective-
ly, there will be C, « C) combination methods for ordi-
nary nodes and CHs to select [ and M keys from P. If :
common keys are existing between the ordinary nodes
and the CHs, there will be C}, ways to select the com-
mon keys; and there will be C)*/ ™ ways to select the
other M +1 —2i keys from the rest P —i keys. Accord-
ingly , there will be C';},_,. ways to assign the different

(M +1-2i) keys. Hence, p(1) will be:
LG G Gyl
p(L): F }CL.C;[ M+1-2 (1>
The probability p, of any two nodes sharing at least

g common keys can be represented as
p. =1=(p(0) +p(1) +p(2) +--+p(g-1))
(2)
will be obtained by the rela-
tionship of p,=p in Eq. (2).
3.2 Analysis on storage space
Compared with the key management schemes in

The maximum P,

X

homogeneous WSN, the storage demand can be re-
markably reduced by the proposed APS scheme. The
probability p, of the ordinary node sharing at least 1
common key with its CH, namely shared key probabili-
ty (SKP) for short, in APS will be;

Clll:M'Clwz
=1-p(0) =1 -——-"
Pa P( ) CiC}W
_,_P=-Dl(P-M!
R TV Y (3)

The shared key probability p, for the E-G scheme

is given as;
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C;‘l * Cgfm I: (P — m) ! 12
m m = - (4>
cy - Ch PI(P -2m)!

Simulations on p, and p, are performed with dif-

pe =1 -

ferent values of P, M and [, where P changes from
1 000 to 10 000 with an increment of 500. The results
are shown in Fig. 4 and from top to bottom, the values
of M, I, m are [ 125, 5, 25], [250, 10, 50],
[375, 15, 75] and [500, 20, 100 ] respectively. M,
I and m will satisfy M x 1 =m?”. It can be observed that
the larger the pre-assigned keys in the node is, the
higher the shared key probability will be. With the
same M, [, m values, the shared key probability will
decrease with P increasing. Moreover, it can also be
seen that the two curves approach to each other with
the same M, [, m values.

For further comparison, it is assumed that 1 000
ordinary nodes and 10 CHs are in simulating HWSN
scene, and each ordinary node and CH are pre-as-
signed with 15 and 375 keys respectively. To imitate
the same condition with that of HWSN, 1 000 nodes
pre-assigned with 75 keys are set in a homogeneous
wireless sensor network , that is, M =375, [ =15, m =
75. For HWSN, the total memory required to store the
keys is 1 000 x 15 + 10 x 375 = 18 750 (per unit key
length ) ; for homogeneous wireless sensor network , how-
ever, is 1 000 x75 =75 000 (per unit key length). The
storage space of the E-G scheme is nearly 4 times as
large as that of APS scheme. It reveals by the compari-
son that APS can save more storage space.
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Fig.4 Shared key probability with different P

The shared key probability curves with different
pre-assigned keys are shown in Fig. 5, in which the
vertical ordinate is the shared key probability, and the
horizontal ordinate represents the number of pre-as-
signed keys m. In simulation, m varies from 25 to 200
with an increment of 25, and [ =m/5, M =5m to satis-
fy M x1 =m’; the key pool size P is 10 000, 5 000,
2 000 and 1 000 from the bottom to top. Simulating re-
sults in Fig. 5 indicate the same significance as Fig. 4,

that is, the shared key probability will increase as pre-
assigned keys become larger. Once the value of pre-as-
signed keys is fixed, the shared key probability will de-
crease with P increasing.

1.0

P=10000
_ P=5000 1
203§ P=1000 1
0.2 i P=2000 —>— APS ]
0.1 —%— E-G
0 [ I 1 1 1 I 1 I 1 I 1 1 1 1
25 50 75 100 125 150 175 200
Number of pre-assigned keys
Fig. 5 Shared key probability with different m

From the analysis above, it can be observed that
the proposed scheme will reduce the storage demand of
sensor nodes remarkably compared to that of homogene-
ous wireless sensor network in achieving the same
shared key probability.

3.3 The probability of being k-hop neighbors

The ordinary nodes will become the k-hop neigh-
bors with the CHs according to shared-key establishing
way. In this part, the probability for being 1-hop and
2-hop neighbor nodes (PBN1 and PBN2) will be ana-
lyzed. Recall that there are [ and M keys pre-stored in
some ordinary node u and CH respectively. To be the
1-hop neighbors means that node u and CH must have
at least one key in common. According to Eq. (3),
the probability of node u being 1-hop neighbor of CH
can be deduced as

(P-DIP-M))!

Pr=opip - -y (5)

To be the 2-hop neighbors means there is at least

one shared-key between ordinary node v and any 1-hop
neighbor node. If there are N ordinary nodes in the
cluster and n, represents the number of 1-hop nodes in
the cluster, there will be .

n, =Lp xNJ (6)

Let event B indicate that there is at least one
shared-key between node v and the 1-hop neighbor
node, event C mean that there is no shared-key be-
tween node v and the 1-hop neighbor node, and event
D represent that node v is not the 1-hop neighbor node.
Thus, the shared-key probability between nodeand
1-hop neighbor node can be expressed as

prp =pr(B) =1-Pr(C)

=1-[(C,-Coy)/(C)*]"
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=1 -[(C,-C,)/(Cp)* ] (7)
The probability of node v as a 2-hop neighbor
node can be deduced as
_(p=-DWP-M!
=P M -1
x {1 = [(C, - Co)/(C) T (8)
In Fig. 6, the p, and p, curves are plotted with dif-

1.0 — T T T T T T T T T T T T 1

09 |- —B— PBN1
0.8 - B
0.7 - B
0.6 - -
0.5
04 -
03 -
02+ =
0.1 - =

0 1 | n 1 n | 1 1 n 1 n 1 1 | I 1 n
1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Key pool size P

(a) M=200

PBN1/2

ferent values of P and M. The value of M in Fig. 6(a)
and Fig. 6(b) are 200 and 500 respectively, [ = 20,
N =100, and the value of P varies from 1 000 to
10 000 with an increment of 1 000. From Fig.6, it
can be concluded that the probability of being 1-hop or
2-hop neighbors will increase with the growing of M.

1.0
09 -
08 -
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04 - q
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02 q
0.1 - q

PBN1/2

0 A
1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Key pool size P

(b) M=500

Fig. 6 Probability of being 1-hop or 2-hop neighbor nodes

3.4 Analysis on security performance

The ability against compromised attacks is an im-
portant security evaluation index of WSN. In this sec-
tion, the ability against compromised attacks of the
proposed APS scheme will be analyzed compared with
the classical E-G scheme™*, )
and KP scheme'®,

Assume that CHs with TRH are relatively secure;

g-composite scheme

hence, in this section, the security of ordinary nodes
will be concerned. It is known that [ keys are pre-as-
signed to each ordinary node. Thus, the probability of
the known key K in the key ring is I/P. It is provided
that there are r compromised nodes in the network, the
probability of K being not in the compromised nodes’
key ring will be (1 = I/P)". The probability of the se-
cure link being exposed, represented as p,, can be de-
rived under the conditions of r compromised nodes in
the network, as in Eq. (9).

T

po=1-(1-1) (9)

Eq. (9) shows that p, will decrease with the de-
creasing of [ when P and r are fixed. This is an essen-
tial reason for pre-storing a small number of keys in or-
dinary nodes.

If no less than ¢ keys are required to build a se-
cure link, then the probability of the newly established
link being destroyed is even low when there are r com-
promised nodes. If there are i shared-keys between CH
and ordinary nodes, the probability of the link being
destroyed is (1 = (1 =1/P)")". Thus, it can be con-
cluded that the probability of any secure link built be-

tween two ordinary nodes is compromised when r nodes
have been captured ( hereinafter is expressed as com-
promising probability) and can be deduced as
_ Y L)) el

=2 (- () G (10)

Pie = P(q) +p(qg +1) + - +p(l) (11)
where, [ is the number of keys pre-assigned to ordinary
nodes, p(i) is shown in Eq. (1), and p,,, is the prob-
ability of establishing a secure link for HWSN as shown
in Eq. (11).

The probability of a secure link between two nodes
being destroyed in ¢g-composite scheme is

m

R(m) = F-(1-™)) 29 (12
<m) Z(( (1 P) ) 8 p[iw/f )( )
where p' (i) is the probability of having i keys in com-

i=q

mon between two nodes to satisfy:

P = (Cpx G x CI, ) /(€)' (13)

From Eq. (10) and (12), it can be seen that
R(l) and R(m) will increase with the increasing of [
and m. Since m is much greater than [, there will be
R(m) >>R(l) . Tt can be observed that the proposed
scheme APS is more flexible to resist the compromised
attack than the classical g-composite scheme.

In Fig.7, the compromising probability with ¢ =1
is plotted. The key pool size P is 1 000; the number of
compromised nodes r changes from 1 to 200 with an in-
terval of 10; three different values are selected for E-G
scheme, that is, m =20, 30 and 50 respectively; and
let M =100, [ =10 for APS. It reveals that M x [~m’
when m =30, so that the APS scheme has the same
key sharing probability with E-G scheme. From Fig. 7,
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it can also be observed that for any r, APS will have a
lower compromising probability than KP and E-G
scheme.

T T T T T T T T T
- —=— APS
[ —e— E-Gm=20
| 2—EGm=30
| —e—E-Gm=50

e
=

Compromising probability
= o e =
S

=
=

(=]

Wz 1 1 1 1 1
0 20 40 60 80 100 120 140 160 180 200
Number of compromised nodes

Fig. 7 Compromising probability with ¢ =1

The compromising probability with ¢ =3 is presen-
ted in Fig.8. The other parameters are the same as
Fig.7. Compared with Fig. 8 and Fig. 7, a similar per-
formance changing tendency can be obtained. Moreo-
ver, the largest compromising probability of APS curve
in Fig.7 is 0.2, while it is 0.01 in Fig.8. Thus, it
can be concluded that the larger ¢ becomes, the lower
the compromising probability will be.
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Fig. 8 Compromising probability with ¢ =3

As shown in Fig. 7 and Fig. 8, the ability against
compromised attacks of the classical E-G scheme is
more stable than the KP scheme when the number of
compromised nodes varies greatly. At the same time,
the KP scheme is more appropriate when the number of
variation of compromised nodes is small. However, the
above two schemes are all affected by the changing
number of compromised nodes. The APS scheme pro-
posed in this paper will fluctuate less with the changing
number of compromised nodes. Above all, it indicates
that the proposed APS can remarkably improve the re-
sistance ability to compromised attack compared with
E-G scheme and KP scheme.

4 Conclusion

In recent years, WSN has been widely applied
with most attentions lying in prolonging the lifetime of
the network and improving the reliability of data trans-
mission. However, the mutual features of sensor nodes
of HWSN make the network security become more com-
plex than ever before. In order to enhance the network
security and reduce the storage space requirements, an
APS scheme is proposed for HWSN in this paper.
Schnorr authentication is introduced to reduce the
probability of illegal nodes accessing the network. In
APS, keys are pre-assigned to the CHs and the ordina-
ry nodes respectively. A new asymmetric key managing
algorithm is presented, including key pre-assignment,
identification authentication, shared-key discovery and
pair-wise key setup. The performance of the proposed
scheme is analyzed in terms of key pool size, the prob-
ability of being k-hop neighbor and the storage space
requirement. Simulating results show that the whole
network security can be improved with the decreasing
of pre-assigned keys in ordinary nodes. Furthermore,
the newly added nodes will pose a major challenge to
the security of WSN. Security keys should be set up
between newly added nodes and existing nodes, while
the existing nodes may have been destroyed or may be
malicious nodes. Thus, the importance of newly added
nodes’ security is self-evident. Hence, an effective
authentication method for newly added nodes is intro-
duced in this paper. Compared with the traditional key
management schemes, the APS proposed in this paper
can enhance the network security and reduce the stor-
age burden of sensors significantly.
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