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Abstract

Software defined networking ( SDN) offers programmable interface to effectively control their

networks by decoupling control and data plane. The network operators utilize a centralized controller

to deploy advanced network management strategies. An architecture for application-aware routing

which can support dynamic quality of service ( QoS) in SDN networks is proposed. The application-

aware routing as a multi-constrained optimal path (MCOP) problem is proposed, where applications
are treated as QoS flow and best-effort flows. With the SDN controller applications, it is able to dy-
namically lead routing decisions based on application characteristics and requirements, leading to a

better overall user experience and higher utilization of network resources. The simulation results

show that the improvement of application-aware routing framework on discovering appropriate routes,

which can provide QoS guarantees for a specific application in SDN networks.

Key words: application aware, software defined networking (SDN) networks, quality of serv-

ice (QoS) , multiple constraints, path selection

0 Introduction

Traditional networks are designed to forward pack-
ets from source to destination using the shortest route
possible and do not take into account resource require-
ments of applications and overall network state'''. This
is because of the lack of information exchange between
applications and Internet, which may result in poor
routing because many flows can be forwarded through
the same link and generate heavy network congestion.
In order to achieve the best route, a router ideally
needs global knowledge of the current network sta-

2} and dynamically adjusts the forwarding path of

tus
applications to satisfy their quality of service (QoS) on
the available resources.

The demands of QoS for network applications are
diverse. For example, on-line gaming, VoIP or video
demand more bandwidth and low-latency. However,
the requirements of realtime applications cannot be al-
ways met by the standard best-effort Internet. Over the
past years, a lot of literatures have proposed several ar-
chitectures for QoS in IP networks, such as integrated
services (IntServ) , differentiated services ( DiffServ) ,
but none has been truly successful and globally imple-

mented?’. This is because of the lack of visibility of

overall network state. Over large networks, it is diffi-
cult to collect the global view of the network due to the
scale of the network. The problem becomes more chal-
lenging in the Internet because of its completely distrib-
uted architecture.

Software defined networking ( SDN) provides a
solution for an enhanced communication between net-
works and applications. SDN is a developing architec-
ture where network control is decoupled from forward-
ing and is directly programmable. Network intelligence
is logically centralized in software-based SDN control-
lers, which maintain a global view of the network'*’.
The applications can exploit centralized network state
information to seamlessly adapt network behavior to us-
er needs'''. The application-aware controllers can con-
trol the forwarding devices to adjust flows by leveraging
the global view. With the new paradigm of SDN, the
optimal path can be selected for different applications
with diverse demands.

In this work, the advantage of the SDN technique
is used to realize application-aware routing depending
on a global perspective. The controller can make dif-
ferentiated routing strategy according to the overall net-
work state and QoS of applications. The contributions
of this study are as follows:
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(1) the application-aware routing in SDN is in-
vestigated and an optimization model to determine how
to calculate forwarding paths for the traffic with QoS
support is constructed.

(2) An application-aware routing mechanism
which runs on the top of SDN centralized controller and
dynamically calculates routes for network applications is
proposed to fulfill the demands of different services.

(3) The new approach is evaluated and it is
found that it could show competitive performance com-
pared with traditional strategy.

The paper presents the related work in Section 1.
Section 2 formulates the application-aware routing
problem which is solved as a Multi-Constrained Opti-
mal Path ( MCOP) Problem. Section 3 describes the
developed architecture, while Section 4 presents simu-
lation experiments and results. Section 5 concludes the
work.

1 Related work

1.1  Software defined networking (SDN)

SDN is a new networking paradigm in which the
flexibility and innovation of network are increased. It
separates the data plane and the control plane, and the
behavior of the entire network is controlled by a logical-
ly centralized software program. The control plane is re-
sponsible for making forwarding decisions of flows. The
data plane becomes simple packet forwarding devices
which can be programmed via a southbound interface.

With SDN, the network devices no longer need to
understand and process thousands of protocol standards
but merely accept instructions from the SDN control-
lers. OpenFlow'”’ has been one of the most effective
southbound interfaces. It standardizes information ex-
change between the control plane and the data plane.
OpenFlow allows the forwarding path of traffic to be de-
fined based on parameters such as usage patterns, ap-
plications, and network resource, enabling the routing
to respond to real-time changes. However, current IP-
based routing does not provide this level of control.

A few of works have been conducted based on the
SDN technique. Plug-n-Serve'®’ was an Open-Flow
based server load-balancing system which can keep
track of state and control the routes. The system effec-
tively reduces response time of web service in unstruc-
tured networks. Ref.[7] developed a load balancer
system which can handle multiple services with the
multiple OpenFlow controllers. Ref. [8] implemented
a load-balancer architecture based on the OpenFlow to
reduce the cost and increase the flexibility. B4’
adopted SDN architecture for the data center WAN in-

terconnect and developsed centralized traffic engineer-
ing mechanisms. They claim that many links have
achieved near 100% utilization.

1.2 Application-aware routing

Qazi, et al. "' proposed that application-aware-
ness became even more important with SDN and pres-
ented a framework, Atlas, which has realized fine-
grained, accurate and scalable application classifica-
tion in SDN based on a machine learning technique.

Jarschel, et al. '"'" combined application-state in-
formation with SDN network control for network man-
agement. They had emulated a path selection scenario
for an access network provider. The application station
information were collected for informing the controller
that an action was required for a particular flow in or-
der to maintain the Quality of Experience ( QoE) for
the user.

Adami, et al. '™’ proposed a new control applica-
tion that enabled differentiated routing for traffic flows
belonging to different service classes. Deep packet in-
spection module was used to detect the type of traffic.
Then, the new control application made routing deci-
sions based on the real-time network status information
and enforced a differentiated traffic routing for different
applications.

Egilmez, et al. '™ presented a new framework for
optimization of forwarding decisions to enable dynamic
QoS over OpenFlow networks. They applied their
methodology to scalable video streaming whose QoS was
improved significantly.

The proposed approach in this work differs from
the prior work in two aspects; a) The application-
aware routing problem formulated and an optimization
model is constructed. b) QoS guarantee of all applica-
tion is focused on. Unlike other solutions, on a single
streaming is concentrated.

2 Problem model

In order to generalize the basic idea of the pro-
posed solution, the application-aware routing model
which finds a routing solution that it provides QoS guar-
antees to different applications dynamically is devel-
oped.

2.1 Problem formulation

Each application has different QoS demands.
Among the various QoS parameters, the two major ones
are bandwidth and end-to-end delay'"*'. Ref. [3] pro-
poses that the delay variation is a significant QoS pa-
rameter in video streaming applications. So, band-
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width, end-to-end delay and delay variation ( jitter)
will be employed as the constraint in this work. The
parameters can be classified into additive (e. g. , de-
lay, jitter) and non-additive (e. g. , bandwidth). The
application-aware routing problem is then to find routes
that satisfy some QoS requirements of every traffic
flow, at a minimal cost. For the additive parameters,
the cost of an end-to-end path is given by the sum of
the individual link values along the path. However, for
the non-additive parameters, the cost of a path is de-
termined by the value of the bottleneck link!"’.

The application-aware routing is posed as a multi-
constrained optimal path ( MCOP) problem. The net-
work is modeled as a directed graph G = (V, E),
where V is the set of nodes and E is the set of links.
Each link (i, j) e FE is associated with a cost value ¢
(1, j), bandwidth b(t, j), delay d(i, j) and jitter j
(i, j). The forwarding paths R of application A; are
characterized by the following values

® source node S; and destination node T,

® bandwidth requirement B, ;

® maximal end-to-end delay constraint D, ;

® maximal delay variation J,

Given the three constraints, the MCOP problem is
to find a path p from the source node S; to the destina-
tion node 7, such that.

(1) min{d(i, j)) | (i,j) e pl =B,
(2) w,(p) = 2 d(i, j) <D,

(i, j) ep

(3)w(p) = D ji, ) <,
(i, j) ep
(4) c(p) = Z c(i, j) is minimized over all
(i, j)ep
feasible routes satisfying (1) (2) (3).

The non-additive QoS parameter such as band-
width can be preprocessed by removing all links that do
not meet the demands. The additive QoS parameters
such as delay, delay variation are combined into one
cost metric by using the nonlinear cost function. The
formula is

e, (p) = (w“lgf)))A+(wf§f’))A (1)

where A = 1.

Ref. [ 15] has proved that the probability of find-
ing the feasible paths will be increased if A is increased
in Eq. (1). When A — o , the chance of finding the
feasible paths is the largest. The Eq. (1) can be re-
placed by

e (p) = lim, .c,(p) (2)

The largest item in Eq. (1) will dominate the
c,(p) asA — . So Eq. (2) can be replaced by an-
other cost function as follow.

c,(p) = max{w‘il()f))’wi;ip)} (3)

2.2  Solution to the multi-constrained optimal
path problem

The solution to the MCOP problem will try to find
a feasible path that satisfies QoS requests from source
to destination with the minimum cost. The MCOP prob-
lem is known to be NP-complete. Some ways to this
problem have been proposed, such as heuristic and ap-
proximation algorithms. H _MCOP'"/ is a classical al-
gorithm to solve the MCOP problem and the H _MCOP
algorithm is used.

As shown in Table 1, the H _MCOP algorithm
maintains the labels for each node u. Then, it uses the
information to search the feasible paths. A pseudo code
for H_MCOMP is shown in Fig. 1. The algorithm exe-

cutes two modified versions of Dijkstra’s in backward

Table 1 Node information
Notation Meaning
s Source node
t Destination node
rlu] The shortest path form u to ¢ (¢, withA = 1).
R.[u] The individually accumulated link weights from u to ¢.
a,[u] The predecessor of u on this optimal path.
The cost of a foreseen complete path that goes
glu] from s to ¢ via node u.
G, [u] The individually accumulated cost of link weights
from s to u.
a lu] The primary cost from s to &.
clu] The predecessor of u on this path.

H MCOP(G=(V, E), s, t,cx, k=1,2,... ,K)
1 Reverse Dijkstra(G = (V, E), 1);
2if r[s]> Kk then

3 return failure /* there is no feasible path */

4 end if
5 Look Ahead Dijkstra(G = (¥, E), s);
6if G,[t]<cVvk=12..,K then

7 return the path /* a feasible path is found */

8 end if

Fig.1 The heuristic algorithm for the MCOP problem''’
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and forward directions. In the backward direction, the
algorithm uses Reverse Dijkstra'"® to find the optimal
paths from every node u to ¢. For that, it uses function
¢,(p) (A = 1) as cost metric. If there are feasible
paths, the algorithm calls Look _ Ahead _ Dijkstra in
the forward direction. This procedure finds the optimal
path w. r. t the cost function ¢, (p) (A > 1).

The H _ MCOP algorithm only needs to run Dijk-
stra’ s algorithms twice to solve the MCOP problem
with the complexity of O(nlog(n) + m) , where n and
m are the number of nodes and links, respectively.
The algorithm can reduce the AvgCost when the net-
work contains a large number of feasible paths, and in-
crease the utilization of network resources. Therefore,
the H _ MCOP algorithm is well suited for use in dy-

namic application-aware routing.

3  An architecture for application-aware
routing with QoS support in SDN net-
works

3.1 Application-aware in SDN

The packets are forwarded from source to destina-
tion using the shortest route in traditional networks.
The forwarders are usually agnostic to the applications.
In many cases, static network configuration may cause
the network resources waste and poor user experience.
However, SDN can make an intelligent network and

open the door for on-demand resource allocation'* .

The APIs of SDN, such as OpenFlow, are capable of
layer 1.2/3/4-based policy enforcement but they cur-
rently lack higher layer application awareness "’ .
OpenFlow allows the flexibility of defining flows using
layer 14 header fields. So, in this study, the port-
based approach is used to achieve layer L7 awareness
which can differentiate varieties of applications. When
the traffic arrives, its port is initially detected by the
controller. Then, the traffic flow is classified to a pre-
defined class and forwarded according to the QoS de-
mands of this application. Other methods should be de-
veloped to realize layer L7 awareness, but are out of
the scope of this work.

3.2 Dynamic routing with QoS-enabled in SDN
In order to meet QoS requirements of applica-
tions, a dynamic routing mechanism, which can in-
stantly modify the routing rules based on the visibility
of overall network state, is presented. The routing
rules are determined by the controller of OpenFlow.
Then, the controller installs the rules in the forwarders
of OpenFlow. The network forwarders transmit the traf-
fic flows according to the routing rules. However, it is

impossible to change network routing on a per-flow ba-
sis in the current Internet architecture'>’. The control-
ler is the brain of SDN network and includes different
components. The solution proposes a controller which
depicted in Fig.2 and consists of various interfaces and
modules. The detail descriptions of these components
are as follows.

Controller-Application interface: The north-
bound API presents a network abstraction interface to
the applications. They are used to communicate be-
tween the SDN Controller and applications running over
the network.

Controller-Infrastructure interface. The con-
troller communicates with network infrastructure de-
vices by a secure OpenFlow protocol, which provides
an open protocol to program the flow-table in different
forwarders.

Topology management module: This module
can help the controller have knowledge of network con-
nectivity topology. It is realized by the Link Layer Dis-
covery Protocol (LLDP)'"7’. To mitigate the overhead
of transmitting LLDP packets, this module is triggered
only when the links are initialized or broken off.

Application

A
i Northbound API

Controller

Topology Traffic statistics

module module

Traffic
classification
module

Routing module

Service QoS
management monitoring
module module
OpenFlow 1 ¢ hbound API
Protocol

Network infrastructure

Fig.2 The architecture of the Controller

Traffic statistics management module: This
module gathers the up-to-date network state from Open-
Flow forwarders, such as table, flow, port and queue,
which can be used to get the precise status of overall
network.

Routing module: The topology information and
traffic statistics are input to this module, which calcu-
lates routes for different types of flows. The appearance
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of network congestion, this module recalculates a new
route for applications.

Traffic classification module: This module is re-
sponsible for traffic classification. When a new traffic
flow arrives, this module classifies it to a pre-defined
class.

Service management module: This module
manages and stores the requests of applications, which
are described by an XML format'" as shown in Fig. 3.

e Application Category

- “Real-time”’| “Non real-time ”

e  Application Type

- “Web Browsing” | “FTP” | “Video” | “VoIP” | “Audio
Conferencing” | “Music”

e  Requirement type:

- “bandwidth” | “delay” | “jitter” | “loss_rate”

e  Unit:
- “bps” | “Kbps” | “Mbps” (bandwidth)
- “second” | “millisecond” (delay, jitter)

- “ratio

”l“

percent” (loss_rate)

Fig.3 An application profile grammar' '*!

QoS monitoring module; This module monitors
the QoS change of network traffic. If the requested QoS
level is not available, this module notifies the routing
module which recalculates a new route for the traffic
flow.

When the traffic arrives, it is initially received by
the traffic classification module of the controller and
this module recognizes the type of application. Then,
the service management module determines the re-
quests of this application. If the QoS demands of appli-
cation are satisfied by the network resources, the rou-
ting module computes an optimal route and the control-
ler uploads the flow table to the appropriate forwarders.
Meanwhile, the QoS monitoring module monitors the
QoS change of applications. If the requested QoS level
is not available, the routing module is reactivated to
determine a new route for the data flow.

There are different QoS demands for traffic of cer-
tain types. Thus, the routing module can make routing
decisions for a differentiated treatment of various appli-

cations. The traffic flows are defined as different types:
QoS service flows and best-effort service flows. The
routing module calculates routes for each traffic flow
based on its flow type. The route of QoS service flows
can be dynamically recalculated based on the network
state.

4 Experimental validation

To evaluate the performance of the proposed appli-
cation-aware routing architecture, a comprehensive
SDN test network based on POX'"' and Mininet ®’ is
created and extensive simulation using the network
shown in Fig. 4 is conducted. The topology is acquired
by emulating an enterprise production network where
QoS service streaming is generated.

The emulated network (see Fig.4) consists of 6
Hosts and 10 OF-enabled switches. The link capacities
of network are set to be SMbps, 10Mbps and 15Mbps
and randomly assigned to each link. The bursty behav-
ior of network traffic in sub-second small time scales is
modeled to a Posisson random process'”''. Thus the
Posisson model is used to generate the cross traffic for
each link. The link delays are set to 10ms, 15ms and
20ms randomly.

Controller

Fig.4 The network scenario

A QoS service which satisfies the constraints B; =
2M, D, =10ms, J, =100ms is emulated. The control-
ler calculates routes for the QoS service by using the H
_ MCOP algorithm. When a new service is arriving,
the proposed controller executes following steps

® The data flow is classified to a pre-defined
class.

® The QoS requests (B;, D,, J,) of this applica-
tion are acquired from the service management module.

o If this application is a QoS service, the routing
module calculates route for it by solving the MCOP
problem using the H _ MCOP algorithm.

® The QoS change of this application is moni-
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tored by the QoS monitoring module for each time inter-
val. The controller reroutes for this service when the
demands are not met by the previous route.

In order to show the feasibility of the solution, two
following scenarios are experimented ;

Scenario 1: Routing without application-aware. In
this scenario, all packets are sent using the shortest
path.

Scenario 2: Routing with application-aware. In
this scenario, firstly, the applications are classified by
the solution. Then, the QoS services are transmitted by
using the H _ MCOP algorithm and the best-effort serv-
ices are sent by using the shortest path.

These scenarios are simulated with the low, medi-
um and high load network respectively. Then, the end-
to-end delay, packet loss, jitter are measured.

4.1 Low load

The comparable performance for two scenarios in
low load is depicted in Fig.5. Fig.5(a), (b), (c)
show the loss rate, jitter and end-to-end delay observed
during the emulation experiments, respectively. In
Fig.5(a), the average packet loss rates are 0.57% and
0.28% for two scenarios, respectively. The average
jitters for two scenarios are 0.07ms and 0.04ms,
which are observed in Fig.5(b). From Fig.5(c), it
is found that the average end-to-end delays for two sce-
narios are 6.0ms and 5.9ms, respectively. The per-
formance of the solution is similar to the without appli-
cation-aware mode in low load, which implies that the
shortest path is selected by our proposed approach to
forward network traffic.

4.2 Medium load

In Fig. 6, the performance for two scenarios with
medium load network is described. Fig.6(a) de-
scribes the average packet loss rates which are 3.54%
and 0.31% for two scenarios. From Fig.6(b) , it can
be observed that the average jitters are 1.52ms and
0. 17ms, respectively. The average end-to-end delays
are reported in Fig.6(c). They are 6.1ms and
5.9ms. It can be seen from Fig. 6 that improved loss
rate and jitter are achieved by the applying application-
aware routing method. At ¢ =30s, the solution finds
that the loss rate is beyond the threshold. And the rou-
ting is recalculated to maintain the quality of the appli-
cation. It highlights that the control application is able
to update routings according to the application status.

4.3 High load

The performance for two scenarios with high load
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Fig.5 Performance comparison of two scenarios in low load

is examined, as shown in Fig.7. The shortest path
method has significant amount of quality loss. The av-
erage loss rate varies from 13% to 82% . On the other
hand, the average jitter and delay are 119.6ms and
10.2ms. However, the solution is not affected by the
cross traffic. The proposed approach first checks the
QoS requests based on pre-defined service definitions.
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Fig.6 Performance comparison of two scenarios in medium load

Then, the route module calculates a QoS opti-
mized path between the source and destination. It can
also dynamically update the forwarding paths of old
flows according to the network and application state in-
formation.
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Fig.7 Performance comparison of two scenarios in high load
5 Conclusions

The best-effort Internet cannot make any promises
about QoS for network traffic. With the new paradigm
of SDN, many new QoS mechanisms can be presented.
In this paper, an application-aware routing architecture
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is presented in SDN network to improve QoS of data
flow, which shows the advantages of combing applica-
tion state information with SDN central control. The so-
lution can fully leverage SDN’ s advantages including
well understanding of the network and flexible adjust-
ment of the flows. In order to meet the requested QoS
level of flows, it can dynamically calculate the routings
for them based on the global network view. To evaluate
the performance of the solution, extensive simulations
are conducted by using the POX and Mininet. In this
simulation, the results verify that the solution can ef-
fectively update the forwarding path of data flows and
avoid the QoS against caused by network congestion.
The proposed application-aware routing mechanism
shows obvious improvement on guaranteeing QoS de-
mands of traffic. The future work will be focused on
implementing this solution in actual networks.
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