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Abstract
To enhance the robustness of a proxy multi-signature scheme and improve its efficiency, a novel

proxy signature paradigm is proposed referred to as identity-based proxy multi-signature (IBPMS).

In this paradigm, multiple proxy signer candidates are employed to play a role of the single proxy

signer in the existing model. A provably secure IBPMS scheme is presented which requires only one

round broadcast operation. Performance analysis demonstrates that the new scheme outperforms the

existing multi-signature schemes in robustness and communication. These properties are rendered to

our IBPMS scheme as a more practical solution to secure e-transaction delegation applications of

proxy signatures.
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0 Introduction

Digital signature protocols allow message transmis-
sions among a group of users with non-repudiation, us-
er identification, and message authentication. Many
variants of signatures such as blind signature''’, proxy

signature 2 signature B

multi-proxy and  proxy
multi-signature ( PMS for short) "*' have been proposed
to meet different application demands, among which,
the proxy signature protocol is constructed to empower
a signee to issue a message on behalf of another sign-
ee.

Proxy multi-signature plays an critical role in the
following scenarios. There may be real estate owned by
m(m >1) entities, any legal transaction that wants to
sell or rent out the assets must be permitted by all the
m owners. In other words, it must be signed jointly by
all the entities, or signed by their designated proxy
signers. For the latter case, any transaction of the real
estate needs to be executed with the permission issued
by all the owners’ proxy signers. One practical solu-
tion to the problem is to allow multiple proxy signers in
a proxy multi-signature, each owner has his/her own
proxy signer.

The PMS scheme’ needs only one round broad-

cast operation for each original signer during the proxy
key generation phase. The proxy multi-signature
schemes in Refs[4-6] do not provide formal definition
or security model. Cao et al. proposed an ID-based
proxy multi-signature scheme which used bilinear pair-
[7]

The existing PMS schemes (e. g., Ref. [59])

only allow one proxy signer candidate. This limitation

ings

may incur a bottleneck to the PMS schemes in some

L0 S llow

applications.  Multi-proxy multi-signature
multiple original signer to delegate their signing capa-
bility to a group of proxy signers. Consider a scenario
where a real estate owned by multiple owners needs to
be rent out or sold. Suppose the owners delegate their
signing capability to some proxy signers. If there is on-
ly one single proxy signer allowed to sign on behalf of
the owners, then the single proxy signer’ s relation-
ships with the owners are different from each other.
He/She may issue some transaction documents which
will meet some owners’ interests but damage the inter-
ests of other owners. To address the drawback, a plau-
sible solution is to allow the owners to choose their own
proxy signers, any owner can designate a proxy signer.
A transaction document is legal if and only if all the
proxy signers sign on it. Another issue in existing PMS

schemes is their communication complexity. Each orig-
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inal signer needs two-round broadcast operations. It s
critical to reduce the number of interaction rounds.
Contribution of the study: Motivated by the a-
bove observations and the work of Ref. [ 12 ], this work
revisits proxy multi-signatures. The contribution con-
sists of two folds. First, a general framework to identi-
ty-based proxy multi-signature (IBPMS) is presented.
In IBPMS, the original signers of a group are allowed
to transfer their signing rights to a group of proxy signer
candidates and any proxy signer candidate can sign a
document on behalf of all the original signers alone.
Second, an IBPMS scheme is proposed which is prov-
ably secure under standard computational assumptions.
A striking feature of the IBPMS scheme is that it de-
mands only one time of broadcasting operation for each
original signer during the proxy key generation phase.
The rest of this paper is organized as follows.
Some background knowledge associated with the work
is given in Section 1. The outline of the proxy multi-
signature scheme and security model are given in Sec-
tion 2. In Section 3, a proxy multi- signature scheme
from bilinear pairing is presented. lts formal security
proofs will be given in Section 4. In Section 5, the ef-
ficiency of the proposed scheme is compared with some

related work. conclusion is given in Section 6.
1 Syntax

In the conventional proxy signature definition, a
proxy signer can sign a message on behalf of an original
signer under the delegation of the original signer. In
Ref. [13], Huang, et al. proposed a security model of
a proxy signature scheme. This model is the most wide-
spread used one for the security analysis. A delegation
usually is produced by the original signer through an
algorithm whose inputs are private key and a certain
message. Therefore, a delegation can be seen as a spe-
cial signature signed by the original signer(In most ca-
ses, it is a signature on a warrant) .

Usually, there is only a single proxy signer in a
PMS scheme"®. All the original signers delegate their
signing capability to one proxy signer. If the designated
proxy signer is unavailable for something unexpected,
then the protocol will be collapsed. Therefore, the
proxy signer may be a bottleneck of a PMS scheme.
One efficient solution to reduce the botileneck effect is
to increase the number of proxy signers and each proxy
signer can sign a message on behalf of all the original
signers separately.

1.1 Protocol variables and member relationship
It is assumed for simplicity that a polynomial-size

set Pis = {U,, U,,--,U,} of potential players. Let

i .
P, denote the initial group. I I denotes an instance ¢,
Pi

of a group member P,. An original group PI.Z ¢ denotes
the group containing all original members through an

instance z P[ZP denotes the group containing all
proxy members and corresponds to PL.2 9. Obviously, it

always holds that PL_Z oy PL_ZP = P,. Let |A| denote
the cardinality of a group A. Proxy signature schemes
(PS) can be classified into six types.
Type T,: 11 P2 = PZo| =1, Pl Zr P20
=0, then the PS scheme is called a type T, scheme.
Type T,: If1 PZ01 > 1,1 PZr| =1, and P| 27

N PL_2 ¢ =@, then the PS scheme is called a type T,

scheme.
Type T,: Ifl PXo1 > 1,1 PXrl =1, Pl 2r
Piz 0 =Pl izp , then the PS scheme is called a type T,

scheme.

Type Ty: If1 PZol =1, 1 PZr| > 1, Pl 2r 0
P’,Z ° =@, then the PS scheme is called a type T,
scheme.

Type Ty: If1 PZ01 > 1,1 PZr| > 1, Pl 2r 0
Piz" = @, then the PS scheme is called a type T

scheme.
Type Ty: Ifl PXo1 > 1,1 P27 > 1, PI 2r 0
Pl_2 ° =@, then the PS scheme is called a type T

scheme.

[7]

Traditional proxy multi-signature'”’ is a type T,

scheme, a traditional multi-proxy signature scheme'”’
is a type T, scheme, a (¢, n) threshold proxy signature

schemes' ™"

is a type T, scheme.
1.2 Bilinear parings

Let G, be an additive cyclic group with prime or-
der ¢, and G, be a multiplicative cyclic group of the
same order . Admissible bilinear pairing map e: G, x
G,— G, is called an admissible bilinear paring if it sat-
isfies bilinearity , non-degeneracy and computability.

The bilinear map can be constructed by suitable
modification in Weil ") or Tate pairings'"®’. The group
equipped with such a map is called a bilinear group),
on which the Decisional Diffie-Hellman problem is able
to be solved within a polynomial-time while the compu-
tational Diffie-Hellman problem is believed hard""".
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2 Modelling identity-based proxy multi-sig-
nature

Inspired by the works of Cao, et al. o Wang, et
al. ' and Rajeev, et al. (8] , and Pointcheval ' | a
formal definition and security model for identity-based
proxy multi-signature schemes are given.

2.1 Definition of identity-based proxy multi-sig-
nature schemes

In an identity-based proxy multi-signature scheme,
the original signers of a group are allowed to transfer
their signing rights to a group of proxy signer candi-
dates, in such a way that any proxy signer candidate
can sign a document on behalf of all the original signers
alone. Let A,, A,,
B,, B,,---,B, be the proxy signer candidates designat-
ed byA,, A,,---,A,. Forl <i<m, A, has an identi-
ty ID, , for1 <j < n, B, has an identity [ng-

-,A,, be the original signers and

Definition 1 An identity-based proxy multi-signa-
ture scheme is a tuple IBPMS = ( Setup; Extract;
Sign; Veri; PMGen; PMSign; PMVeriT).

Setup: On the input security parameter [, PKG
generates public parameters Para of the system and a
master secret key s. PKG publishes Para and keeps
confidential master key s.

Extract: Input master secret key s, public param-
eters Para and an identity ID, and output the private
key S,, of ID. PKG will use this algorithm to generate
private keys for all entities participating in the scheme
and send the private keys to their respective owners
through a secure channel.

Sign: Input public parameters Para, signer’ s
identity /D, his private key S,,, and a message m, and
output a signature g on m.

Veri: On input public parameters Para, signer’ s
identity /D, message m and a signature o on m, the al-
gorithm outputs 1 if ¢ is a valid signature on m for iden-
tity ID, otherwise output 0.

PMGen: This is a protocol jointly executed by all
the candidate proxy signers and all original signers. In-
putID, ,---,ID, ,ID; ,---,ID; , the original signers’
private keys S,,,Al XS ,S,,)Am and the delegation warrant @

which includes the type of the information delegated,
the period of delegation, all the candidate proxy sign-
ers, etc. Any candidate proxy signer B;(j=1,--,n)
can output a proxy signing key skB/_ by inputting his se-
cret key S,Dﬁj. The proxy signing key skB/ can be used
by B; to produce proxy multi-signature on behalf of the

original signers.

PMSign: Input the proxy signing key skB/_, the

*

warrant @ and the message m e {0,1} Output a
proxy multi-signature o 5, ON m.

PMVeri: Inputm, w, Ty, the identities ID, ,---,
D, ,IDBJ. If outputs 1 then Ty, is a valid proxy multi-
signature for m by the proxy signer B;, or outputs 0 oth-

erwise.

2.2 Security model

A formal security model for an identity-based
proxy multi-signature scheme based on the work of Refs
[7,8,20] is given. It is considered that adversary A
tries to forge a proxy multi-signature working against a
single honest user 1. User 1 can be an original signer
or a proxy signer adaptively. A is allowed to access
standard signing oracle, delegation oracle, and proxy
multi-signature oracle.

The goal of adversary A is to produce one of the
following forgeries

(1) A standard signature by user 1 for message m
that was not submitted to the standard signature signing
oracle.

(2) A proxy multi-signature for message m by us-
er 1 on behalf of the original signers such that either
the original signers never designated user 1, or m was
not in a query made to the proxy multi-signing oracle.

(3) A proxy multi-signature for message m by
some user ID,(ID, # ID,) on behalf of the original
signers, such that user ID, was never designed by the
original signers, and user 1 is one of the original sign-
ers.

Consider the following game ;

(1) Setup: The challenger runs the algorithm
Setup of the proxy multi-signature scheme and provides
the public parameters Para to A.

(2) Hash query: A can access the hash oracle,
challenger X responds through the hash oracle and
maintains Ly , Ly, and L, for each hash query.

(3) Extract query; Adversary A can ask for the
private key of any user ID,(ID, # ID, ). The challeng-
er responds by running the Extract algorithm and re-
turns the private key S;, to A.

(4) Signing query: A can query oracle O5(S,, ,
-) onm of his choice, and obtains a standard signature
for m by user 1.

(5) Delegation query: A is allowed to request for
the proxy signing key on the warrant w and the identity
ID,(ID, # ID,). The user 1 may be either one of the
original signers or one of the proxy signers.

(6) Proxy multi-signature query: Proceeding
adaptively, A can request for a proxy multi-signature
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on message m’ with warrant @’ of its choice.

Definition 2 ID-based proxy multi-signature forger
A(t, quy 955 40 9y Qme» M+ 1, &) -breaks the m
+ n users ID-based proxy multi-signature scheme by
the adaptive chosen message and given ID attack if; A
runs in time at most ¢, and A makes at most ¢, queries
to the hash queries, at most g, queries to the extraction
queries, at most ¢, queries to the signing queries, at
most ¢, queries to the delegation queries and at most
q,m, queries to the proxy multi-signature queries, and
the success probability of A is g at least.

Definition 3 An ID-based proxy multi-signature
scheme is (¢, qy, 4z, 4., Gy s Qe M+ 1, &)-secure
against adaptive chosen message and given ID attack,
if there is no adversary who can (¢, g4, q;, q., q,,,
Qe » M+ 1, &)-break it.

3 Proposed identity-based proxy multi- sig-
nature scheme

In this section, an identity-based proxy multi-sig-
nature ( IBPMS for short) scheme is presented based
on the ID-based aggregate signature scheme'" and IB-
PMS scheme'®’. The scheme has following phases:
Setup , Extract, Sign, Veri, PMGen, PMSign, PMVeri.

Setup: It takes as input the system’ s parameter
l, PKG generates two cyclic groups (G,, + ) and (G,,

- ) of order ¢(¢ >2'), where P is a generator of the
additive group G,, and e is an admissible bilinear map
e:G, x G, — G,. PKG randomly chooses an integer s e
Z, ,and sets P,, = sP e G,. PKG selects four colli-

sion resistant hash functions H,: {0,1} " — G,, H,,

q

Hy,H,:10,1} " — Z . The public system parameters
are Para = (é’l’Q7pyGl 702 ,Hl ’HZ 7H3 ’H4 ’Ppub)‘
The master key is s.

Extract: For a user with /D, PKG computes its
public key as Q,, = H,(ID) e G, and private key as
S,y =sQ,p. Thus original signer A,, has its public key
Q,, (fori = 1,---,m) and corresponding private key
Sy, - Similarly, for the n proxy signers, the public
keys are (), and corresponding private keys are S,

J 7
(forj=1,--,n).
Sign ; To sign a messagem e {0,1} ", with a pri-

P

vate key S;,, randomly selectx € Z, , and compute V|
= xP, H =H,(m), and Ws = S,, + xHP . The sig-
nature on message mis o = (V,,W,).
Veri: To verify a signature o = (V,, W,) on mes-
sage m for an ID, the verifier computes Q,, = H, (ID)
and H = H,(m). The signature is accepted if e( W, ,

P) =e(Q, + HV_, P,;) , otherwise it is rejected.

The Sign and Veri algorithm above is the same al-
gorithm as the Shim’ s IBS scheme'"’ | and for short
the Shim’ s IBS scheme is denoted as SIBS.

PMGen: In this phase, the original signers per-
form the following job to make a message warrant w,
jointly with the proxy signers. w includes some specific
information about the message, restrictions on the mes-
sage, time of delegation, identity of original and proxy
signers, period of validity, and so on. Unlike the tra-
ditional proxy multi-signature schemes, the warrant @
in our scheme will declare a proxy signer group {B; | 1
<j < n}, any B, can sign a message on the behalf of
the original signers {A, | 1 < i < m}.

Delegation; To delegate the signing rights to the
proxy signers, each original signer A, (forl <i<m )
randomly chooses t; € Z, and computes V; = t,P, h,

=H,(w) e Z,, W, =S, +th,P
(W,,V,,w) to the group of proxy signers.

i

wub » and broadcasts

Delegation verification: Each proxy signer B; ( for
1 <j<n) computesh, = H,(w) and accepts the del-
egation value (W, V., w) on warrant w, if the equality
e(W, ,P) = é(Q,,)AL_ + h,V., P_,) holds. Otherwise,

B; terminates the protocol.

pub

Proxy key generation: After receiving the valid
delegation value (W,,V,,w) (forl <i < m ), each

proxy signer B,(forl <j<n) setsV = z --IV"' and
hy = Hy(w || V), generates its proxy signing key as
sky, = Zile + hasm,;/.-

PMSign: Using sk, , B;(1 <j < n) can sign the
message m under @ on behalf of the originals A,(1 < i

< m). In this phase, B, chooses x; € ;Z, , and com-

q
putes
VR]- = ij§h4 =H,(m|w|V) e Z{,*;
Wy, = skB/ + x;h, P
The proxy signature for message m issued by B; on

A, s oy = (ng,

pub

behalf of the original signers A, ,---
Vi, V, ).

PMVeri: To verify a proxy multi-signature oy =
( Wi, Vs, V,w) on message m under a warrant w, the
verifier operates as follows ;

1. Checks whether or not the message m conforms
to the warrant w. If not, stop. Otherwise, continue.

2. Checks whether or not the proxy signer B; is on
the authorized list in the warrant w. If not, stop. Oth-
erwise, continue.

3. Computesh, = H,(w), hy = Hy(w | V), h,
= H,(m | w| V). Then checks if it holds that
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e(Wy,P) =e( " Qu, +hV+h0Q,

+ h, VB, ’Ppub)
Our PMS scheme allows n candidates of proxy sig-
If n =1, then our PMS scheme is a
traditional PMS scheme, namely a T, proxy signature

ning B, -, B,.

scheme; If n > 1, then the PMS scheme is a T proxy
signature scheme.

If set the number of proxy signers n > 1 in the
PMS scheme, and use the PMS scheme to be a tradi-
tional PMS scheme, that is to say, a message can be
checked as valid when one of the proxy signers signs on
it. In this situation, the proposed PMS scheme enjoys
better robustness than a traditional PMS scheme, be-
cause, a traditional PMS scheme will not work if the
unique proxy signer is not available. Thus a T scheme
enjoys better robustness than a T, scheme if a message
needs only one proxy signer to sign on it.

An e-transaction application instance: Suppose
there is a real estate owned by multiple entities needed
to be sold out. The owners authorize proxy signers to
sign e-transaction documents. If there is only one sin-
gle proxy signer allowed to sign messages on behalf of
all the owners, then how to choose the single proxy
signer admitted by all owners is another open problem.
The relationship between the single proxy signer and
owner A, is different from that between the single proxy
signer and owner A;(i # j). By using the proposed
PMS scheme, each owner is allowed to choose her/his
own proxy signer, then m original signers have n proxy
signers, there m =n. Any e-transaction document can
be verified as valid only if all the n proxy signers sign
on it. The whole process contains m times PMSign sig-
ning and m times PMVeri verifying.

4 Analysis of the scheme

4.1 Correctness
1. The correctness of delegation process:

é(Wi,P) = é(SIDA, + tihZPpuh’P)
= é(SQmAv + t;h,sP,P)
= é(QIDAL, + hZVi’Ppub>
2. The correctness of PMSign and PMVeri algo-

rithms from the following equalities ;

E(WB,,P) = é(skb,] + xR, P, P)

pub

P)

i pub »

=e( X W, +hS,, +xh,P
i=1 /

= e( Z Z.HZIQmAi +71‘2V+71‘3QBJ- +7‘4V3,,Ppub)

4.2 Security proof
Theorem 1. Given a security parameter [, let G,

be a (¢',&")-CDH group of prime order ¢ >2' Pbea
generator of G,, and e:G, x G, — G, be a bilinear
map. Then the identity-based proxy multi-signature
scheme on G, is (1,q,,45,q, G, Gy ,M + 1, & )-se-
cure against forgery for any ¢ and & satisfying
e=ze(qp+1) - (1 + (1 -1/(gz +1))%)
+ (1 = 1/(qE +1))nrmrim) ~lg’
t<t - C(;I(QH, +qu, T4y, t qu, t 2q,
+3q, +3q,, +3q,, +9)
where e is the base of natural logarithms, and C; is the
time of computing a scalar multiplication and inversion
on G,.
Proof. Suppose adversary (, ¢, 4z, q., Qps Qs ™
+n, g)-breaks the proxy multi-signature scheme. X
is given X = xPand Y = yP. lts goal is to output xY =
xyP. X interacts with A as follows .
Setup: Algorithm X initializes A with P

pub

=X as
a system’ s master public key. A selects an identity
,.

H,-queries: At any time A can query the random
oracle Oy . To respond to these queries, X maintains a
list Ly, of tuples (ID;,Q,, b;, ¢;) . When an identity
ID; is submitted to the O, , X responds as follows:

(1) If the query ID, already appears on the list
Ly, in some tuple (ID,;,Q;, b;, ¢;), then algorithm X
responds with H, (ID.) = Q..

(2) Otherwise, X generates a random coin ¢ e
{0,1} such that Pr[c¢ = 0] = A.

(3) Algorithm X picks a random b, € Z,. If ¢ =
0, algorithm X sets Q, =b,Y, If ¢ =1, X sets Q, =
b,P.

(4) Algorithm X adds the tuple (ID,,0Q,, b, c;)
to the list L, and responds to A with H, (ID;) = Q..

H,-queries: A can query the random oracle O .

X maintains a list L, of tuples (w;,v;). When a war-

rant ; is submitted to the 0, , X responds as follows:

(1) If the query w; already appears on the list L,
in some tuple (w,,v;) then algorithm X responds with
H,(w;) = v,

(2) Otherwise, X picks a randomv, e Z, adds
the tuple (w;,v;) to the list L, and responds to A with
H,(w;) = v,

H,-queries: At any time A can query the random
oracle 0, with (w,V). X maintains a list L, of tuples
(w,V,n). X responds as follows:

(1) If the query (m,w) already appears on the
Ly, then X responds with H;(w || V) = 7.

(2) Otherwise, X picks a randomn € Z,, adds
(w,V,n) to Ly, and returns Hy (w || V) = 7.



204

HIGH TECHNOLOGY LETTERSIVol. 22 No. 2| June 2016

H,-queries: At any time A can query the random
oracle O . To respond to these queries, X maintains a
list L, of tuples (m,w,V,y). When a tuple (m,w,V)
is submitted to O, , algorithm X responds as follows:

(1) If query (m,w,V) already appears on the list
Ly, in some tuple (m,w,V,y), then algorithm X re-
sponds with H,(m | || V) = y.

(2) Otherwise, X picksy e 2/

, » and adds (m,
w,V,y) to Ly, and returns v.

Extraction queries: Let ID,(i # 1) be a private
key extraction query issued by algorithm A.

(1) X runs the above algorithm for responding to
H, -queries to obtain a Q; € G, such that H,(ID,) =
Q.. Let (ID,,Q,, b,, c;) be the corresponding tuple on
the list L, . If ¢; =0, then X outputs “failure” and ter-
minates.

(2) Otherwise ¢; =1 and ; = b,P. Define S;, =
b,P,,- Itis seen that S, = bxP = xQ; and therefore
Sy, is the private key associated with the public key
ID;. Returns Sy, . The probability of success is1 - A.

Signing queries; A is allowed to requests O, for
standard signature with (ID,,m,). X maintains a list L,
of tuples (ID;, m;, V., W, ). When (ID,,m,) is sub-
mitted to the O, X responds as follows :

(1) If the query (ID,,m,) already appears on the
list L, in some tuple (ID;, m;, V,, W, ), then algo-
rithm X responds with (W, , V).

(2) Otherwise, algorithm X recovers (ID;, Q,,

b;, ¢;) and (w,,v;) , choosest;, € xZ sets V, =1,P
G, and W, = (10, +b,)P,, € G,. The pair (W_,V, )
is a valid signature on message m, under ID,. Then al-

gorithm X returns (W, , V) and adds it to L,.

Delegation queries
Case 1: A requests to interact with ID; where ID,
plays the role of one of the proxy signers. For this, A
generates a warrant @, obtaining H, (w) = v, by access-
ing the O, oracle. Then algorithm X chooses t;, e ,Z
and computes W, = SID/ll- +t,H,(w)P

L » Where SIDA,: is

the private key of the original signer A, and algorithm X
sets V, = 1,P. Then A submits (W, , V, ,0) to X. X
returns a corresponding partial proxy signing key skBj
which involves all (W, , V, ), (1 <i<m). The tup-
le CCW, Vi) ey (W, V) ,a),skBj) is added to
the proxy key generation list L.

Case 2: A requests to interact with ID,, where
ID, plays the role of one of the original signers. To re-
sponds to this query, A generates a warrant @, and re-
quests ID, to sign @ and receives a response (W, ,V, ,

). X returns a partial proxy signing key skB/ which in-
volves (W4| ’VAI ,) and adds (( W/Al ’ VAI ), ( WAm ’
Vi) w,sky) toL, .

In either of the above cases, X recovers (w,,v;)
on L, and gets H,(w;) = v;. If ¢ =0, X returns “fail-
ure” and terminates. If ¢ = 1, it is known that
H,(ID,) = b,P and H, (IDB]) = by P. Considering
these scenarios let W, = (b, +t;)P,, then one can
check the following equation for 1 <i < m: e( W, .,P)

= e( Q[D/‘L, +Hy,(w)V,,P,,).

Hence the above provided proxy signing key which
involves (W, ,V, ) is valid. The probability of success
is1 - A

Proxy multi-signature queries; Proceeding adap-
tively, when the adversary A requests for a proxy
multi-signature on message m with the proxy signer B;,
satisfying the warrant w, X responds as follows:

(1) If the query (Bj,r;L,a)) already appears on
the list L, in some tuple (B, ,m, WB/_ , VB/, ,V,w), then
algorithm X responds with (WBJ, Vs, V).

(2) X runs the above algorithm for responding to
H,-queries on w, recovers (w,v) on Ly, list.

(3) If ¢ = 0, then X returns “failure” and ter-
minates. If ¢ =1, H,(ID,) = b,P or HI(IDBJ) =
by P.

Now X chooses x; €,Z, and computes V =
z ;n:ltiP and Vi, = x,P, gets (w,v), (0,V,n) and
(m,w,V,y) from requesting H,, H,, H, queries re-
spectively. Then X sets Wg, = ( Z :l:lei +v 2 :n:lti +
nby, +y%,) P, Sooy = (W, Vs, V,) is the proxy
multi-signature on message m with a warrant ', issued
by B; on behalf of A, ,---, A,. The tuple (B;, m, Wy,
VB],,V,w) is added to the list L The probability of

pms *
success is at least A.

Hence, the probability that C does not abort dur-
ing the simulation is (1 — X ) 767 %",

Output: If X does not terminate as a result of A’ s
extraction query and proxy multi-signature query, then
A’ s view is identical to its view in the real attack.

Case 1. According to the Forking Lemma ™’ | af-
ter replaying A using the same random tape, X obtains
two valid signatures by running the SIBS scheme'"'. X
obtains (V* ,W* ,m* H,(m*)) and (V*, W*',
m”*, H',(m")) within a polynomial time, where

é(W* ’P> = é(H(’;%* )Q[DA] + V7 ’Ppub) 5

é(W* ", P) = E’(H’z(’;L* )QIDAI + Ve, Ppub)

X recovers (1D, , Q, , by, ¢, ) from L, . 1f C,



HIGH TECHNOLOGY LETTERSIVol. 22 No. 2| June 2016

205

=1, X outputs “failure” and terminates. Otherwise,
it continues, sets H,(m”) = v»" and H',(m"*) =
v*", Then X can deduce

e(W*,P) =e(v b, Y+ V" ,P,);

e(W"',P) =e(v” b, Y+ V" P,);

And it holds that

e(W —W"', P) =e((v" =v"")b, Y, P,,)

X outputs the required xY as (v* - »*')""
b;ll (W* —W""). There are three events needed for X
to succeed; E,; X does not abort as a result of any of
A’ so Extraction queries. E,: A generates a valid and
nontrivial signature forgery o = (V,,W,) on m. E;.E,
occurs and ¢ =0 for the related tuple on the L, .

X succeeds if all of these events happen.

Pr[E, N E, N\ E;]

= Pe[E, ] Pe[E, | E, ] Pi[E, | E, \E,].

Since A makes at most ¢, queries to the Extraction
oracle and Pr[c = 1] =1 - A, thenPr[E,] = A(1 -
A) . If X does not abort as a result of A ’s Extraction
query then A ’s view is identical to its view in the real
attack. Hence, Pr[ E, | E, ] = &. X will abort only if
A generates a forgery such that ¢ =1. Hence, Pr[ E, |
E, NE,] =1/(1 = \). Thus, the probability of suc-
cess is at least A (1 — 1) e,

Case 2; A simulates as a malicious proxy signer.
User ID, is playing the role of one original signer ID, .
For ID, , A does not access the Extraction query, and
does not request a delegation query, and does not re-
quest proxy multi-signature query related with /D, . E-
ventually, A outputs a valid proxy multi-signature for-
gery oy = ( Wy Vi, V,w) onmissued by B; on behalf
of A, ,--+,A,. The oy = ( WB/, VB/_ ,V,w) should satisfy
PMVeri equation
e(Wy,P) =e( X" Qu, +hV+h;Qy +h,V, P,,)
Sets W', = ¥ " Sy +h YV + hsSi, +
h4tBjP1m,, and W, = Wy, - W’B_,, then we have

é( W’Al ,P) = é(Qm,(l + hzvsl ’Ppub) 5

So (W', ,V,) is a valid forgery of the SIBS
scheme. The probability of success is A = (1 — A )"

..

Case 3; When A requests to interact with a user
ID, , where ID, is playing the role of proxy signer ID,, .
For ID, , A does not request the private key in extrac-
tion query, does not request proxy multi-signature que-
ry using (B;,m" ). Similarly to the above Case (2), it
can show that X outputs a valid forgery of the SIBS
scheme with the success probability A - (1 -
)l)‘]E+q,\+qp.\+qpm,\ .

Hence the success probability that X solves the
CDHP in the above game is at least;

((1 = A)% 4+ (1 = X)) s g (] = ) ) 0 m ) ) o

SetA = 1/(q; +1), we can deduce that
((1=1/Cge +1))" + (1 =1/(qp + 1) )" + (1
- 1/(q, + 1)) ¥y 1/ (g, + 1)e = (1/e) -
1/(gqy +1) < (1 + (1-1/(q, + 1)) + (1 = 1/(qE
1)) ) o > g
Therefore

e=e(qy+1) « (1 +(1 =1/(qy +1))%m

+ (1 = 1/(qE + 1) )rrorimtim ) Lo/

For the running time, one can observe that the
running time of X is the same as A running time plus
the time taken to respond to gy, ,qy, ,qy, ,qu, hash que-
ries, g, extraction queries, ¢, signing queries, ¢, dele-
gation queries and g, proxy multi-signature queries,
and the time to transform A ’s final forgery into the
CDH solution. Hence, the total running time is at most
i+ Cc, (qn, +qu, +qu, +qu, t+ 2q; +3q, + 3(],” + 3‘],%-
+9) < t' as required.

S Comparison

The efficiency of the scheme is compared with the
schemes in Refs[ 6-8 ]. In Table 1, E denotes the ex-
ponentiation operation in G,, M denotes the point sca-
lar multiplication operation in G,, P denotes the pai-
ring operation and NoPS denotes the number of proxy
signer candidates. The broadcasting round in which
each original signer needs to execute in the PMGen is

denoted by BREO.

Table 1  Performance analysis
Schemes PMGen PMSign PMVeri Provable security BREO NoPS
Scheme in Ref. [ 6] Bm+1)M +3mP +mE 1P + 1E +2M + 3P +2F No 1 1
Scheme in Ref. [ 7] (2m +1)M +3mP 2M 4P + M Yes 2 1
Scheme in Ref. [ 8] (Bm +1)M +3mP + mE  2M M +3P +E Yes 2 1
Our scheme (3m +1)M + mP 2M 3M + 2P Yes 1 multiple
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From Table 1, it can be seen that the proposed
scheme is more efficient than the schemes in Refs[ 6-
8]. Especially, the PMS scheme demands only one
round broadcasting operation for each original signer,
and the proxy signer candidates is not unique. These
two characteristics make our PMS scheme more practi-
cal and efficient than the other schemes. It is supposed
a valid message only needs the signature of one of the
proxy signers.

6 Conclusion

In this work, a novel proxy multi-signature
scheme is presented. The proposed proxy multi-signa-
ture scheme demands only one round broadcasting op-
eration for each original signer during the proxy key
generation phase. The scheme allows multiple proxy
signers, improves the reliability of the PMS scheme. A
formal security proof for the proposed scheme is also
proposed.
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