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Abstract
Efficiency and scalability are still the bottleneck for secure multi-party computation geometry

(SMCG). In this work a secure planar convex hull (SPCH) protocol for large-scaled point sets in

semi-honest model has been proposed efficiently to solve the above problems. Firstly, a novel priva-

cy-preserving point-inclusion ( PPPI) protocol is designed based on the classic homomorphic encryp-

tion and secure cross product protocol, and it is demonstrated that the complexity of PPPI protocol is

independent of the vertex size of the input convex hull. And then on the basis of the novel PPPI pro-

tocol, an effective SPCH protocol is presented. Analysis shows that this SPCH protocol has a good

performance for large-scaled point sets compared with previous solutions. Moreover, analysis finds

that the complexity of our SPCH protocol relies on the size of the points on the outermost layer of the

input point sets only.

Key words: secure multi-party computation, secure multi-party computational geometry

(SMCG) , secure planar convex hull protocol (SPCH) , privacy-preserving point-inclusion protocol

(PPPI), semi-honest model

0 Introduction

With the rapid expansion of smart phone and tab-
let markets, location based service ( LBS) becomes
more and more popular. LBS uses information on the
geographical position of mobile devices and it has a
large number of users in social network. Although the
LBS applications have significant benefits, some of
them reveal privacy of users which may attract security
risk. For example, revealing that a master is not at
home may be a risk if that information is discovered by
thieves. Several technical approaches exist to protect
privacy in LBS. One way that formalizes privacy re-
quirements for LBS is done by secure multi-party com-
putation (SMC) protocols. SMC enables mutually sus-
picious parties to compute a joint function on their pri-
vate input in a manner that at the end parties know
nothing useful and except the result. SMC was intro-
duced by Yao''', further extended by Goldreich, et
al. *! and other researchers. A series of works have
considered the design of more efficient SMC protocols
in all kinds of application area.

As a special application area of SMC, SMCG aims
to protect the input data in a geometric function compu-
tation. SMCG was proposed by Atallah, et al. ' in
2001. Since its instruction, SMCG has been extensive-
ly studied because it can be wildly used in many appli-
cations e. g. the privacy issue in LBS applications. In
this paper, the SMCG line is followed to protect the
privacy information in the geometry function computa-
tion, which mainly focuses on two classical SMCG
problems, namely PPPI and SPCH.

PPPI problem: Alice has a convex hull P =
{Po> P> P, | , where p, is the bottom-left point and
other points are sorted anticlockwise. Point p; can be
described asp;, = («;, y,) forO < i < n. Bob has a
point¢g = (m, n). Alice and Bob wish to estimate
whether ¢ locates in P without revealing to each other
anything intended. Concretely, Alice cannot get the
value of ¢ and Bob cannot get anything about P.

SPCH problem: Alice has a point set A,Bob has
a point set B. Alice and Bob wish to jointly find the
convex hull for these A U B points. However, neither
Alice nor Bob wish to disclose any more information to
each other than what can be derived from the result.
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PPPI and SPCH are the classical and best studied
problems in SMCG. Since their introduction, several
techniques have been used to realize PPPI and SPCH
protocols. Solutions to PPPI and SPCH include ;

Circuit-Based Solutions A naive solution to PPPI
or SPCH is using the circuit-based SMC, which is a
generic secure computation protocol that allows the se-
cure evaluation of arbitrary functions, expressed as
Arithmetic or Boolean circuits. The most classical cir-
cuit-based SMC protocol called GMW was introduced
by Goldreich, et al’*’. Their solution allows evaluation
of arbitrary functions between two parties in the semi-
honest model. Improved GMW protocols are proposed
in Refs[ 4-6 ] recently. Although any polynomial-time
multi-party computation can be done by circuit-based
solutions, this generic approach is sometimes impracti-
cal due to its complexity. Recent research on PPPI and
SPCH focuses on finding more efficient privacy-preser-
ving custom algorithms.

Custom PPPI Solutions
protocol was proposed by Atallah, et al. .

The first custom PPPI
Li, et
al. """ proposed an approximate secure multi-party
graph inclusion protocol based on Monte Carlo ap-
proach and Cantor encoding. Luo, et al. "*' proposed a
PPPI protocol to determine whether a point was inside a
convex polygon based on the secure cross product pro-
tocol; the computational complexity of their protocol is
O(tnlogn + tn”) where t denotes the vertex size in the
convex hull. Based on additive homomorphic encryp-
tion, Liu et al. developed a privacy-preserving point-
line relation determination protocol'”’ and the computa-
tional complexity of their protocol was O( tlogn + tn’).
As evaluating the positional relationship between a
point and every edge in the convex hull is an intuition
to address the PPPI problem, it is found that the com-
putation and communication complexity of the previous
protocols using this intuition rely on the vertex size of
the input polygon. When the vertex size of the input
polygon is large, the previous protocols are less effi-
cient.

Custom SPCH Solutions Lu, et al. """ provid-
ed a SPCH scheme based on Graham algorithm with the
computational complexity O(rN’ + NlogN) where N de-
notes the size of the input points set. Based on the Eu-
clid-distance Measure scheme, Wang, et al. """ pres-
ented an approximate solution to the SPCH problem
with computational complexity O(N° + N’logN).
Hans, et al. "' constructed an improved SPCH proto-
col with complexity O(NlogN), unfortunately it was
shown in secure in Ref. [ 13]. Wang, et al. presented
a SMC protocol for two party convex hull construction

with quadratic communication complexity'"*'. In addi-
tion, Li, et al. ""*! presented a quadratic SMC protocol
for approximately three-dimensional convex hulls. Like
the existing custom PPPI protocols, it is found find that
the complexity of these SPCH protocols relies on the
size of input point sets. When the input point sets are
large, the protocols are less efficient.

In this work, two effective SMCG protocols inclu-
ding a PPPI protocol and a SPCH protocol are proposed
in the semi-honest model. In the PPPI protocol, par-
ties do not need to determine the positional relationship
between the input point and every edge in the convex
hull; they only need to determine the positional rela-
tionship between the input point and one edge which is
called the nearest edge. When the size of the input
convex hull is large, the proposed protocol is more effi-
cient. The SPCH protocol is designed based on the in-
cremental method. As the parties compute the convex
hull of their input point sets respectively in the prepro-
cessing stage, the complexity of the SPCH protocol is
only related to the size of the points in the outermost
layer. Compared with the previous SPCH protocols,
the proposed protocol is faster when the input point sets
are large scaled.

Analysis shows that the new protocols are secure
in the semi-honest mode. The semi-honest model as-
sumes that parties follow the protocol correctly, and
there is no efficient adversary that can extract more in-
formation from the transcript of the protocol execution
than what is revealed from the output. The scheme se-
cure is not given against malicious adversaries for three
reasons. First, the semi-honest model is secure enough
when it is hard to tamper the protocol software. This is
just right fit for our settings. Second, most of the exist-
ing SMCG protocols'”" and many advanced SMC pro-

%) are proposed in the semi-honest model. The

tocols'™
choice of semi-honest model follows the previous work.
Third, it is an independent object of interest in SMC to
convert protocols in semi-honest model to malicious
model ”**'. These conversions can be used to change
the proposed protocols’ secure model if necessary. The
security analysis of our protocols uses the definition of
the security in semi-honest model given by Gold-
29]

reich' ' This analysis method is widely used in SMC
protocols.

The paper is organized as follows. Section 1 de-
scribed the preliminaries. Section 2 depicts the pro-
posed PPPI protocol. The SPCH protocol is presented

in Section 3. Conclusion is drawn in Section 4.
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1 Preliminaries

1.1 Millionaire protocol

In 1980’ s, Yao'' proposed a constant-round pro-
tocol called Millionaire Protocol ( MP) to securely com-
pare two private input data owned by the two partici-
pants separately. In the proposed protocol, MP is used
as the underlying block. In the rest of the paper, MP
is used (x, y) to denote the Millionaire Protocol with
the input data x and y. The return of MP(x, y) is de-

fined as
I,x >y
Return = {(), X =y
-1,x <y

1.2 Homomorphic encryption

Homomorphic encryption allows us to compute in
the cipher text as we do in the plain text. For additive
homomorphic encryption, the additive cipher text
a @ b can be got easily by the cipher text @ and b. An
efficient and widely used additive homomorphic encryp-
tion scheme is Paillier’ s cryptosystem”''. The security
of Paillier’ s cryptosystem relies on the decisional com-

posite residuosity assumption.

1.3 Secure cross product protocol

Cross product operation is a fundamental primitive
in computational geometry. In secure cross product set-
ting, Alice has a private point while Bob has a private
line segment p,p,. Alice and Bob wish to compute the

sign of cross product p,p, X p,p, without revealing their
private information. Secure cross product problem and
the solution were first introduced by Luo, et al. ™" In
their protocol, Alice and Bob separately generate a
four-dimensional vector locally, then they call the se-
cure scalar product protocol, at last they get the sign of
cross product through a carefully designed computation
based on the scalar product. A random integer is intro-
duced in the protocol to protect the private input infor-
mation of Alice and Bob.

In Luo’ s protocol, Alice and Bob compute the
sign of p,p, X p,p, when Alice has the point p, and Bob

has line p,p,. The sign of cross product when Alice has
points p, , p, and Bob has point p, is needed to be eval-
uated securely in many settings. That is to say, the
points may belong to different owners. According to
different point owners, different secure cross product
protocols should be used. It is found that these proto-
cols have the same principle to the one in Ref. [30],
but they have different intermediate variables. The var-
iables used in different settings are shown in Appendix

B.
In the rest of the paper, SCP _PL (p,, p,p,) is
used to denote secure cross product protocol parameter-

ized by (p,, p,p,) for a point and a line.

2 PPPI Protocol

2.1 Protocol design

The definition of PPPI problem is described in the
Introduction. To avoid evaluating the positional rela-
tionship between the ¢ and every edge in P, the follow-
ing idea is used; in the planar field, three cases exist
in the relationship between a convex and a point:

(1) If n < y,, then ¢ & P. Such as point A with
the convex hull P = {p,, p,,**,p,| in Fig. 1.

®4

=V

Fig.1 Relationship between a point and a convex

(2) Ifn = y,, it is needed to estimate whether ¢
=p,- If ¢ =p,, then point ¢ is the bottom-left point of
P. Ifq # p,, then ¢ ¢ P. Such as point B with the
convex hull P = {p,, p,,---,p,} in Fig. 1.

(3) If n > v,, it is assumed that ¢ locates be-
tween pop; , and op,. Now, it is needed to estimate the
relationship between ¢ and p; ,p,. the nearest edge in
the convex hull is called P for point ¢q. If g locates at
the left side of p,_,p,, then ¢ € P. Such as point D
with the convex hull in Fig. 1. When ¢ locates at the
right side of p, ,p;, ¢ ¢ P, such as point C with con-
vex hul P = {p,, p,,"*,p,| in Fig. 1.

Based on the idea above, firstly MP and additive
homomorphic encryption scheme are used to find the
nearest edge in P for ¢; Secondly, SCP _ PL is used to
determine the relationship between ¢ and the nearest
edge which reflect the relationship between ¢ and P.
The PPPI protocol is described in Table 1. In the rest
of our paper, A,”B, denotes that Alice and Bob com-
pute the function jointly in step i; A, |B; denotes that
Alice and Bob compute the function seperately in step
i; A; denotes that Alice computes the function alone in
step 1.
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Table 1  PPPI Protocol
Algorithm 1 PPPI (¢, P)

Input: A point ¢ and a convex hull P.

Output: True if ¢ € P, False otherwise.

Preprocessing :

(1) Alice calls the KeyGen, of Paillier’ s cryptosystem to
generate the key pairs (pk, sk). pk denotes the public key
and sk denotes the private key.

(2) Alice computes the setA = {a,,a,,",a,,a,,,|. a;is

the slope of me

Processing ;

AIABI:
t = MP(n, yo) H
if (¢ ==-1)

Return False;//whenn < y,, ¢ ¢ P
elseif(t ==0)
LI MP(m, %) = = 0);
Return True;//q =p,
else
Return False;// q ¢ P |
else
go to step 2;
A,:
Compute: E( = x,), E(—y,);
Send( Alice—Bob, E( - x,), E(=y,));
B,.
Generate: r// Bob randomly chooses an integer r.
Compute: [E( - x,) ]"E(rm) = E(rm - rx,) ;
Compute: [E(—y,) ]"E(rn) = E(rn —ry,);
Send(Bob—Alice, E(rm —rx,) ,E(rn —ry,) ) ;
A B,
D(E(rn —r
Alice Computes: k = W_r}:}g;;
if (a;., < a < a;)
returns (SCP _ PL (q,ﬁ) )
else if (a = a;)
i i (MP(m, x,_,) x MP(x,,m) x MP(n,y,,) X
MP(y,,nm) ==1)
return True;
else

return False; |

2.2 Security analysis

Theorem 1 Assuming the underlying millionaire
protocol , homomorphic encryption scheme and SCP _ PL
protocol are secure in semi-honest model, the proposed
PPPI protocol securely evaluates the relationship be-
tween the input point and convex hull in the presence
of semi-honest adversaries.

Proof: As the underlying millionaire protocol is

secure in semi-honest model, our protocol is secure if
n <y,. Ilfn > y,, the security of our protocol is ana-
lyzed as following :

’pn é >
Bob inputs the point set ¢ = (m,n). The protocol out-

Alice inputs the point set P = {p,, p,, "

puts outputn =t where t = Truereferstoqg € Pandt =
False refers to ¢ ¢ P.

Bob’ s view The view of Bob during the execution
of 77 is

.

ULewBub(Psq) = (qspk9r’E( _x()) sE( _y()) aE(rm -
) E(rn = ry,) , viewh, ,view;ffp" ).

A simulator is construsted to receive Bob’ s pri-
vate input, output and simulate the view of Bob in the
protocol. Firstly, generates random integers r', x’, and
¥'o. Secondly, Simy encrypts x’, and y', with the public
key pk, the ciphertext denoted as E(x',) and E(y',).
Thirdly, Simj computes the following cipher text with
the public key pk .

E'(r'm —r'x,) = [E(-x,)]"E(r'm)

E'(r'n - r'yy) = [E(=y,)17E(r'n)

Then, Sim simulates following step 4 of the proto-
col. At this step, Sim, gets Uiewgf:g or viewigfgpl‘. Final-
ly, Simy outputs the simulated view:

. I ! ’ ’ ’ ’
viewg,, (P,q) = (q,pk, 7", E(x'y) ,E(y"y) ,E'(r'm
-r'xy) ,E'(r'n = 1'y,), viewZiR ,view::;,t).

As  the

scheme , millionaire protocol and SCP _ PL protocol are

underlying homomorphic  encryption

secure in semi-honest model, the conclusion is that
c c
E(x'y) =E(x,), E(y'y) =E(y,)
c
E'(r'm -r'x,) =E(rm - rx,)

E'(r'n = r'yy) SE(m = ry,)

scepe. £ . scppL

. omp £ wp . L C
vieWp,, =VeWg;, , , VIEWp,, =VleWg;p, ,
Thus it is concluded the simulated view is distin-

guishable from the real view:
c
viewlt, (P, q) EviewgmB(P, q)

The same simulator can be created for Alice.

2.3 Algorithm complexity

In SMCG, many protocols use underlying building
blocks without specifying the protocol detail. Notations
defined in Table 6 is used to compare the complexity.
To compare the computational complexity concretely,
the underlying protocols are referred as follows: Pailli-
er’ s cryptosystem is used as the additive homomorphic
encryption scheme; the protocol presented in
Ref. [ 18] is used to solve the millionaire problem;
Luo’ s solution"™" is used as the underlying SCP _ PL

protocol.
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The communicational complexity is concluded in
Table 2 ( t is the vertex size in the convex hull). It
shows that the complexity of protocols in Refs[ 8,9 ] re-
lies on the vertex size of the convex hull while the pro-

posed protocol is not. When the number of the vertex
in the convex hull is huge, our protocol is much better
than the previous protocols.

Table 2 Algorithm complexity

Computational complexity

Communicational complexity

Computational complexity

(Instantiation )

T, +2T, +6T, + T,
AT, +1t T,
(4T, +3T,+T,)

the proposed protocol
Ref. [ 8]
Ref. [9]

5C, +C, +4
4C, +1t C,
i(4C, +3C, +C,)

O(rlogn +n*)
O(inlogn +in*)
O(tlogn + tn*)

3 Secure planar convex hull protocol

3.1 Protocol design

To reduce the interactive computation, Alice and
Bob evaluate the convex hull of his/her point set local-
ly at the preprocessing phase. This method is also used
in the previous works' ™', M = {m,,---,m,} and
N ={n,,n,,---,n,} stand for the vertex set of convex
hull of Alice’ s and Bob’ s point set respectively. Now,
Alice and Bob can use incremental method to evaluate
the convex hull of set M and N.

When evaluating the convex hull of point p and
convex hull P, there are two cases as shown in Fig. 2.

Fig.2 A convex hull and a point outside

(1) If p locates in P, the new convex hull re-
mains to be P.

(2) If p locates out of P, Alice and Bob need to
evaluate the two tangent points and use p to replace all
the vertexes between the two tangent points in P. The
method to evaluate the two tangent points is shown as

follows. Ifp, \p, xpp >0 andpp,,, Xxpp <0, p,is

the left tangent point. Ifp,_,p, x p;p < Oandp,p,,, x
p;p > 0, p,is the right tangent point.

When evaluating the cross product of p and p,p,,,,
points p; and p,,, may belong to Alice or Bob. Accord-
ing to the different point owner, different secure cross
product protocols should be used. These protocols have
the same principle to the one in Ref. [30], but they
have different intermediate variables as shown in Table 5.

The SPCH protocol is described in Table 3.

Table 3 SPCH protocol

Algorithm2 SPCH(A,B)
Input. Alice inputs her private point set A. Bob inputs his
private point set B.

Output: The vertex set P

new *

Preprocessing .
A, =CHP(A); //CHP is the convex hull evaluation function.
B, =CHP(B) ;

m=14,1;//1x| refers to the size of x.

n=1B,l;
Ay =1a,,a,,,a,};//a;is the vertex of 4,.
By=1{b,,b,,,b,};

Processing .

fori=1 to m do
{ if(PPPI (a;,B,_,) = =True)
{B,’:Bi—];

continue ; //break out of the circulation

%

;= |Bi71 I
bt+] :bl;
A]ABI:

for j=1 to ¢ do

[ if (b, € CHP(B)&b,,, e CHP(B))
s; = SCP_PL(a,, bb,;,,);

if (b,  CHP(A)&b,,, e CHP(B))
s; = SCP_PL _1(a;, bjb,,);

if (b, € CHP(B)&b,,, e CHP(A))
si = SCP_PL_2(a,, bb.,);

if (b, € CHP(A)&b,,, e CHP(A))

si=bia; x by,

JUj+1

Send( Alice—Bob, s,) ; |

A,|B,:
for k=1toi-1do
{if (S, = 0&&S,,, <0)
by =by,15
if (S, <0&&S,,, =0)
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blighl = bk+1 H )l
Ay
Delete (b, by ) 3

Insert (b, , by, @;); //insert a; into b4 and b

Bi:{blybzv".vbleﬂ?a b .7bt};

right

19 Yright »

=B

new m

3.2 Security analysis

Theorem 2 Assuming the underlying protocol is
secure in semi-honest model, the SPCH protocol se-
curely evaluates the convex hull of the input point sets
in the presence of semi-honest adversaries.

Proof: It starts from the case that Bob is corrup-
ted. Simulator S is created to receive Bob’ s private in-
put, output and Bob’ s view in the protocol. According
to the protocol, Bob’ s view is view!” (A,B) = (B,B,,
S;,t;) where i =1,2,--- m. S can recreate Alice’ s
first point a'; according to B, where the positional rela-
tionship of @', and every edge in B, equals to the one of
a, and every edge in B,. Then S continually recreates
Alice’ s second point a’, according to B,. In the same
way, S can recreate a’; (i =3,4,---,m). Now S recre-
,a' |,

relationship between A" and Bob’ s convex hull is the

ates a set A’ = {a',,a’,, " As the positional

same with the relationship between Alice’ s points and

Bob’ s convex hull, every point in A" has the same tan-
gents with Alice’s. The resulted convex hull set of A’
and B is the same with A and B. That is to say, the
adversary gets nothing valuable from Bob’ s input, out-
put and Bob’ s view in the protocol.

The same simulator can be created for Alice.

3.3 Algorithm complexity

In the processing stage, PPPI protocol is called
for m times. For the worst case that all the vertexes of
Alice’ s convex hull locate at the outside of Bob’ s con-
vex hull, SCP _ PL Protocol is used for mn times. So
the computational complexity of the proposed protocol

ismnT, + mT,, and the communication complexity is

¢ )
mC, + mnC,. ]The notations used here are defined in
Appendix B.

The computational and communicational complexi-
ty comparison of Lu’s, Wang’ s and the proposed pro-
tocol are shown in Table 4. Tt shows that the complexi-
ty of protocols in Refs[ 10,11] relies on the input point
set size. The proposed protocol’ s complexity only re-
lies on the size of the input points’ convex hull vertex
set. So, when the points in the two party’ s input point
set are dense, the proposed protocol is more efficient
than the previous works.

Table 4  Algorithm complexity

Computational complexity

Communicational complexity

Computational complexity

(Instantiation)

The proposed protocol mnT, + mT,
Ref. [10] T, +2(M+ N)T,

Ref. [11] (M +N)(T, +T,)

mC, + mnC,
C,+2(M +N)C,
(M +N)T,

O(mn® + rmlogn)
O(rN* + NlogN)
O(N® + MNlogN + N*logN)

(M and N denote the set size of Alice and Bob. m and n denote the size of Alice’s and Bob’ s convex hull vertex set. )

To compare the complexity visually, the computa-
tional complexity of Lu’ s, Wang’ s and the proposed
protocol are charted in Fig. 3. For the sake of compari-
son, it is assumed that M = N, m = n, M = 100m, r
= 50. The same conclusion can be got with the theo-
retical analysis above.

4 Conclusion

Privacy-preserving point-inclusion and secure pla-
nar convex hull are the classical problems in SMCG. In
this work, a novel PPPI protocol has been designed
based on the classic homomorphic encryption and se-
cure cross product protocol. Analysis shows that novel
PPPI is highly efficient because the complexity is not

X10'
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Fig.3 Comparisons of Different SPCH protocols
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related to the vertex size of the convex hull. Based on
the novel PPPI protocol, an effective SPCH protocol
has been presented. Analysis finds that the complexity

of this SPCH protocol only relies on the size of the

points in the outermost layer of the input point sets,

and it has a good performance for large-scaled point

sets compared with the previous solutions.

The proposed protocols are secure in semi-honest

model, and the security of the protocols has been dem-

onstrated by Goldreich method. The real world imple-

mentation and protocols secure against malicious adver-

sary will be the goal in the future.
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Table 5 Intermediate variables among SCP _ PL

Protocol Name Alice Bob 5 $5

SCP _PL q Pis Pis (y, —x, —y,x) (%05 =% »¥inr)

SCP _PL _1 q, p; Pisi (%;,5;,%,Y) (Ficrs =%icts Xists —Yir)
SCP_PL_2 45 Pisi pi Givs =%a0x, ) (5,55,90,%)

Appendix B

Table 6 Notation used in the paper

Notation Protocol
T, Millionaire Protocol
‘ onal T, SCP _ PL Protocol
omputatu'ma T, Paillier’ s encryption
Complexity
T, Paillier’ s decryption
T, PPPI
‘ cational C, Millionaire Protocol
ommumcat.wna c ScPPLL
Complexity
C PPPI
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