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Abstract

To resolve the problem of quantitative analysis in hybrid cloud, a quantitative analysis method

which is based on the security entropy, is proposed. Firstly, according to the information theory, the

security entropy is put forward to calculate the uncertainty of the system’s determinations on the ir-

regular access behaviors. Secondly, based on the security entropy, security theorems of hybrid cloud

are defined. Finally, typical access control models are analyzed by the method, the method’ s prac-

ticability is validated, and security and applicability of these models are compared. Simulation re-

sults prove that the proposed method is suitable for the security quantitative analysis of the access

control model and evaluation to access control capability in hybrid cloud.

Key words: hybrid cloud, security entropy, classificatory access control model, directly unau-

thorized access, right about access, indirectly unauthorized access

0 Introduction

The key to access control model security proof is
to find a recognized and self-evident security axiom,
and then based on this security axiom, to deduce, or
prove the security assumptions proposed in the model
by means of this security axiom, so as to make it more
reliable. However, even the proven Bell-La Padula
(BLP) model'"*" can’ t prove the rationality, com-
pleteness and safety of “simple security axiom” and

# -property axiom ’ that it proposed. So, some
scholars point out that the security axioms in BLP can-
not completely prove the security of BLP'*'. A com-
plete access control model must clearly tell us which
security requirements should be met, which access vio-
lation would be prevented, and how to reduce and
prove the uncertainty of the access violation that the
hybrid cloud allows.

Entropy is a tool of measuring uncertainty, which
was originally used in thermodynamics. Shannon intro-
duces it to the information theory, and puts forward the
concept of information entropy for disordered degree of
information'*’. Since the information entropy theory is
proposed, it has been applied in many fields such as

engineering science and social science. Some scholars
have successfully introduced it into the quantification
analysis of information security risk and event uncer-
tainty{s'ﬂ .

This study, based on the thought and method that
information entropy measures the uncertainty of things,
puts forward the concept of security entropy, and by
means of it, measures the uncertainty of system’ s re-
sponse to access violations, which provides a scientific
quantitative method for the safety analysis of classifica-

tory access control model.
1 security entropy

Clouds and large data have become the main-
stream mode of service to enhance customer service
quality , this service model is facing some security risks
such as loss and leakage of user data. In order to meet
the access control demand for cloud services, especial-
ly the access control requirement for multi-level cloud
services to coexist user data of different grades and cat-
egories of cloud services at the same time, the access
control should be able to support different security
strength and support the joint control of different inten-
sities between access control models, which is different
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from the traditional access control method. A quantita-
tive method is presented for security requirements and
security access control model assessment to meet the
needs of multi-level cloud security assessment service
access control model.

1.1 Definition of security entropy

In the cloud system, when a user sends an access
request, the system will respond: to allow or to deny.
And this response is the only one. To allow or to deny
should not appear simultaneously. In addition, the ac-
cess request is divided into two types: legal request
and illegal request. If the system is seen as a black
box, the system will give four kinds of response to us-
er’s each access request, that is, “allow legall ac-
cess” | “refuse legall access” | “allow access violation”
and “refuse access violation”. Obviously, the response
can be considered as a basis for judging if a system is
good or bad. The more the denial responses to legiti-
mate access gets, the poorer the system availability is.
The more the allowable responses to violation access
gets, the worse the system’ s confidentiality is.

In order to comprehensively measure the uncer-
tainty of system’ s response to various access requests,
the security entropy is defined as follows:

Definition 1 ( security entropy) : If a group of ac-
cess request B = b, ,b,,---,b, is seen as the input, the
system’ s request responses to each access result as the
object of study, and variable X as this response re-
sults, then the value of X will be ;to allow legitimate
access, to deny legitimate access, to allow illegal ac-
cess, and to deny illegal access, which is recorded as
a, ,a,,a, ,a, respectively. If Symbol p (a;) stands for
the statistical probability of a;, the probability space
[X, p(X=a,)] of X will be

X _ a, a, as ay
[P(x)]_[}’(al) p(ay) pQay) p(a4)]

4
p<ai) 2 0 (L = 1’293,4)’ ZP((%) = 1
i=1

Assigning weight w;, the impact factor of the sys-
tem security, for each response result, the greater w,
is, the higher the a; ‘s influence to system safety is,
otherwise the smaller the ;s influence is. If the dis-

tribution of w;, is
4

[i]:[:; a, as 04]’0$wi$1’zw;:1
i

w, Wy W, i

the security entropy of X will be

H(X) =- Z}wm(ai) logp(a,) (1)

1.2 The meaning of safety entropy

According to the common sense of information se-
curity, response a, gives negative effects on the usabil-
ity of the system, and response a; gives negative effects
on the confidentiality of the system, while response a,
and a, have less influence on system security. There-
fore, if we letw,, wy; > w,, w,, the meaning of safety
entropy in Eq. (1) is the average uncertainty of the
happened harmful responses. The bigger the value of
security entropy is, the more the harmful response un-
certainty is; the smaller the value of security entropy
is, the less the response uncertainty is. As for the
same set of access request, the smaller the security en-
tropy of different access control model is, the less the
possibility that model makes harmful response is.

fw, >0,w; >0,w, =w, =0, andw, + w; =
1, security entropy is the ground on which the system
satisfies usability and confidentiality. If w, = 1,w; =
w, = w, = 0, security entropy of Eq. (1) will be the
ground on which the system satisfies usability. If w, =
1,w, =w, =w, =0, security entropy of Eq. (1) will
be the ground on which the system satisfies confidenti-
ality.

The number of the four responses is related to the
number of input samples. If all input samples are legit-
imate accesses, a; and a, will be 0, and if all input
samples are illegal access, a, and a, will be 0. In order
to make the safety entropy reflect the system security
accurately, the input samples must be complete. In
addition, the responses are related to the number of in-
put samples. If an input number of the access request
is much more than others, the response will be distort-
ed

Therefore, when security entropy is calculated,
the input samples (access requests) must be complete
and its probability distribution must be uniform.

The smaller the security entropy is, the less un-
certainty of the harmful response that system does is,
the more the security of the model is. When the securi-
ty entropy approaches O, then the model will achieve
the theoretical security.

1.3 Security entropy of different types of illegal
accesses

Whether an access is illegal is related to security
requirements. According to the access control require-
ments in national grade of protection standard
GB17859-1999"% | illegal access can be classified into
three types: directly illegal access, right about access,
and indirectly illegal access. The directly illegal access
refers to explicitly violating the authorized strategy such
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as the access control matrix and so on.

The right about access refers to the one which
leads to violating information flow direction that the
system stipulates, in other word, the one which leads
information flow from high class to low class. The indi-
rectly illegal access refers to the one that violates the
authorized strategy through information indirect trans-
mission.

For instance, there are two users(sl .s2) and two
resourses (o0l .02) in the hybrid cloud, and the rela-
tionship of security level is f(s,) >f(s,)>f(0,) =
f(o,) , the authorized strategy of the system is that “sl
read 02”7, “s2 read ol”, “s2 write 02”.

Let us see the following four events: bl s2 read
ol ,b2: s2 write 02,b3:sl read 02,b4 :sl read ol. Be-
cause b4 explicitly violates the authorized strategy, b4
is therefore directly illegal access, and the sequence of
access b1b2b3 causes the information to flow from sl
into ol, which equals that sl read ol indirectly.
Therefore b1b2b3 is indirectly illegal access. bl and
b3 cause the information flowing to the violation of the
direction made by the system, so bl and b3 are right
about access.

For the different types of illegal access, the mean-
ing of Eq. (1) is different. If the illegal access is de-
fined as “directly illegal access” , the security entropy
of Eq. (1) is called “direct security entropy” recorded
as H,(X).

Again, if the illegal access is defined as “right
about access” , the security entropy of Eq. (1) is called
“mandatory security entropy” recorded as H, (X). If
the illegal access is defined as “indirectly illegal ac-
cess” , the security entropy of Eq. (1) is called “indi-
rectly security entropy” recorded as H,(X).

2 Safety conditions of classificatory access
control model

2.1 Security attributes based on security entropy
of safety

Hy(X) =- leip(ai) logp(a,) =0,

w, >0,w; >0,w, +w; =1,
Theorem 1 ( direct safety of access control mod-
el) : Access control model has direct safety, if and on-

ly if
4
H,(X) =- Zwip<a’i,) logp(a;) =0, in which
iz

wy, >0,w; >0,w, +wy; =1,
Prove:
It is proved that when H,(X) =0, the event “re-

fuse legal access” and “allow access violation” will
never happen, that is, p(a,) = p(a;) = 0.
The total number of a; is made as n,(i = 1,2,3,
4), n, +n, =s, ny +n, =t Because a,.a, and a; ,
a, are different responses to the same access, p(al) +
pla,) =s/(s+1), play) +pla,) =t/(s +1).
According to the common sense, access requests

couldn’t be all legal or all illegal, sos,t > 0. Because
4

ZP(“;) =1, p(a,) #1, pla;) # 1,

i=1
Because w, > 0,wy; >0,w, +w; =1, sow, = w,
=0,
End.
Similarly, theorems could be got as follows
Theorem 2 ( mandatory safety of access control
model ) ; the access control model has mandatory safe-
ty, if and only if

4
H,(X) =- Zwip(ai) logp(a;) =0, in which
=

w, >0,w; >0,w, +w; = 1.

Theorem 3 ( indirectly safety of access control
model ) ; the access control model has indirect safety,
if and only if

4
H/(X) =- Zwip(ai) logp(a,) =0, in which
=

w, >0,w; >0,w, +w; = 1.

2.2 Safety theorem of classificatory access control
model

Symbol @, represents class 2 access control mod-
el, O, represents class 3 access control model, and ®,
represents class 4 access control model.

Now, according to safety needs of class 2.3 4 in-
formation system, the safety theorem of classificatory
access control model based on the above security attrib-
utes is put forward.

Theorem 4 (safety of classificatory access control
model ) :, Class 2 access control model ®, satisfies
safety needs, if and only if H,(X) | ®, =0, in which
w, > 0,w; > 0,w, +wy; = 1; Class 3 access control
model @, satisfies safety needs, if and only if H,(X) |
®, =0and H,(X) | ®; =0, in whichw, > 0,w; >
0,w, + wy; = 1; Class 4 access control model @, satis-
fies safety needs, if and only if H,(X) | @, = 0,
H,(X)| ®,=0and H,(X) | ®, =0, in whichw, >
O,wy; >0,w, +wy; =1;

3 Analysis of typical access control model
based on security entropy

Now, the theory is applied to analyze the security
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of typical access control model, verify the practicability
of this method, and point out the defect of these access
control models.

3.1 Security analysis to HRU model
3.1.1

Suppose there are m users in the system: u,, u,,

Direct safety

-, u,, N resources: 0,,0,,:,0,. Access requests

can be divided into read and write atomic requests, so
there will be 2mn access request, which can be ex-
pressed respectively by symbol b,, b,, -, b, (¢q =
2mn). Results of the access can be divided into two
kinds: legitimate access B* = b, ,b, ,---,b], and di-
rect illegall access B~ = b, ,b, ,=++,b, (s +t = q).

Based on the access control matrix, HRU"™ con-
trols access behaviors. As long as access behaviors dis-
obey the policy, it would be refused. So the responds
to any b, e B is a,; As long as access behaviors don’
t disobey the policy, it would be allowed, so the re-
sponse to any b, € B is a,. sop(a,) =0andp(a;)
= 0.

The statistical probability distribution of responses

[ X ] _ [(21 a; 4 0;4]
P(x) — 0 0 —
q q
Since H,(X) | HRU = 0, model HRU can satisfy
direct safety.

3.1.2 Mandatory safety
All requests B = b, ,b,,

vided into three kinds: requests B

is

,b,(q = 2mn) are di-
to= b by,
qu/3} that cause information to flow from the low level
into the high level, the requests B' = {bll ,1)2l ,o,
bql/3 | that causes information to flow from the high level
into the low level, and the requests B~ = {b;" b, ,
++,b.s} that cause information to flow between the
same level. Obviously, request B* in the second kind
is a right about access.

Because the access control matrix is the base on
which model HRU judges the legality of the access re-
quest, the access request b, and b;” does not satisfy the

access control matrix. It may be refused or allowed,

because of which p(a,) = 0 can not be always de-
duced.
3.1.3 Indirect safety

Indirectly illegal access is composed of several di-
rectly un-illegal accesses, so it can be denoted by f; =
b;b;,---,b;(b; ,b;,---,b:} € B"). Because H,(X) |
HUR = 0, the system will allow every directly un-ille-
gal access in f;. Consequently, f; will be allowed,

therefore p(a;) > 0 is deduced.

H,(X) | HRU > 0, which shows that the HRU
model doesn’t satisfy indirect safety.

The above analysis shows that, model HRU satis-
fies direct safety, and doesn’t satisfy mandatory safety

and indirect safety.

3.2 Security analysis to BLP
3.2.1 Direct safety and indirect safety

Model BLP uses two methods: DAC and MAC in
which, DAC uses the HRU model, so the direct safety
and the indirect safety of the BLP model coincide with
that of HRU, that is, BLP satisfies direct safety and
doesn’ t satisfy indirect safety.
3.2.2 Mandatory safety

The BLP model forbids high level subjects writing
low level objects and low level subjects reading high
level objects, and prevents the information flowing from
high level into low security level. So any right about
access b/ e B* will be refused by BLP, and any un-
right about access b, € B”" and b,-T e B will be al-
lowed. consequently, the probability distribution of
BLP’ s response X is

[ X ] _ ;1 ay Az Oy
Pl g0 0 1
So, H,(X) | BLP = 0, which shows that BLP

satisfies mandatory safety.

3.3 Security analysis to RBAC

Model RBAC*"" assigns roles for users, and then
based on these roles grants authorization. The RBAC’ s
rights management and access control manner are simi-
lar to HRU 5. so its safety is similar to that of HRU,
which is, satisfying direct safety and not satisfying
mandatory safety or indirect safety.

3.4 Security analysis to FGBAC

FGBAC'? is the improved BLP, which intro-
duces the information flow graph as a judgment auxilia-
ry tool. In FGBAC, any directly illegal access, right
about access and indirectly illegal access will be re-
fused. So

H,(X) | FGBAC = H,(X) | FGBAC = H,(X) |
FGBAC =0

It shows that the model satisfies direct safety,
mandatory safety and indirect safety.

According to the above safety analysis of the typi-
cal access control model, and in the light of the safety
needs of 2.3 and 4 class systems, it is concluded the
typical model’ security and applicability are Table 1
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and Table 2.

Table 1  The security of typical access control model

typical access directly mandatory indirectly
control model safety safety safety
HUR satisfy not satisfy not satisfy
RBAC satisfy not satisfy not satisfy
BLP satisfy satisfy not satisfy
FGBAC satisfy satisfy satisfy

Table 2 The applicability of typical access control model

typical access control model Scope of application

HUR Class 2
RBAC Class 2
BLP Class 3
FGBAC Class 4

In the simulation environment of achieving the
RBAC, BLP and FGBAC models, the rationality of this
method is tested. In the simulation environment, 30
users and 200 text types of resources have been.
Through user behavior simulation program automaticly
and randomly generated user access and randomly mod-
ified on three models of security rules and procedures,
three audit tracking programs are established recording
the determination result of each model. the security en-
tropy is calculated according to the execution result
shown in Table 3.

Table 3 The security entropy result of typical access model

typical access

control model H, (X) H, (X) H,(X)
RBAC 0 0.003 0.027
BLP 0 0 0.0095
FGBAC 0 0 0

4 Conclusion

This study puts forward the concept of “security
entropy” for measuring uncertainty of system’ s re-
sponse to access request, and proposes its security the-
orems based on security entropy. The theory can be
widely applied to security analysis of access control
mode and system.

Based on the theory, this work analyses the typical

access control model, verifies the practicability of the
method, and concludes the security and application
scope of the available models.
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