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Abstract
This paper proposes a clustered trajectories anonymity scheme ( CTA) that enhances the k-ano-

nymity scheme to provide the intended level of source location privacy in mobile event monitoring

when a global attacker is assumed. CTA applies isomorphic property of rotation to create traces of

the fake sources distributions which are similar to those of the real sources. Thus anonymity of each

trajectory and that of the clustered is achieved. In addition, location k-diversity is achieved by dis-

tributing fake sources around the base station. To reduce the time delay, tree rooted at the base sta-

tion is constructed to overlap part of the beacon interval of the nodes in the hierarchy. Both the ana-

lytical analysis and the simulation results prove that our scheme provides perfect anonymity with im-

proved energy overhead and time delay.

Key words: clustered trajectories anonymity scheme (CTA), source location privacy, k-ano-

nymity, global attackers, wireless sensor networks ( WSNs)

0 Introduction

Recently wireless sensor networks ( WSNs) are
extending their applications into many areas such as
health care, environmental monitoring and wild life
monitoring. In these application areas source location
privacy providing is critical. This is because the expo-
sure of the location of the source node leads to the loca-
tion of the sensitive object under supervision. But
source location privacy providing is a challenging task
especially when the attacker is a global attacker and
the monitored objects are mobile. One reason is that
the spatio-temporal data associated with the mobile ob-
ject is rich in correlation information.

Solutions proposed to provide source location pri-

2] . .
] HltI'OduCC excessive en-

vacy against global attacker'"
ergy overhead due to network wide dummy message in-
jection. To trade off privacy with communication cost
and latency, Mehta, et al. "' proposed source simula-
tion. In source simulation few sensor nodes are ran-
domly selected to simulate the mobility of the monitored
object. But building and implementing the object’ s
mobility profile is still an open research topic''l.
Scheme proposed in Ref. [ 3] switch statistically strong
source anonymity ( SSSA) scheme in Ref. [2] to a k-
anonymity scheme in Ref. [1] on demand, but mobile

event monitoring which can create real trajectory is not

considered. Trajectory anonymity is addressed in a dis-
tributed manner in Ref. [4] but the solution applies
only for events that start at the perimeter of the network
and end somewhere inside the network.
Spatio-temporal data expose not only the move-
ment pattern of each monitored object but also the rela-
tionship between different monitored objects and their
interaction with the environment. One aspect of this is
hotspot. As discussed in Ref. [5] hotspot phenomenon
causes an obvious inconsistency in the network traffic
pattern. This is because a large volume of packets are
originating from a small area. Thus, analysis of traffic
may also lead to a cluster of trajectories that expose the
mobility patterns of a collection of monitored objects.
This paper considers WSNs deployed for wild life
monitoring that demand privacy but tolerate time delay
in the order of few seconds. Based on this application
but not limited to it, a clustered trajectories anonymity
scheme (CTA) is proposed. This scheme provides an-
onymity to all possible correlation information that can
be deduced from the spatio-temporal data associated
with event reporting such as trajectory made by moni-
tored object or cluster of trajectories made by the col-
lection of monitored objects. In addition, location k-di-
versity is achieved by selecting fake sources distributed
around the base station (BS). Our scheme also satis-
fies that fake sources should be comparable to the real
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source with respect to their distances to the BS'®'. To
achieve all these there is no need to know the mobility
pattern and movement speed of the monitored objects as
in Refs [1,4].

property of rotation at BS to select fake sources. To re-

Instead our scheme applies isomorphic

duce energy cost dummy messages are on demand and
the beacon frames at MAC layer are used to send event
notification message to the BS. Time delay during
event notification is reduced by constructing tree rooted
at BS to overlap part of the beacon intervals of nodes in
the hierarchy. The analytical analysis and the simula-
tion results show that our scheme provides perfect
source location anonymity with improved energy cost

and time delay.
1 Related work

Several protocols to provide source location priva-
cy have been proposed'"”! | but a solution that guaran-
tees efficient privacy against global attackers remains
hard to pin down. The threat of global adversaries is
first considered by Mehta et al. .
posed the periodic collection and source simulation

The authors pro-

schemes. Periodic collection scheme provides maxi-
mum location privacy but the network wide dummy
messages consume significant amount of sensor energy
while increasing the network collisions and decreasing
the packet delivery ratio. Shao, et al.'”’ proposed a
scheme which conveyed data to the base station only
using beacon frames at the MAC layer. Since beacons
are periodically broadcasted regardless of the occur-
rence of real events, this approach provides perfect
event source unobservability at no additional energy
cost. However, since the time between consecutive
beacons is relatively large, the solution is impractical
for nodes that have successive messages to send.
Mehta, et al.''" proposed a second technique
called source simulation which aimed at trading off en-
ergy consumption with privacy. In this scheme the real
event is hidden among k& — 1 fixed fake events simula-
ting the mobility patterns of the monitored object. But
randomly selecting the nodes that simulate the move-
ment patterns of the monitored object and the constant
number of fake events may leak correlation information
when multiple objects are monitored. Also in applica-
tions that monitor heterogeneous objects there is a need
to implement multiple models to the sensor nodes which
increases complication and overhead. The solution pro-
posed in Ref. [3] randomly selects fake sources when
it switches from SSSA to k-anonymity scheme, but traj-
ectory anonymity is not considered. The advanced form
of k-anonymity scheme called 1-diversity is proposed in

Ref. [3]. L-diversity is used in this scheme to diversi-
fy location of fake sources in order to decrease the at-
tacker information gain when he tries to search the ob-
ject in the suspected areas. Unobservable handoff traj-
ectory protocol is proposed in Ref. [4 ] to hide trajecto-
ry of events that may change frequently in a distributed
environment. Even if this scheme provides solution to
handoff problem for the events with the assumed move-
ment speed, it does not provide privacy for events that
start inside the network such as wild life monitoring.

2 Problem formulation

2.1 Network model

Beacon-enabled IEEE 802.15.4 is proposed used
in wireless sensor network platforms such as ZigBee'®'
to announce node presence and exchange system pa-
rameters. Beacon interval ranges from 15.36 millisec-
onds to 786.432 seconds as defined in IEEE
802.15.4. The considered WSN consists of the BS and
a large number of homogenous sensor nodes which are
randomly deployed in an area of interest as illustrated
in Fig. 1. The sensor nodes are resource constrained
devices with low battery power and computation capaci-
ty but equipped with sensing, data processing, and
communicating components. A BS connecting to the
outside infrastructure such as the Internet collects data
from the network. We assume it is located at the centre
of the deployment area and is resourceful. Each sensor
node is assumed to know its location with Global Posi-
tioning System ( GPS) or other mechanisms mentioned
in Ref. [9] and share this information with the neigh-
bouring nodes and the BS. Message between sensor
node and the BS is communicated by using encryption
techniques. Although key management and the packet
content confidentiality are beyond the scope of this pa-
per, we recommend ! it for further reading.
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Fig.1 The architecture of the considered network

2.2 Attacker model
A global attacker that is assumed in this work can
eavesdrop every packet transmission in the network,
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examine the encrypted packets, analyze network-wide
traffic, determine traffic density on every link in the
wireless sensor network and search the place where he
suspects the object. However, the attacker cannot in-
ject, modify or interrupt packet transmissions and can
neither decrypt the content of captured packets.

2.3 Problem definition

Conventional k-anonymity schemes randomly se-
lect fake sources to provide source location privacy
against global attackers. But these schemes have limi-
tations to provide anonymity to trajectories and other
correlation information from traffic analysis of spatio-
temporal data collected when mobile objects are moni-
tored. Traffic information collected from a WSN for a

discrete time interval {t,, t,, +-+, t,} includes tuples

(xl, Yis ll), (st Yas t2>9 ) (xn’ Yns by
(x;, ;) is the location of a node that reports event oc-

where

currence and ¢, is the event reporting time. Analysis of
these might provide the trajectory made by the moni-
tored object defined as:

Ty = 1 (x, y0s )y (0, 05, 1) 00, (2, 9y,
t,)}, where (¢, <t, < -+ <t,). Based on this, traj-
ectory similarity is defined as follows;

Definition 1 ( Trajectory Similarity ) ; Two trajec-
tories T; and T are said to be similar if;

i. for any tuple (x,, y,, ;) € T,, A (x,, v\, ;)
e T, and
ii. forany (x,, ¥, t,), (%415 ¥iur» L) € Ty and
(45 Yis 8) s (%41 Yiwrs ) € Ty, it holds that
I Cos ) s (Hpars yi) | =

I s ) s (Rt Vo) |l

This implies that two trajectories are similar if they
are defined in the same time interval and distances
travelled by the two trajectories are almost the same at
each time interval.

For a WSN applied to monitor a collection of ob-
jects, trajectory anonymity of each object to be moni-
tored may not be enough. Because collection of trajec-
tories can also provide correlation information such as
hot spot created by group movement of the monitored
objects or nature of objects to visit the same place for
some purposes. Thus, distribution of the monitored ob-
jects in the monitored area needs also anonymity. This
distribution is defined as cluster of trajectories.

Definition 2 ( Clustered Trajectories Similarity ) :
A collection of trajectories T, = {T,, T,,-+,T,} and
T, = {Ty, Ty,---, T, | are similar if
i. VT, eT,, 3T, e T;such that T, and T}, satisfy
trajectory similarity and
i. YT, T, e T, 3T,T,

i

€ T,such that Dist

(T,, T,) = Dist (T,, T,;) at all corresponding
points.

Hence clustered trajectories similarity implies traj-
ectory similarity and collection of trajectories location
relationship anonymity in terms of distance between
trajectories.  If the real trajectories are collected in
one place, the same thing will happen for fake trajecto-
ries.

Definition 3 ( Clustered Trajectories k-anonymi-
ty) : A cluster of real object trajectories T, is k-anony-
mous if there are £ — [ clusters of fake trajectories T}, ,
Tpy, Ty, that are similar to T,.

This implies clustered trajectories k-anonymity al-
so satisfies trajectory k-anonymity. Because VT, e T,,
AT, e T;;wherej = 1,2,k — 1 such that T} is simi-
lar to 7).

For an attacker that performs an onsite examina-
tion distributing the suspected nodes affects his cost of

finding the source node"’.

Based on this I-diversity*’
is adopted to WSNs in order to improve location diver-
sity of the fake sources. The idea is that suppose the
network area is divided into L(L > 0) partitions of al-
most the same size. For the total number N of the sen-
sor nodes in the WSN, assume S denotes a set of nodes
where S C N and P(S) denotes the total number of dif-
ferent partitions that nodes in S are from. If P(S) =1
forO < I < L then [-diversity is achieved. Based on
this, it is defined that spatial k-diversity is as follows .

Definition 4 ( Spatial k-diversity) : A set of nodes
S € N has a property of spatial k-diversity if P(S) = L
= k.

The other problem in the k-anonymity scheme is
that dummy traffics are on demand for reducing energy
cost. This in turn needs a message to initiate communi-
cation. In the presence of global attackers, initiating
communication without scarifying anonymity, energy o-
verhead and time delay is a challenging issue. Previous
researches have only partially addressed all problems
mentioned above. This has motivated us to design clus-
tered trajectories anonymity scheme (CTA).

3 Clustered trajectories anonymity scheme
(CTA)

In this section three phases of CTA scheme are
described bootstrapping ( beacon interval) phase, fake
source location calculation phase, and fake source as-

sighment and message transfer phase.

3.1 Beacon interval

To trade off privacy with energy efficiency, the
best method is reducing the number of fake sources and
initiating fake message only when there is an event to
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report. To make fake message generation on demand
we use the beacon frame at MAC layer in beacon ena-
bled WSN. In CTA the source node inserts event noti-
fication message that contains event id, timestamp,
event location and number of messages to be sent in the
beacon payload.

In beacon enabled WSNs every node in the net-
work has independent beacon interval and sends the
beacon message at the end of this interval. This intro-
duces cumulative delay in sending event notification to
the BS. To reduce time delay we use hierarchical rou-

M A tree rooted at

ting which is common in WSNs
the BS is constructed as shown in Fig. 2. The purpose
of this tree is to overlap the delay of the beacon messa-

ges for nodes in the hierarchy.

L: leaf node, P: parent nods —————

Fig.2 Hierarchical transfer of beacon messages

A leaf node sends beacon messages to the parent
node at the end of the beacon interval. The parent
node initiates a beacon message when it accepts beacon
message from the child node. The parent node decrypts
and processes the accepted beacon message and sends
it to its parent node without additional delay. This will
continue until the beacon message reaches to the BS.
Thus the beacon interval for each node starts from the
time it sends a beacon message until the next beacon
message arrives to it which also includes part of the de-
lay at the leaf node. To do this the BS needs only to
identify the leaf nodes and assign interval on these
nodes. These nodes initiate beacon messages based on
their interval.

As illustrated in Fig. 3, the beacon interval starts
at t,. Leaf node L sends its beacon massage at t, which
is the end of the first beacon interval. Parent P, sends
the beacon message only by taking time to process bea-
con from L, parent P, do the same after accepting the
beacon from P, and finally P, sends the beacon to the
BS. The process will continue with this pattern for all
time intervals ¢, , #,---. Thus the average time delay for
event notification message that is hidden in the beacon
frame to reach the BS is ¢,/2 where ¢, is the beacon in-

terval. The BS calculates fake sources locations and in-
itiates message communication at the end of each bea-

con interval.

t t

2 t

] 1
T s TR YN
LP.PP,

LP PP, LP,P,P,

1
tO

Fig.3 Beacon interval overlaps

3.2 Fake source location calculation

Traffic collected from WSN deployed to monitor
mobile objects exposes correlation information such as
the trajectory made by the monitored object and how
monitored objects are distributed in the network area
which may in turn lead to the current source node loca-
tion. To provide real event report distribution we use i-
somorphism which is studied in mathematics in order to
extend insights from one phenomenon to others. If two
objects are isomorphic, then any property which is pre-
served by an isomorphism and which is true of one of
the objects is also true of the other.

The distance between the nodes that report event
occurrences are the main sources of correlation infor-
mation for an adversary. One example of isometric
functions that preserve distance is rotation. The point
(x, y) is rotated by angle B to find (x', ¥') using the
following formula .

x' = xcosB — ysinB, y' = xsinB + ycosB

Generally rotation about a fixed point preserves
distance and angle. This advantage is taken to create k
— 1 sets of fake reports; each set will have distances
between fake sources similar to the distances between
sources that report real event occurrences. Every time
when the source sends event notification to BS, BS cal-
culates the fake sources locations by rotating the source
node location by angles 8, 28,---, (k = 1)B8. In our
case B is calculated as B =360/k to diversify the k
nodes around the BS. Algorithm 1 describes the details
of how the BS calculates fake source locations from the
real source location.

Algorithm 1 Fake source location calculation.

Input: source location (x,, y,) , number of fake sources plus
the real source k
Output; location of the k£ — 1 fake sources
Procedure ;
1. B =360k
2. fori =1tok-14do
3. = xpcos(i X B) -y, sin(i x B)
4.y, = xsin(i X B) + y,cos(i x B)
5.0 fi= (x5, 00)
6. end for
7. returnf,, f,, -+, fi
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From Fig. 4 for k = 4 fake sources F1, F2 and F3
are located by rotating real source location R by an an-
gle B =360/4 =90°, 180", and 270°. When the new
source location is R’ the new fake sources are located
by the same calculation but by the coordinate of R’.
Thus the distance RR’ is maintained by the fake
sources distances F1F1’ | F2F2’ and F3F3’.

F1’
R F1
/ B Al >B
R ) F2’
BURA7
=
F3 F2
E3?
Fig.4 Locating fake sources around the BS

3.3 Fake sources assignment and message transfer
Calculating location of fake sources based on Al-
gorithm 1 provides ideal location. That is, there may
not be a sensor node at the calculated location. In this
case BS selects nodes that are closer to the calculated
points as fake sources, and then it broadcasts the fake
sources assignment message by introducing the real
source location. Following this the fake and real
sources start to generate messages at the same pattern.
In the case when BS accepts event notification from a
large number of source nodes, it schedules the fake as-
signment or drops the old event notification message if
more than one source node detects the same event. This
contributes to the reduction of energy consumption.

3.4 Discussion

Random location of BS: for BS located randomly in
WSN we can apply translation instead of rotation to se-
lect fake sources which also has isomorphic property to
preserve distance.

Non-beacon enabled WSNs: In this type of WSN it is
possible to make every node to generate fake event no-
tification messages at the beacon interval to provide un-
observablity to the source with real event notification.
To minimize energy cost, message size at this interval
can be smaller than the size of the event reporting mes-
sage in this interval.

4 Analysis of the scheme

1 Analytical analysis
1.1 Privacy analysis

4.
4.

Theorem 1. CTA satisfies clustered trajectories
k-anonymity property.

Proof: To prove that CTA satisfies clustered traj-
ectories k-anonymity, first we have to show that CTA
satisfies trajectory similarity and 7, = { (x,, Yo, &) »
(x,, ¥y, t,),,(x,, y,, t,) | is a real trajectory of
the monitored object analyzed from the traffic collected
,t. | where (t, <t,
< -+ <t,). In CTA, before a source node starts to re-

at discrete time intervals {z,, t,,-"

port real event occurrence, BS calculates and assigns k
— 1 fake sources that report at the same pattern and
time with the real source. Thus V (x,, y,, t;,) e T,,
d(x,cos(j xB) —v,sin(j XB), x,sin(j X B) +y,
cos(j x B)t;) e Tifor1 <j < k. This implies T; con-
tains a collection of points that are defined at the same
time interval with points in T'.

To show the distance travelled by the fake trajec-
tory (D') at any point is the same as the real trajectory
distance (D), suppose («,, y,) and («;, y;) are ran-
dom locations of nodes that report real event occur-
rences at time ¢, and ¢;, distance D between (x,, y,)
and (x;, y,) is

D = (yi_yj)z-'_(xi_xj)z (1)

Distance D" after rotation of («,, ¥,) and (x;, ¥,)
at an angle j x B where 0 < j x B8 < 2 1is;

D= /(xl sinj X B +y; coy X B - % sinj x B —yjcosj ><,[-}’)2 +

(x;co5f X B =y, sinj X B — x; cosj X B + y; siny xB)°
[(y, - yj)z(cos2j X B + sin’j xB) +
/<x,—x,>2<coszjx3+sinzjx/3>1
(i =97 + (x = x)?
This implies D = D’ when there is a deviation of

the actual fake source location from the calculated
D= D’ (2)
Because of the dense deployment of WSN, this
deviation is insignificant to differentiate the fake trajec-
tory from the real one. Thus from Eqs(1,2) CTA sat-
isfies trajectory similarity. And since a single source
node location is rotated by angles 8, 28,---, (k -
1)B, K -1 fake trajectories exist for each real trajecto-
ry, which implies CTA satisfies trajectory k-anonymity.
Also for each real trajectory in trajectory set { T, T,
-+, T | which are analyzed from the traffic collected, it
is possible to find £ — 1 collections of fake trajectories.
When we categorize the fake trajectories by the angles
of rotation we will find k — 1 cluster of trajectories { C, ,
CZ’“"CA-—I )
found by rotating points in T, T, -,
B, C, by an angle 28,--- and C,_, by an angle (k£ -
DB Ths VT, T, e (T, T,,---,T,{, 3T,, T,

C, contains a cluster of trajectories

T, by an angle

i

C,wherel =1,2,---, k —1 such that Dist (T, , T,) =
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Dist (7, T,). Therefore it is concluded that CTA sat-
isfies clustered trajectories k-anonymity.

Theorem 2 CTA satisfies the property of location
k-diversity.

Proof ;. Dividing the network area into equal parts
with BS as a centre is similar to dividing the circle into
equal parts. When point on the perimeter of the circle
are divided into k equal parts, they are always the
points that are 360°/k apart are from different sections
of the circle. Since CTA uses angles3, 28--- (k-1)8
to rotate the source location, consecutive fake sources
are approximately B8 = 360°/k angle far apart around
the BS. Thus all the & points are almost from k different
sections of the network. Therefore CTA satisfies loca-
tion k-diversity.

4.1.2 Time delay analysis

The time delay of CTA for sending messages is the
same with that of the dynamic source anonymity after
the fake sources are selected. However when the time
it takes to send an event occurrence message to BS for
fake source request, each node has its independent
beacon interval ; t = (1,/2 +1t,)h, where h is the maxi-
mum number of hops from the BS, ¢, is the time to send
event notification message and ¢,/2 is the average time
delay of a beacon message on each node that partici-
pates in forwarding the beacon message. But in CTA,
beacon intervals overlap so that ¢ = t,/2 which is inde-
pendent of h and ¢,. In case of dynamic source anonym-
ity the time delay for sending fake request is¢ = (i, +
tg)h + 1t
node, h is the number of hops from source to the BS
and ¢, is the waiting time at BS before it broadcasts the

where ¢, is the shortest on each sensor

w

fake source assignment message.
4.1.3 Energy overhead

The energy overhead for dynamic source anonymi-
ty scheme when a single source node reports event re-
lated information is: £, = E, + knE_, where E is the
average energy cost of sending event notification mes-

m

sage, k is the total number of nodes that participate in
sending messages at the same time interval , n is the to-
tal number of messages sent by each node, and £, is
the average cost of sending a single message from

source to BS. But since beacon messages have no ener-
gy overhead for CTA, E, = knk,.

4.2 Simulation results

A discrete simulator has been built up to evaluate
the performance and security of our scheme using Tiny-
0S. 1,000 sensor nodes are randomly deployed in a
round area network with a diameter of 50. The trans-
mission range is set to 1. The base station is located at
the centre of the network. The network has one hot
spot that is randomly located and fixed during each

simulation run to show the hot spot created due to dif-

ferent objects that visit the area from different direc-

tions. In our simulation 10 objects visit the hot spot ar-

ea repeatedly.

4.2.1
The false positive hot spot detection ratio of the at-

tacker is compared when random selection and CTA

Privacy analysis

scheme are applied. The attacker first performs rate
monitoring to detect the most visited area and then
studies the trajectory around the detected hot spot area
to determine whether it is the real hot spot area or a
fake one. In random selection, fake sources may or
may not form the hot spot areas as randomly selecting
fake sources which are distributed throughout the net-
work. Even when fake sources form hot spots by
chance there may not form a pattern of movement that
resemble the real event movement around the hot spot.
But in case of CTA isomorphic property of rotation cop-
ies any pattern observed by the real event report on
fake reports.

As it can be seen from Fig. 5, when the number of
traffic collected for analysis increases, the probability
of detecting false hot spots increases. This is because
hot spot is created when there is large volume of data in
the network. When we compare the false positive hot
spot detection ratio of our scheme with random selec-
tion, our scheme gives 90% of the time hot spot that is
false positive for & = 10. This is because there are ex-
actly 9 false hot spots for a single hot spot which pro-
vides exact k-anonymity. But random selection of fake
sources ends up in 5 0 % probability of detecting false

L —=—CTA
L —*— Random selection

1

=
o

0.8

False hotspot detection rate
f=1
W

20 40 60 80 100 12‘0 140 160 180 200
Number of messages

Fig.5 False positive hot spot detection ratio for £ = 10

positive hot spot. Generaly, when we see the number
of hot spots detected for different values of £, in the
proposed scheme k hot spots are detected as we can see
from Fig. 6, which implies the probability of detecting
the real hot spot is 1/k. But the number of hot spots
detected in random selection is always less than k as in-
dicated in Fig. 6 and hence there is a chance to detect
the real hot spot only.
4.2.2 Time delay

We compare the time delay for sending event noti-
fication in the case of Dynamic SSSA , CTA without
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I Random selection
C—CTA

Number of hotspots
S = N Wbk WAoo
.

N 1N |—

Fig.6 Hot spots detected for different values of &

beacon interval overlaps, and CTA. Dynamic SSSA
has less time delay when there is less frequent fake re-
quest from the source node. But when the number of
fake requests increases, the attacker may detect a con-
secutive short time delay which in turn implies that
there are real event notifications. Thus, time delay in-
creases for providing source location privacy. CTA
without beacon interval overlap has a large time delay
because each node has independent beacon interval
and consequently cumulative delay is introduced for the
event notification to arrive at BS. But the time delay
decreases with significant amount when the beacon in-

tervals overlap as we can see from Fig. 7.

700 v
~—*+— Dynamic SSSA

600} —=a— CTA without beacon interval
—e— CTA

w
(=3
(=}

Time delay
S
[~
S

300

200

100

Number of fake requests

Fig.7 Time delay comparison

4.2.3 Energy consumption

To send the same amount of message within a giv-
en time T, SSSA consumes more energy due to network
wise dummy message injection. Dynamic SSSA reduces
the energy cost by extending the delay of network wise
dummy message injection. CTA consumes the least en-
ergy as fake request is sent within the beacon frames at
MAC layer which have no energy overhead. Fig.8
shows this clearly.

5 Conclusion

This study proposes a scheme that provides perfect
k-anonymity to the source that reports event occurrence
in mobile events monitoring application against a global
attacker. The analytical analysis and the simulation re-
sults show that our scheme is efficient and effective in
providing the desired anonymity.

1500 ——<%5A |
—=— Dynamic SSSA
—e—CTA ——— ==
et N
§ 1000 —— o 3
>
5
=1
=500
0 s s ' . L s ' L
1 2 3 4 5 6 i 8 9 10
Number of source nodes
Fig.8 Energy overhead
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