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Abstract
For business service workflow, QoS-based services selection can’t guarantee whether the com-

posite service satisfies user’ s requirement after delivery, because once any service interrupts or

quality of service (QoS) maliciously reduces, the quality of workflow will be reduced. Trustworthy

services can provide reliable QoS, so trustworthiness research could improve the efficiency of serv-

ices selection. This paper investigates trust assessment in the perspective of workflow. Firstly, trust

network of business service workflow (TN-BSW) is proposed to analyze trust attributes; then, the

trust measurement system of TN-BSW is investigated to assess the trust value quantitatively; and

then, a trust-aware service recommendation model ( TaSRM) is proposed to enhance the efficiency

of QoS-basedservices selection; finally, experiment shows the feasibility of TN-BSWand the perform-

ance of TaSRM.

Key words: business service workflow, trust attributes, trust assessment, quality of service

(QoS) , service selection

0 Introduction

The function of business service workflow is
achieved by the composition of different abstract serv-
ices, such as logistic service and payment service.
Many concrete services can achieve the function of ab-
stract service, such as EMS and UPS both of which can
provide logistic service, but their qualities of service
(QoS) are different.

How to select service is the key problem of service
system. Some previous works' "¢ investigated services
selection problems based on QoS. Ref. [1] proposed
the QoS framework for services selection. Ref. [2]
proposed the ranking of services by QoS assessment.
Refs[ 3-5 ] focused on composite services by QoS com-
position calculation. Ref.[6] proposed context-aware
QoS to deal with dynamic services selection. Based on
QoS, service with high QoS value and service workflow
with high aggregated QoS value can be selected.

However, these works ignored the problem: “Ad-
vertising QoS published before delivery might change
after delivery”. The reason is: Business service has
the characteristics of social, dynamic and subjective.

In real case, once any service provider loses credibili-
ty, such as interrupting service and reducing QoS mali-
ciously, the whole workflow will be affected. On one
hand, the quality of workflow after delivery will deviate
from advertising QoS; on the other hand, the whole
workflow may be terminated with uncompleted re-
sponse, so it can’t achieve user’ s requirement. Obvi-
ously, QoS-based services selection can’t be aware of
credit losses, while credit losses often happen in real
business service scenario.

For this shortage of QoS-based services selection,

79 - :
791 research credit rating to measure serv-

some works
ices’ credit from users or third-party monitoring. By
comparing the credits, services with low credit can be
filtered. However, service’ s credit might be deliber-
ately rated high by its own providers or rated low by

competitors. Therefore, malicious behaviors detec-

101 s to make credit rating more believable.

ting
However, in general, these two methods only deal with
one type abstract service while not service workflow.
One service with credible QoS can’t represent that the
whole workflow’ s quality is credible.

In conclusion, credit rating and malicious behav-

iors detecting make QoS-based services selection more
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reliable, but it still can’ t guarantee that the composite
QoS satisfies user’ s requirement after delivery.

Trust relationship is the key factor to solve this
shortage. On one hand, trustworthy services can pro-
vide reliable QoS; on the other hand, in services inter-
action, a high credible service tends to cooperate with
others having the same or higher credit. Thus, if serv-
ice workflow can be provided by trustworthy services,
meanwhile, these services have good cooperative rela-
tionship, the quality of workflow could be guaranteed
more reliably.

By this motivation, two questions on the research
of trust relationship should be solved.

(1) How to measure the trustworthiness of a serv-
ice and the trust relationship of business service work-
flow?

(2) How to utilize this trust measurement in busi-
ness services selection?

This paper devotes to solve these two questions and
contains 5 sections. Section 1 proposes trust network of
business service workflow (TN-BSW) ; Section 2 pres-
ents the measurement system of TN-BSW; Section 3
proposes a Trust-aware Service Recommendation Model
(TaSRM) and its algorithms to solve services selection
problem; Experiment in Section 4 is to verify TN-
BSWandTaSRM; Section 5 presents the conclusions.

1 TN-BSW

For business service, business correlations are
formed gradually in the long-term interactions, such as
partner and price alliance. It can be depicted by graph
structure with nodes and links, as shown in Fig. 1.
node represents service, link represents business corre-
lation, such as C(1, 2) represents the correlation be-
tween service 1 and 2; they can also form a loop corre-
lation.

Service 1 Service 1

c(1,3) C(1,2

Service 2 Service 3  Service 2 Seice 3
(b) Correlation Graph (c) Loop Correlation Graph

Service 1

C(1,2)

Service2 Service 3
(a) No Correlation

Fig.1 Business correlation graph

Service tends to cooperate with others having the
same or higher credit, business correlations reflect trust
relationships. We call it business correlation trust and
classify it into Node-trust and Link-trust. For business
service, reputation, business scope and transaction
volume are main attributes and they affect trust rela-

tionships significantly. Further more, Node-trust can
be measured by reputation level (RL) , and Link-trust
can be measured by business scope compatibility
(BSC) and business compactness degree ( BCD),
which are corresponding to business scope and transac-
tion volume.

(1) Node-trust: Real service systems provide
various reputation mechanisms to assess reputation. For
example, Amazon defines five stars'?'; Alibaba de-
fines gold supplier and a series of authentications'"’.
Thus, reputation mechanism can be utilized to assess
Node-trust.

(2) Link-trust:On one hand, business scope re-
flects service function, such as payment service. BSC
represents business scope compatibility between two
services’  business scopes, for example, accessory
manufacturer A only provides a special accessory to au-
to manufacturer B, another accessory manufacturer C
can provide the same accessory and other accessories.
To a certain extent, as the more compatiblescope, A
can concentrate more on serving for B, and the intensi-
ty of trust between A and B is higher than C and B. On
the other hand, BCD represents business compactness
degree between two services, and it is reflected by
transaction volume. The transaction might be product
purchasing or service consumption. Stronger BCD re-
flects the deeper trust relationship.

By the combination of Node-trust and Link-trust,
a trust network of business service workflow ( TN-
BSW) is established as Fig. 2 to illustrate the trust re-
lationship.
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Fig.2 Trust network of business service workflow

As shown in Fig.2, circles marked with “S” and
“E” respectively represent the start and end of work-
flow. This workflow is composed of 5 abstract services
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(AS). AS; and AS, form a parallel structure and others
form a sequential structure. Each AS has many candi-
date services, e. g. , S, | is the first service in AS,, S; 5
is the fifth service in AS,. Cooperation between services
in different abstract services forms business correlation.

Then, trust network can be extracted with Node-
trust and Link-trust. As an example, one workflow in-
stance path marked with Node-trust and Link-trust is
shown in Fig.2(b). By TN-BSW, trust relationships
of business service workflow can be shown intuitively-
and clearly.

2 Trust measurement system

TN-BSW considers service trust ( Node-trust) and
business correlation trust ( Link-trust ). This section
presents detailed trust measurement of TN-BSW.

2.1 Reputation level

Take S, ; represents the 7" service in the i" abstract
service, herein, i = 1,2,---, . andj =1,2,---,J,; [
represents the number of abstract service and J; repre-

sents the number of services in the i abstract service.
Reputation level of S, ; is depicted as R(S, ;).

2.2 Business scope compatibility
S(S,;) NSCS, )

BSC(S, ;, S;.) = S(S.,) US(S, ) W

where S(S; ;) and S(S, ;) represent the business

scope of service S, ; and S, ;. They can be obtained by
service tags, which are more concrete than service cat-
egories. For example, in the website ( www. program-
mable web. com) , the APl “Google Maps” is catego-
rized as mapping and annotated with the tags of map-
ping, places, viewer and display. These tags reflect its
business scope. The business scope compatibility be-
tween S; . and S; , is calculated by similarity measure-
ment of business scope''*'. S(S; ;) NS(S, ;) gets the
number of matched scopes; S(S; ;) U S(S, ;) gets the
total number of their scopes. Thus, the value domain of
BSC (S, ;, S, ,)is [0, 1]. BSC (S, ;, S; ;) =0re-
presents their business scopes are irrelative; BSC
(S;;, Si.;) = 1 represents their business scopes are-

matched absolutely; 0 < BSC (S, ,,

sents their business scopes are partially matched.

i,70

Si. 1) < 1repre-

2.3 Business compactness degree
V(S:,;) NV(S,)
BCD(S; ., S,,) = o : 2
( e U) V(Si,j) U V(Sk,/) (2)

where V(S, ;) and V(S, ;) represent the total transac-

tion volume of service S, ; and S, ;. They can be ob-

tained by transaction history and formatted as transac-
tion times. The business compactness degree between
S, jand S, ,is calculated by similarity measurement of-
transaction volume "', V( S.;) N V(S ) gets the
transaction times between them; V(S, ;) U V(S )
gets the max transaction times. Thus, the value domain

of BCD(S, ;, S,,) is [0, 1]. BCD(S, ,, S,,) =0

i
represents no transaction between them; BCD(S, ;,

S;.) = 1 represents their transactions are absolutely

from each other; 0 < BCD(S,

i.j» Sii) < 1 represents

they have some transactions.

Then, for a service workflow instance path p, as
in Fig.2(b), the utility value of RL, BCD and BSC
can be respectively calculated as Eq. (3). W, repre-
sents the reputation weight vector of service, Wy re-
presents the BSC weight vector of business correlation
W e represents the BCD weight vector of business cor-
relation, U,(p) represents the weighted average repu-
tation of p, Uy (p) represents the aggregated BSC val-
ue of p, and U, (p) represents the aggregated BCD

value of p.

W, xR
r UR(P) = Rf
Upsc(p) = Wpee x BSC
LU/fC/)(P) = WBCI) x BCD

The concrete measurement can be expressed as:
I .
12
Z Wi X R(s; )
I

(3)

UR(P) =

Upe(p) = 3w - BSC(S, ), S.)
Upw(p) = > whin) + BCD(S, |, Si1)
(4)
Herein, weights satisfy Z :=lee =1, Z :;llwgsizl =1
and Z ::114;;’;;‘ = 1 for normalization. Weight vectors

reflect user’ s preference. For example, if user expects
a specific abstract service with high reputation, its rep-
utation weight should be set larger; if user attaches im-
portance to the transaction of two specific services,
BCD weight between these two services should be set
larger.

Finally, the trust utility value of path p integrated
with Node-trust and Link-trust is expressed as

U(p) = 8Up(p) +8,Upsc(p) +8;Upey(p)

(5)

Herein, parameters §,, 8, and §; are adjustable factors
and satisfy 8, + 6, +8; = 1, by which the performance
of trust assessment can be adjusted. In detail, if the
service system emphasizes on reputation, it should set
a greater §,, e. g. C-C/B-C e-commerce attaches im-
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portance to trust; if the service system emphasizes on
the matching of business scopes, it should set a greater
8,, e. g. sophisticated manufacturing needs a precise
business scope matching; if the service system empha-
sizes on cooperation, it should set a greater &5, e. g.
service workflow focuses on workflow stability, and the
cooperative transaction is the most important evidence.
For concrete case, Analytical Hierarchy Process

( AHP) " method can be applied to determine the as-

ikl il
w!, w! ) and

signment of weight parameters (w;{ W

adjustable factors (§,, 8,, 8;).
3 TaSRM and algorithms

3.1 TaSRM

Based on the trust measurement system, Trust-
aware service recommendation model ( TaSRM) is es-
tablished as Fig.3 to measure the trust of business
service workflow instance paths ( BSW-IP) and get the
trustworthy BSW-IP.

@

A 4

‘ User requirement acquirement|
¥ LAYER I

‘ Service functions composition |

Abstract business
service workflow

LAYER II

( Candidate services)
Feasible workflow
instance path

| QoS-based service selection ‘

+< Trust assessment of BSW ‘

v LAYER III
‘ Trust-based service recommendation ‘
] Trustworthy

3 workflow
‘ instance path

Fig.3 Trust-aware service recommendation model

TaSRM sets two judgments and three layers.

Judgment I;“Is there QoS requirement?”

It represents that if a user has QoS requirement?
This judgment can distinguish different users. User
without QoS requirement is like a new user who isn’ t
familiar with QoS index or does not know their concrete
requirement.

Judgment II; “Is there local QoS?”

It represents that if QoS requirement contains local

QoS requirement? Local QoS requirement can be ap-
plied to some specific scenarios, for example, user
specifies the accommodation fee or transportation cost
in travel service.

Layer I. User requirement acquirement

User requirement contains requirements of func-
tion and QoS. Through service functionscomposition,
abstract business service workflow can be obtained.

Layer II. QoS-based services selection

This layer gets the feasible BSW-IP. If the user
has local QoS requirement, firstly local selection is
triggered to select services by local QoS; then, use
QoS-based services selection to optimize composite QoS
by global QoS requirement to get the feasible BSW-IP.

Layer III. Trust-based service recommenda-
tion

This layer gets the trustworthy BSW-IP by trust
measurement system. When there is no QoS require-
ment, directly adopt this layer to get service recom-
mendation.

3.2 Algorithms of TaSRM
3.2.1

In this stage, input the service workflow SW and
QoS requirement ( QoS") ; firstly, if there is local QoS
requirement ( QoSy ), by “LocalSelection” to select

QoS-based services selection algorithm

candidate services, and then by “ Compute Path” to
compute the candidate BSW-IP; finally, comparing the
aggregated QoS (Q0S},,.ueq) of composite services
with global QoS requirement ( Q0Sp,,.) to select the
feasible BSW-IP ( FWP) , and then insert into the list
of FWP. This stage is shown as Table 1.

Table 1 QoS-based services selection algorithm

Input | SW = {AS,, AS,,---,AS;} QoS® = (QoSE ., QoSK >

Output | FWP _ List
1. Begin
2 If QoSY,..; = empty
3 CandidateServices = LocalSelection ( QoSK .. SW)
4. Else CandidateServices = SW
5. End
6 CandidatePath = ComputePath ( CandidateServices)
7 For each p; in CandidatePath

Algorithm 8 Q0Segregared = 101+ @ 2@}

9 For each ¢} in Qonggwgdm,
10. For each ¢ in Q0Sf,,,,
11. Ifq! < q/R break ;
12. End
13. End
14. Insert p; in FWP _ List
15.  End
16. End
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3.2.2 Trust-based service recommendation algorithm

In this stage, input FWP _ List and TN-BSW;
firstly, set weight vectors (Wy, Wy, Wyep) , and set
parameters &, , 8, and 85 ; then compute trust utility val-
ue of each FWP by Eqs (4) and (5) to get U(p,) ; fi-
nally, sort U(p,) to get the list of trustworthy BSW-IP.
This stage is shown as Table 2.

Table 2 Trust-based services recommendation algorithm
Input FWP _List, TN — BSW,
Output TWP _ List

Begin
Set weight vectors Wy, Wy, Wyep
Set parameters 8, , 5, and 8
For each p, in FWP _ List
U(p;) = ComputeTrust (p;)
End
Sort U; in FWP _ List
Insert p, in TWP _ List
End

1
2
3
4
Algorithm | 5.
6
7
8
9

In conclusion, TN-BSW and its measurement sys-
tem are applied into TaSRM. TaSRM is to get the
trustworthy BSW-IP on the premise of meeting QoS re-
quirement.

4 Experiments and analysis

Experiments should investigate two issues.

(1) Whether TaSRM can detect malicious behav-
iors and provide the trustworthy BSW-1P?

(2) How about the execution efficiency of TaSRM?

4.1 Paremeters setting
4.1.1 Common parameter definitions

Common parameter definitions are shown as Table 3.

Table 3 Common parameter definitions

Parameters Notation Description
Abstract Service AS, iel, I =N
Concrete Service S jel,J, =N

Required QoS QoSy User required QoS
Threshold QoS QoS, User QoS threshold
Advertising QoS QoS, Service advertising QoS
Execution QoS QoS Service execution QoS

4.1.2 Evaluation indicators definition
There are two types of QoS: 1) Cost QoS, and us-
ers expect it lower, such as price and execution time;
2) Benefit QoS, users expect it higher, such as reputa-
tion and usability. Besides, three indexes are defined:
QoS deviation degree represents the degree that

QoS deviates from QoS,. It is formulized as
_ {(QOSE = Q0S;)/QoSy; Cost QoS 6)

P2 = 1(Q0S, = 0S,)/Q0S,; Benefit QoS

User acceptance degree represents the degree
that deviates from. It is formulized as

_ {(QOST = Q0S;)/Qo0Sy; Cost QoS 7)

P2 (008, - 00S,)/Q0S,: Benefit QoS

Recommendation Success Function represents if
the selection result satisfies user’ s requirement. For
cost and benefit QoS, p, < p, indicates that users ac-
cept the deviation, so the recommendation is success-
ful; and p, > p, indicates that the deviation exceeds
user’ s acceptance, so the recommendation is failed. It
is formulized as

S(p) = 1, pp <p.0, pp > p, (8)

In addition, behaviors of service providers reflect
the trustworthy degree of their services. Classify provid-
ers into three types (#A, #B, #C) and P(A), P(B)
and P(C) respectively represent the proportion of their
numbers.

Provider A represents providers with high credi-
ble, who advertise QoS truth fully. They would make
QoS consistent with QoS, even if at a profit loss.

Provider B represents providers with medium
credit, who try to guarantee user’ s benefit, although
QoS varies from oS, as uncertain commercial factors.

Provider C represents fraudulent providers, who
maliciously overstate advertising QoS for more benefit
resulting that QoS deviates much from QoS ,.

4.2 Simulation experiments

The algorithms are programmed by Matlab 2009a
and then run the experiments on DELL Optiplex 380
(Intel Core2 E7500 2.93GHz CPU, 1.96GB RAM).
4.2.1

Common parameters assignment is shown as Table 4.

Common parameters assignment

Firstly, set 6 abstract services and each one has
200 services. Select price and reputation as QoS exam-
ples, and set value domains as [0,100] and [0,1];
then generate (JoS, randomly in the value domain, and
set QoS respectively as 60 and 0. 8. Set 4 different us-
er acceptance degree [ #1 ,#2 #3 ,#4] as[5% ,10% ,
20% ,30% ]; it indicates different QoS thresholds:
QoS, (Price) = [63, 66, 72, 78 ] and QoS,
(Reputation) =[0.76,0.72,0.64,0.56]. Set each

1
’6’67

o=

weight vectors (W, Wy, Wye) as [%,

%, %} , 1. e., each service are considered to be
equally important; then set adjustable factors ([§,,

52,53])%[% ].i.e. .RL,BSCand BCD

11
"33
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Table 4 Common parameter assignment

Parameters Value Description

I 6 Abstract service number

1 {200, ---,200} Service number

| Price, Reputation [0,100],[0,1] QoS examples
QoS, q' ~ Random Service advertising QoS

QoS, 60, 0.8 User required QoS

P [#1,#2,#3 ,#4] [5% ,10% ,20% ,30% |

Wi s Wase s Waen [1/6,---,1/6] Weight vectors

[8,,8,,8]

[1/3,1/3,1/3]

Adjustable factors

are considered to be equally important; finally, gener-
ate a certain business correlations randomly.
4.2.2 FExperiment parameters assignment

Three group experiments are designed to show the
performance of TaSRM as to different service provid-
ers. Table 5 sets the parameters of three group experi-

ments.
Table 5 Experiment parameters assignment
NO. Parameters Value
P(A) 100%
1 P(B) 0
P(C) 0
P(A) [100% —0 ]
5 P(B) [0—100% ]
P(C) 0
g; ~ N(q;, o) o, =0.1
P(A) [100% —70% ]
3 P(B) 0
P(C) [0-30% ]
9 ~ N(q', o) o, =0.4

Herein, assume the total service number is fixed, and
satisfies P(A) + P(B) + P(C) =1. Set execution QoS
obey Gaussian distribution as ¢* ~ N (¢!, o). For
Provider A, ¢¥ = ¢! ; for Provider B, ¢! has a variation
with a standard deviation as o; = 0. 1, and the expec-
tation QoS is ¢ ; for Provider C, ¢ has a variation with
a larger standard deviation as o; = 0.4. For cost QoS,
q' is larger than ¢ and for benefit QoS, ¢! is less than
g;-
4.2.3 Model performance experiment

Comparative experiment is designed to verify TaS-
RM. QoS-SSM ( QoS-based services selection model )
refers to another of our papers''®’ | which supports QoS
correlationin QoS-based services selection, while does
not consider the trust impact. The following shows the
three group experiments respectively for Provider A, B
and C.

(1) For Provider A

a) Observation

Execution success rate

Fig.4 ESR distribution by interacting with Provider A
b) Description

Table 6 Coordinates of Fig. 4

Coordinate Value Description
X #1, #2, #3, #4 4 types of user acceptance
Y [1,10] Experiment times
7 [0% , 100% ] Execution success rate

Table 6 shows the coordinates of Fig. 4. For one
type user acceptance, one experiment repeats 30 exe-
cution times with random QoS to calculate execution
success rate (ESR) as Eq. (9). S(p) refers to Eq.
(8), which represents the execution times.

S S(p)
N

ESR(p) = (9)

¢) Analysis

All services are provided by Provider A. When
user acceptance ranges from #4 to #1 , user demand be-
comes stricter and ESR becomes lower. At #4, both
models can recommend services satisfying QoS at each
time, i.e. KSR =100% , but with acceptance degree
decreasing, both models have failed recommendation,
i.e. ESR <100% .

The reason is; all services are credible and QoS
is equal to QoS,. Both models can get the optimal
BSW-IP by QoS,. But for stronger user demand, QoS,
of optimal BSW-IP might dissatisfy (oS,.
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(2) For Provider B

a) Observation

Execution success rate

Fig.5 ESR distribution by interacting with Provider B
b) Description

Table 7 Coordinates of Fig. 5

Coordinate Value Description
X #1, #2, #3, #4 4 types of user acceptance
Y [0% , 100% ] Number proportion of Provider B
Z [0% , 100% ] Execution success rate

Table 7 shows the coordinates of Fig. 5. Coordi-
nate Y represents the proportion of Provider B; the oth-
er is Provider A. For one type user acceptance and a
certain rate of Provider B, one experiment repeats 30
execution times by random QoS to calculate ESR.

¢) Analysis

On one hand, comparing with Fig. 4, ESR of both
models is decreasing; on the other hand, for one spe-
cific user acceptance type, with the increasing of Pro-
vider B rate, TaSRM achieves a higher ESR than QoS-
SSM.

(3) For Provider C

a) Observation

Execution success rate

Fig.6 ESR distribution by interacting with Provider C

b) Description

Table 8 shows the coordinates of Fig. 6. Coordi-
nate Y represents the proportion of Provider C; the oth-
er is Provider A. For one type user acceptance and a
certain rate of Provider C, one experiment repeats 30
execution times by random QoS to calculate ESR.

Table 8 Coordinates of Fig. 6

Coordinate Value Description
X #1, #2, #3, #4 4 types of user acceptance
Y [0% , 30% ] Number proportion of Provider C
Z [0% , 100% ] Execution success rate

¢) Analysis

Fig.6 and Fig.5 have different coordinate Y
scales, one is [ 0% ,30% ] and the other is [ 0% ,
100% ]. Tt indicates that ESR falls severely when Pro-

vider C increases and an example is shown in Table 9.

Table 9 ESR Comparison ( Provider B and Provider C)

User Proportion ESR of ESR of
Acceptance QoS-SSM TaSRM
#1 P(B) =30% 74.31% 88.12%

#1 P(C) =30% 23.37% 47.52%

Obviously, if P(C) continues increasing, ESR will fall
more severely, and even no successful recommendation.

In conclusion, Provider B and C can’t guarantee
QoS = QoS, after delivery. QoS-SSM just depends on
QoS,, so it is unaware of QoS change, and ESR will
decrease more certainly. For TaSRM, before delivery,
TaSRM evaluates and sorts the trust value of feasible
BSW-IP, then selects the most trustworthy one. Ac-
cording to QoS,, BSW-IP by TaSRM might not have
the optimal composite QoS, but it’ s the most trustwor-
thy one to make QoS consistent with QoS,. Thus, TaS-
RM can identify malicious services and resist their se-
lection.

In conclusion, from Fig.5 and Fig.6, ESR of
TaSRM is obviously higher than QoS-SSM, especially
when the number of malicious services is increasing.
D. Execution efficiency experiment

An appropriate execution time can make recommen-
dation effective. Herein, change the number of abstract
service and service to simulate different service work-
flows. 5 type workflows are constructed in Table 10.

a) Observation

b) Description

Coordinate X represents different workflow types,
and coordinate Y represents execution time. Execution
time of Q0S-SSM contains one step''®’ and TaSRM con-
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tains two steps: QoS-based services selection (Step 1)
and Trust-based services recommendation (Step 2).

Table 10 Scale of services workflows

NO. Abstract Service Number

Service Number

#1 6 (200,200 ]
# 6 (400, ---,400 ]
#3 10 [400,---,400]
#4 15 [400,-++,400 ]
#5 20 [400,---,400 ]
35 T
—— TaSSM
301
25
.5 '5! Step 2
EREL -
o
X
10 F o Step 1

#1 w w3 H4 #5
Service workflow type

Fig.7 Statistics of execution time

c¢) Analysis
The statistics of Fig.7 is presented in Table 11.

Table 11  Statistics of execution time
NO. QoS-SSM TaSRM: Step | TaSRM; Step 2
#1 2.1 2.3 2.9
#2 4.6 5.1 3.0
#3 6.3 7.1 3.1
#4 13.1 14.1 2.3
#5 29.3 31.1 2.2

With workflow’ s scale increasing, the execution
times of two models are increased. The execution time
of TaSRM’ s Step 1 is close to QoS-SSM; TaSRM’ s
Step 2 adds an execution time with the range of [ 2. 2s,
3.1s].

Through analysis, QoS-SSM is to optimize the
nonlinear combination of multi dimensional QoS''®’
thus QoS-SSM depends on the numbers of abstract
service and service; while trust measurement in TaSRM
(Step 2) depends on the limited number of feasible
BSW-IP from Step 1. Thus, Step 2 in TaSRM is less-
complex than Step 1 and consumes less time.

Therefore, although TaSRM adds a certain time

comparing with QoS-SSM, it can get the trustworthy
BSW-IP within the effective execution time. Further,
TaSRM can recommend more reliable BSW-IP to us-
ers, as considering both QoS and trust for selection.
E. Empirical study and insight

For the real service system, an online marine lo-
gistic service platform (OMLSP) "7 is selected for in-
vestigation. It is a typical business services system with
5 main abstract services, including forwarder, ship
owner, ship agency, insurance agency and online pay-
ment service. OMLSP just provides QoS query with
single abstract service, e. g. querying ship agency by
freight charge or reputation will return a list of ranked
ship agencies. But it may be hard for users to select
other services and composite a whole BSW-IP. There-
fore, if assess trust value and apply TaSRM, the trust-
worthy BSW-IP can be obtained. For example, BSW-
IP recommendation might be {forwarder 1, ship owner
4, ship agency 5, insurance agent 2, payment 2|,
while not a single {ship agency 3.

In this perspective, trust assessment mechanism
and TaSRM is feasible and effective to enhance the rec-
ommendation accuracy and user experience.

5 Conclusions

Services selection is a significant problem in busi-
ness service management. This paper devotes to a
trustworthy service recommendation to enhance the ac-
curacy and reliability of QoS-based services selection.

First, TN-BSW is established to combine service
reputation ( Node-trust) and business correlation trust
( Link-trust ) ; then the corresponding trust measure-
ment system is proposed to calculate the trust utility
value; based on it, the trust-aware service recommen-
dation model can filter unreliable service and recom-
mend trustworthy BSW-IP; finally, an experiment veri-
fies the feasibility of TN-BSW and the performance of
TaSRM.

Reference

[ 1] Herssens C, Faulkner S, Fouss F, et al. A framework for
QoS driven selection of services. In: Proceedings of the
Sth International Conference on Service Computing ( SCC
08), Honolulu, USA, 2008. 537-538

[ 2] YauS S, Yin Y. QoS-based service ranking and selection
for service-based systems. In: Proceedings of the 8th In-
ternational Conference on Service Computing ( SCC 11)
Washington DC, USA, 2011. 56-63

[ 3] Jaeger M C, Muhl G, Golze S. QoS-aware composition of
web services: a look at selection algorithms. In: Proceed-
ings of the 12th International Conference on Web Service

(ICWS 05), Orlando, Florida, USA, 2005. 807-810



30

HIGH TECHNOLOGY LETTERSIVol.21 No.1[Mar. 2015

[ 4]

[ 5]

[ 6]

[ 7]

[ 8]

[ 9]

[10]

Haddad J E, Manouvrier M, Ramirez G, et al. QoS-driv-
en selection of web services for transactional composition.
In; Proceedings of the 6th International Conference on
Web Service (ICWS 08), Beijing, China, 2008. 653-
660

Zheng H'Y, Yang J, Zhao W L. QoS analysis and serv-
ices selection for composite services. In: Proceedings of
the 7th International Conference on Service Computing
(SCC 10), Miami, USA, 2010. 122-129

Lin D H, Shi C Q, Ishida T. Dynamic services selection-
based on context-aware QoS. In: Proceedings of the 9th
International Conference on Service Computing ( SCC
12), Honolulu, USA, 2012. 641-648

Xiong L, Liu L. A reputation-based trust model for peer-
to-peer e-commerce communities. In: Proceedings of the
2003 International Conference on E-Commerce, Newport
Beach, USA, 2003. 275-284

Daisaku S, Yoshiaki Y, Kuniaki U. Estimating credibility
of reputaion on the web using contributor’ s stance. SIG-
KBS, 2006, 73:85-90

Zhu F Y, Yang G M, Tan Z H. A commodity’ s reputa-
tion-based trust model of P2P e-commerce systems. In:
Proceedings of the 4th International Conference on Genet-
ic and Evolutionary Computing, Shenzhen, China, 2010.
430-433

Xu P, Gao J, Guo H. Rating reputaion: anecessary con-

[11]

[12]
[13]
[14]

[15]

[16]

[17]

date

sideration in reputation mechanism. In: Proceedings of
the 2005 International Conference on Machine Learning
and Cybernetics, Guangzhou, China, 2005. 182-187
Maheswari S, Karpagam G R. Empirical evaluation of
reputation based trust in semantic web. [International
Journal of Engineering Science and Technology, 2010, 2
(10) :5672-5678

Amazon Web Site. http://www. amazon. com.

Alibaba Web Site. http://www. alibaba. com.

Zhang Y, Liu Y D, Ji Z. Vector similarity measurement
method. Technical Acoustics, 2009, 28(4) . 532-538
Qin L. AHP-based teaching evaluation index system of
weights. In: Proceedings of the 2012 Conference on Infor-
matics and Management Science, China,
2012. 449-457

Luo Y H, Fan Y S, Wang H Y. Business correlation-a-

ware modelling and services selection in business service

Kunming,

ecosystem. International Journal of Computer Integrated
Manufacturing , 2013, 26(8) : 772-785
E-business for freight. http://en. shippingchina. com

Luo Yihang, born in 1986. He is a Ph. D candi-

of Automation Department at Tsinghua University.

His research focuses on service quality control.



