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Abstract
An amplify-and-forward ( AF) dual-hop relay is proposed for secure communication within

Wyner’ s wiretap channel. Based on an information-theoretic formulation, the average secrecy rate is

characterized when two legitimate partners communicate over a quasi-static fading channel. Theoreti-

cal analysis and simulation results show that both cooperative strategies of average power scaling

(APS) and instantaneous power scaling (IPS) are proved to be able to achieve information-theoretic

security, and eavesdropper is unable to decode any information.
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0 Introduction

Due to the broadcast nature of transmission medi-
um, wireless communications are susceptible to eaves-
dropping. Traditional security mechanisms mainly rely
on cryptographic protocols assuming that there is an er-
ror-free channel available to users before secret key
generation. In contrast to this paradigm, the idea of
physical layer security is that exploiting the randomness
of wireless channels can significantly strengthen the se-
curity of wireless communications. Information theoret-
ic literature has supported the potential benefits of deri-
ving secure information from physical layer.

The basic principle of information-theoretic securi-
ty is widely accepted as the strictest notion of security
that guarantees sent messages can not be decoded by a

9]

.. 14 . .
malicious eavesdropper' Wyner introduced a wire-

tap channel model to evaluate secure transmission at

the physical layer''.

In the wiretap channel model,
two legitimate users communicate over a main channel ,
meanwhile, an eavesdropping channel is a degraded
one of the user’ s channel. Csiszar and Leung-Yan-
Cheong generalized it to broadcast channel and basic
Gaussian channel, respectively'?'. Barros generalized
the Gaussian wiretap channel model ! to wireless qua-
si-static fading channel *'. Recently, some works have
been proposed to enhance the security by taking advan-

[4,5]

tage of multiple antenna systems'"”'. However, due to

cost and size limitations, multiple antennas may not be
available at nodes. Motivated by emerging wireless ap-
plications, there is growing interest in exploiting the
benefits of relay or cooperative strategies to make sure

[69

secure transmission ®®’. Lai shows that secure commu-

nications can take place via an untrusty relay node

which jams an eavesdropper'®’.

Recently, physical
layer secure protocols based on decode-and-forward
(DF) and amplify-and-forward ( AF) strategies are
proposed in Refs[7-9] and trusty relay nodes are em-
ployed.

The AF dual-hop relay are investigated for secure
communication within Wyner’ s wiretap channel. In

79 .
797 we consider

contrast to fixed channel conditions
the impact of fading on the secrecy capacity of AF relay
with average power scaling ( APS) and instantaneous

power scaling (IPS) constraints' """’

. Based on an in-
formation-theoretic formulation of secure communica-
tion over wireless channels®’ |, we characterize the se-
crecy of AF relay in terms of average secure communi-
cation rates. Theoretical analysis shows that both AF-

APS and AF-IPS can achieve secure communication.
1 System model
Fig. 1 shows the half-duplex relay system consid-

ered in this paper, the Source (S) transmits confiden-
tial information to the Destination (D) using the trusty

(D  Supported by the National Natural Science Foundation of China ( No. 61325018, 61272379) , the National High Technology Research and De-
velopment Program of China (No. 2006 AA047246) and the Ministry of Education Science and Technology Innovation Engineering Major Culti-

vation Project of China ( No. 107053).

@2 To whom correspondence should be addressed. E-mail; a. g. song@ seu. edu. cn

Received on Sep. 26, 2013



HIGH TECHNOLOGY LETTERSIVol.20 No. 4 |Dec. 2014

391

relay (R). A third party (Eve) is able to eavesdrop
on relay’ s transmissions. All terminals use single an-

tenna to transmit and receive signals.

Source

hsr hrd

Destination

Eavesdropper

Fig.1 Dual-hop relay wiretap channel model

In the first transmission interval, S communicates
with R. The received signal at the relay is
Y, = /E,h, X +N, (1)
During the next signalling interval, R transmits a
scaled replica of Y, towards the destination. D observes
the output of a discrete-time Rayleigh-fading channel
(the main channel). The output can be written as
Y, = /Ehrdcyr + N, (2)
Eve observes the output of an independent dis-
crete-time Rayleigh-fading channel (the eavesdropper’
s channel). The output is given by

Y" = /EThr(?GYr + N(’ <3)
In Eqs (1)-(3), h

symmetric complex Gaussian random variables ( RV')

o, h,, and h, are circularly
with unit-variance; N,, N, and N, denote zero-mean
circularly symmetric complex Gaussian noise RVs with
unit-variance. From the point of view of user location,

the received power is £; = P/d? , where P corresponds

i
to the transmit power, d; is the distance between node i
and nodej, and ¢ is the pathloss exponent (i € {s,r|,
j e {r,d,el). The power scaling factor is G* = 1/(E,,
+1) for APS and G = 1/(E_ | h,|* +1) for IPS. Tt
is assumed that the channel fading coefficient h and
noise N are both independent. It is assumed that all
nodes have perfect channel side information ( CSI).
For APS, the instantaneous signal-to-noise ratio

(SNR) ' is

_ Eerr(l l hxr | ? l hrd I ? _ Esrlu’a
YOS VE vE by ? 1 +E, +a
E.SVEV'F | hs’ | 2 | hre | 2 Esrl‘l’ﬁ
Ve (4)

TL+E +E 1 h 1? L+E +pB
For IPS, the instantaneous SNR is

Eerrd | h‘sr | ? | hrd | ’ ESVM + o
YVa = = :
L+ E VA 1P+ E 1?1 +Eu+a
_ Eerre | hsr | ? | hre | ? —- E-VMB
Y Ty E NP +E 1 h | 1+Eu+p

(5)
where vy, is the instantaneous SNR of main channel, vy,

denotes instantaneous SNR of eavesdropper’s channel ,

andpu =1 h, |’ a =E | hy|>andB = E, | h,,|".
Hence, it is considered that the probability density
function (PDF) isu, a and 8. Assuming the channel
fading coefficients h,, and h, are zero-mean complex

Gaussian RVs, a and B are exponentially distributed,

specifically
fa) = gesp - )8 = e~ £
(6)

2 Secrecy rate of dual-hop relay wire-tap
channel

This section characterizes the secrecy rate of a du-
al-hop relay wiretap channel in terms of average secure
communication rates. First, the secrecy rate for the
fixed realization of h is computed. Then, the secrecy
rate in the fading case is evaluated, assuming suffi-
ciently high SNR for the S-R link, i.e. £, > E, E.

® Preliminaries

Recalling the results of Ref. [ 3] for the Rayleigh

fading wiretap channel, the secrecy rate for one reali-

rd »

zation can be evaluated as
In(1 + = In(1l +y,), ify, >,
C.(y,.7.) :{ (1 +v.) (1 +y.) iy, >,
0 s lf ')’d g F)/e
(7)
where In(1 + y,) is the capacity of main channel,
while In(1 + v, ) denotes the capacity of eavesdropper’
s channel. For Gaussian dual-hop wiretap channel, the
secrecy rate is given by

C5<Erd ,Ere) =

R W
1+E,+E, 1+E,+FE,
itE, > E,
0 ,E, <E,
E E, E E,
where y, =

1+E,+E V"1 +E +E
From Eq. (7), it follows that secrecy rate is posi-

rd

tive wheny, > v,. In other words, a non-zero secrecy
rate exists only when @ > B. Invoking independent be-

tween h, and h,,, the probability of existence of a non-

re

zero secrecy rate can be evaluated as
PO = Pr(Cs(’)/(/”)/e) > O) = Pr(’yd > ye)
P (a>8)

®© Ed
J [y dads = g (8)

The probability of existence of a non-zero secrecy
rate is not dependent on the SNR of S-R link £, but

E, will affect the values of average secrecy rate.

sr9

In order to compute average secrecy rate, a Lem-
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ma is proposed in Ref. [ 15 ]
Lemma.

L ve " log(1 + ux)dx

exp(v/u)E, (v/u)
F.(v/u) (9)
L 2" exp( - mx - L)dx

=2(»w/m)*K, (2 /mv) (10)

m

© —xr

; dt is the exponential-integral

where E, (x) = J’l

function and K, (x) is the m-order modified Bessel

m

function of the second kind. Whenx — 0, K, (x) —

s D)

® Average secrecy rate

The average secrecy rate for the fixed realization
of h, can be evaluated. o and B are independent and
exponentially distributed with PDF given by Eq. (6).
When h is fixed, the secrecy capacity of APS is

Cus) = [ [ €.(vary ) (@)f(B) dadp
= [ [oe(1 + P Vs dads

I 10%(1 + ”B“ )/(a)f(ﬂ)dadﬁ

- [F‘*(QDIIE,[,)_F"(QDIEIWPO)]

- |F(E)-F. (& 11

[ e(Erd) E(EmPU):I < >
wheregp, = (1 +E u)/(1 +E,), ¢ =1 + E_. Simi-
larly, the secrecy rate of IPS is

Crntw) = [F (E%d)— )

BEEE )
(12)

The average secrecy rate for APS can be shown as

Cors = [ Con ) s (13)

The average secrecy rate for IPS is evaluated by

élps = Lw C]PS (,U«)f(,U«) d;“«

T E, - EIF(EL) "E -E POF“(ErlP )

d sr re
E (E. P, - FE
+ . (E,P, rd) F((L)
(E, -E,(E, -E.Py) ‘\E
(14)

The asymptotic behaviour of the average secrecy

rate for the fixed realization of h, is evaluated as fol-

lows, and the asymptotic results followed by bounding

the exponential-integral function as E, (x) <e*/x'"'.

Assuming £, — o

F( QDIIE,J)H F(Mél) ’ F“(Ef}ﬂo)H F(E}’ou)

E,
F(E%)S 1 +;E_(,HO’ F“(E:DPO)HO

Fe(l +Exrlu’)*>0, Fe(l +Esr/'L)*)O

rd E re PO

Then, the asymptotic average secrecy rate is eval-
uated by

Cos = F )= P55 (15)

Cips = Lw [Fe(El

dﬂ)_ e(E,}oM)]f(M)d#
= 4( /;)S,z,l( /57> _4( /§>572,1( /§>
(16)

as b= 4/E, /Py and S, ,(+) is the
15)

where a = 4/FE

Lommel function'

For IPS, we can prove that the secrecy capacity is
improved when the value E_, increases (see the proof in
Appendix). So, Eq. (15) is the maximum value of
the average secrecy capacity Cs. For APS, computer

simulation results also show that the higher £, the lar-

ST

ger average secrecy capacity C’APS.
3 Simulation results

In this section, the average secure communication
rates and outage probability of dual-hop AF relay under
APS and IPS constraint is evaluated. It shows that the
secrecy capacity exits under a fading scenario when the
average SNR of main channel is equal to the average
SNR of eavesdropper’ s channel, and we setE,, = E .
In this situation of Gaussian wiretap channel, the se-
crecy rate will be zero.

Fig. 2 shows the average secrecy capacity versus

E , for different values of E .

Gaussian wiretap channel, it is observed that the aver-

In contrast with the

age secrecy rate is positive and improved when the
values of £ increase. When E, is less than £, for ex-
ample, £, = E,, —10dB, the secrecy rates of AF-APS
and AF-IPS are lower. So, the higher £ is, the larger
average secrecy capacity will be. In the moderate E,,
regions, the secrecy rates of AF-APS outperform the
secrecy rates of AF-IPS. But if £ is sufficiently high,
i.e.,E, = E, +20dB, the secrecy rates of AF-IPS

are superior to the secrecy rates of AF-APS.

ST
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Fig.2 The average secrecy rate versus E , for selected

values of E,

Fig. 3 depicts the approximate average secrecy ca-

pacity versus E,; assuming SNR is sufficiently high for

rd
the S-R link. This assumption has been used to com-
pute the BER performance of dual-hop AF relay in
Ref. [12]. To compare with the approximate results,
we also show the exact results in Fig.3. The approxi-
mate results of IPS match well only when the SNR £ is
= E, +30dB). However, the
approximate results of APS match well when the SNR
E is relative low (i.e. , E, = E, +10dB). Thereby,

the approximate results of APS are more robust.

very high (i.e., E
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Fig.3 The approximate average secrecy rate for higher

values of £,

In one word, comparison with APS, the perform-
ance of IPS is better when SNR is sufficiently high for
the S-R link and worse in the moderate SNR regime for
the S-R link.

4 Conclusions

This paper investigates the AF dual-hop relay for
secure communication within the Wyner’ s wiretap
channel and characterizes the average secrecy capacity
and outage probability when two legitimates partners
communicate over a quasi-static fading channel. Both
APS and IPS cooperative strategies are proved theoreti-
cally to be able to achieve information-theoretic securi-
ty. Simulation results show that the performance of IPS
is better than that of APS assuming that SNR is suffi-
ciently high for the S-R link. However, the perform-
ance of APS outperforms IPS in the moderate SNR re-
gime for the S-R link.

Appendix A

F(x) is rewritten as

_ * exp( — ix)
F(x) _L Ly (a.1)

So, we show

F(A) = J;wF()\l—x)f(x)dx

= LMLM exp(—x _ﬁ)t j_ 1dxdt (a.2)

Using the integrals given in Eq. (10) , Eq. (a.2)

is given by

FQ) = [ %(%)ml(l(z /%)dt (a.3)

which can be evaluated by using Ref. [15],
L (X + d)PK, (bx)dx =
2'T(1 +v)a"™*"'b™' ™8

pn=v,u+v+l ((lb)
(a.4)
Then, Eq. (a.3) can be re-expressed as
2
= _ 4 =2 K, (%) _
F(A) _21—1(1)0 2dx_4a572,1(a>

¥ +a
(a.5)
wherea =2 /1/A.

Appendix B

For the fixed realization of u, the secrecy rate of
IPS is rewritten as

Cps(E,) = [F(ELM)_ F(Emlpo)]

_ [F(l +E5r/“’)_F(1 +Esrl’l’)]
El‘(] EreP()
= C - C(EAV)

(b.1)
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where F(x) = L e+ 1dt. It can be shown as

, _ o te—xt

F'(x) = Lt+1dt<0

v e s b.2
F(x)—J;)t+1t>. (b.2)

So, F'(x) is the increasing function about SNR
x. We have

1 1 +E 1 1 +FE
C’ E = 7F’( er) _ 7F/( srﬂ)
(E,) M[ DR ey S e ]

ErdEre ()\ E
E,+E, "<

re rd

where A = E P, = ). Since F'(x)

rd

is a increasing function about SNR x, it is obviously

1—F’(l + E,u) < ]—F’(l + E,u)

E A A

Then, C'(E,) < 0. Therefore, C(E,) is the de-
creasing function SNR E,.
Cps(E,) is the increasing function about SNR E, and
the maximum secrecy capacity is Eq. (15).

rd rd

about Conversely,
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