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Abstract

CLEFTA (named after the French word “Clef” meaning “Key”) is an efficient, highly secure
block cipher proposed by SONY Corporation in the 14th International Workshop on Fast Software En-
cryption (FSE-2007) and many cryptanalyses have been used to analyze it. According to the proper-
ty of CLEFIA, a new technique Sandwich-Boomerang cryptanalysis is used on it. An 8-round Sand-
wich-Boomerang distinguisher of CLEFIA is constructed using the best differential characteristic of
CLEFIA. And then, based on the distinguisher, an attack against 10-round CLEFIA is proposed.
The number of chosen plaintexts required is 2 (or 2'®°) and the time complexity is 2'% (or 2'*").
Compared with a 7-round impossible Boomerang distinguisher presented by Choy in the 4th Interna-
tional Workshop on Security (TWSEC-2009), the differential characteristics used in the attack are
all the best ones, so it is believed that the attack is the best result that the Boomerang attacks can

get on CLEFIA at present.
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0 Introduction

CLEFIA block cipher is designed by Sony Compa-
ny in Japan and was published at FSE-2007""'. Sony
Company declared that CLEFIA could provide better
security and need less encode/decode operation. The
security of CLEFIA was initially analyzed by the algo-
rithm designers, including differential cryptanalysis,
linear cryptanalysis, impossible differential cryptanaly-
sis and square attack, in which the impossible differen-
tial cryptanalysis is the most effective>?’. In FSE-
2008 Tsunoo et al. improved the impossible differential
crypt- analysis to 12-round of CLEFIA-128"!. Later
using the same impossible differential distinguisher,
Zhang et al. presented an attack on 14-round CLEFIA-
128 considering the weakness in the key schedule'™’.
But the CLEFIA design team pointed out a flaw in their
attack and showed that it was not successful®’. In the
11™ International Conference on Cryptology in India
(IndoCrypt- 2010), Tezcan proposed an improbable
differential cryptanalysis on reduced-round CLEFIA™ .
All these cryptanalyses were about the differential char-
acteristic, yet it is important to study other cryptanaly-
sis on CLEFIA in order to evaluate the security of the
encryption structure, such as Square attack!”®! |

Boomerang attack and so on. Recently Choy proposed
an impossible Boomerang attack and a 7-round distin-
guisher of CLEFIA was presented™’.

Boomerang attack was first proposed by Wagner in
FSE-19991°7.

Meanwhile, a new method of attack named Rectangle

Then it was improved by Biham'"'.

was proposed by him and applied in the attack on some
block ciphers'!.
was combined with the related key to attack some fa-

In the following years, this attack

mous block ciphers including AES by Kim and Biryuk-
ov respectively*""! . Biryukov et al. attacked the full
AES-192/256 in theory in the 29th Annual Internation-
al Cryptology Conference ( Crypto-2009) 1. In Cryp-
t0-2010, the 7-round Boomerang distinguisher with a
middle slice was used by Dunkelman to attack on the
KASUMI which was applied in the third generation mo-

(1 This distinguisher improves

bile communication
the effect of the attack to a large extent, which is
named as Sandwich-Boomerang distinguisher. There-
fore, it is necessary to re-evaluate the effects that this
cryptanalytic technique may have on CLEFIA. In this
paper the security of CLEFIA against Boomerang attack
is first analyzed. According to the generalized Feistel
structure and the characteristic of the round function of
CLEFIA Cipher, an 8-round Sandwich- Boomerang

distinguisher is first presented and 10-round attack on
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CLEFIA is proposed with the time complexity of 2" or
2% and the data complexity of 2'° {or 2**) in this
paper. The 8-round distinguisher is better than the im-
possible  Boomerang  distinguisher presented by
Choy .

This paper is organized as follows; Section 1 pro-
vides a brief description of preliminaries. Section 2 in-
troduces the 8- round Sandwich-Boomerang distinguis-
her of CLEFIA. Section 3 describes the attacks on re-

duced-round CLEFIA. Finally, Section 4 concludes
this paper.

1 Preliminaries

1.1 Description of CLEFIA

CLEFILA is a 128-bit block cipher with its key
length of 128, 192 and 256 bits, which iz compatible
to AES ( Advanced encryption standard) , denoted by
CLEFIA-128 /192/256. The round function of CLE-
FIA includes two different functions: ¥, and ;. An N-
round CLEFIA iterates the round function N times, and
in the first round and the last round there are 4 whiten-
ing key bytes.

The overall structure of CLEFIA is shown in
Fig. 1. The round functions F,, and F, of the SP substi-
tution permutation structure are shown in Fig. 2.

F, and F, have the same SP structure and include
three basic operations:; round key addition, substitution
layer and diffusion layer. However, in the substitution
layer the order of S, and S, is different,and the permu-
tation layers M, and M, are also different, which are
MDS ( maximum-distance-separable) on GF ( general-
ized Feistel) (2°).

In the encryption procedure of CLEFIA, since the
relations between the round subkeys will not help in
our attacks, we will omit the key scheduling algorithm
here and interested readers can refer to Ref. [11].

Fig.1 The structure of CLEFIA
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Fig.2 The round function F; and F,

1.2 Notations
The main notations in the paper are introduced in
this section. Plaintext and ciphertext are denoted as P
and C respectively, and other symbols are as follows :
p;: the (i +1)™ 32-bit word of the plaintext P;
¢;: the (i +1)™ 32-bit word of the ciphertext C;
x; ;: the (j +1)™ byte of the (i +1)™ round;
RK;: the key of the (i +1)™ 32-bit round;
X, ;: the input of the (j + 1)™ round of the i"
plaintext, which is used in the construction of 8-round
distinguisher, where 1 < i < 4.

2 8-round Sandwich-Boomerang distinguis-
her for CLEFIA

2.1 Sandwich-Boomerang distimguisher

In 1999, Boomerang aitack was proposed by Da-
vid Wagner. The main idea is as follows; the plaintext
15 chosen as the adaplbive plaintext; two short and high-
probability differential paths are chosen to be connect-
ed. It is useful to analyze more rounds of the ciphers
{ shown in Fig.3(a) ).

Asaume that £ = E| - £, there are Pla—8) = p,
P{y— &) =g, and the procession of the attack is as
follows ;

@ Choose P, D P, = a, the corresponding cipher
texts are (C,,C,);
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® Compute C, 6 = C,, and C, D8 = C,, after
decryption the corresponding plaintexts are (P, ,P,) ;

@ Check whether the equation P, ® P, = ais
satisfied or not.

The total probability of this quartet of plaintexis
and ciphertexts to satisfy the Boomerang conditions is
(pq)*. Meanwhile, the probability of the pair at ran-
dom getting through the distinguisher is 2~
the success condition of the attack is (pq)* > 2™

In Crypto 2010, the
guisher with a middle slice is used by Dunkelman to at-
tack on the KASUMI. This distinguisher improves the
effect of the attack to a large extent, which is named as
Sandwich -Boomerang distinguisher in this paper
(shown in Fig.3(b) ). Middle slice M is one or more
rounds of differential characters, and its probability
used in Sandwich-Boomerang structure will be more
than that used in E, or E,.

". Therefore,

7-round Boomerang distin-

P
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(b) Sandwich-Boomerang distinguisher
Fig.3 The distinguisher structure

In the next section it will introduce how to con-
struct the Sandwich-Boomerang distinguisher for a

block cipher. And the distinguisher of CLEFIA, for

example, will be described in detail.

2.2 The 8-round distinguisher for CLEFIA
According to the structure of CLEFIA | it is possi-
ble to construct a 3 +1 +4 =8 rounds Sandwich-Boom-
erang distinguisher, the probability of which is 2™ and
. Compared with
the probabilities mentioned above, it is known that the

the probability in random case is 2™

construction of the distinguisher is successful.

The 8-round Sandwich-Boomerang distinguisher
includes three parts; E,, E; and the middle slice M,
the numbers of the corresponding rounds are three,
four and one. The differential path applied in the E, is
a — B, shown in Fig.4(a). During the procession of
the encryption P,, P,, the differential probability of
these three rounds is equal to that of getting P,, P,
from decryption, which is p = 277. The differential
path applied in E, is §— v, shown in Fig. 4(b) , whose
probability is¢ = 27, Because y is truncated differen-
tial, the probability c:-f the following equaticns is 2 7.
[f-f ®x;,) @(xh X, = [0000,3,(0007} ]

(X}, ®X;,) @, & YL) ~0000,0000 ]
(1}

The middle slice is shown in Fig. 4(c¢). Because
the CLEFIA employs a generalized Feistel structure,
the equiralent round function ean be shown in Fig. 5.

In Fig. 5, the svmbol * < < <" means left shift
rotation 32 bits. And it is obtained that

g = [0000, 000e, ¥, (0006}, 0000] (23
which can be denoted as 8 = [0000, M (0005},
000a, 0000] , separating left side and right side from
each other.

Let the condition be

A & 23 = B

= _0000, ¥ (0005} ,000e,0000 ]
X, @, = (A F,(0000) @000, (33
A F (M (00063 G 0000 ]
= 0004, 7777],

It can get X, , ©X, 4, = [ 0002, 7777, M, (0008},
0000], and X, , B X, , =y = X, ('B'X-t_.-u 0 &, , &
X,q = _000a,7997,M (0008 ,0000]. It is easy to
obtain

X;.a & Xi__a = X;A @Xi_g

_0000, M, (0008 ] (4}
= Xf,3 ® X;,3 ’
= [A F,(0000) @ 000,
A Fi(M,(000b)) ©?777].
SOP(X3,3 (‘BX4,3 =B) = p(AF,(M,(000b)) @772
= 0000) =27

R R
X3’3 X
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Fig.4 The differential paths of CLEFIA

Fig.5 The equivalent round function

The three parts mentioned above can construet the
8-round distinguisher, whose probability is {2737 x
(273 % 2™ %2™ = 27" however, the probability
at random iz p{ P, @ P, = [000e,M,{000d) 0000,
000017 = 27™. It shows that the probability of attack
success with the construction of the 8-tound distinguis-
her is higher than that in random cases.

3 Boomerang attack on 10-round CLEFIA

3.1 Boomerang atiack

Based on the 8-round distinguisher above, the at-
tack on 10-round CLEFIA will be presented, which is
shown in Fig. 6. The number of the key that should be
guessed is 12 bytes in all.

T FomeTos Tng TpsnbyeeFar 000 3, 00000 S A1, (006G

DO v o 2

$round d'stinguisher |

Fig. & 13-Bound Encryption of CLEFIA

1. Guess 32-bit RK,, choose 2™ structures for ev-

2331—15 — 243

ery guessed key and there are plaintexts in

48,
each atructure. So these plaintests compose (; ) =2%
pairs. There are 2" plaintext pairs composed of 2%
plaintexts. Enerypt each plaintext for 10 rounds and
then get the ciphertests C,, and £, = E{P,), come-
sponding to all the plaintexts.

2. Compute to get a new ciphertext §), = €, @B §
for each ciphertext €, where § = {000a, 84,0004} ,
0000,0000). And € is a random differential of the cor-
responding a. Encrypt each new ciphertext for 10
rounds and get all the corresponding plaintexts, that is
P'. = ETN(D,). Because RK; is known, it can get
x’1,0, x’1,1 ’ x’1,2, x’1,3-

3. Compose P’; of each structure, if equation P’,
@ P’; = a* is satisfied, then save the corresponding
plaintext quartet (P, F,, P',, P',), and a* =
(X0 X0, X'pas XNs) = (7777, 0000, 000a,
M 1000+ &M, {0004 3. This step should be fillered
for 27 times. Therefore, for every guessed key, the
number of the remaining plaintext quartets is 2 x 2™
= 2%,

4. Guess the related key and make the remaining
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plaintexts filtered :

(1) Guess the last byte of RK, , two-way decrypt,
that is, decrypt (P;, P;) and (P’;, P';) at the same
time, and the number of the remaining plaintext quar-
tets is 2** x 27 = 2%,

(2) Guess the remaining three bytes of RK, , and
it can get the middle state value.

(3) Guess the first byte of RK, , two-way decrypt,
and the number of the remaining plaintext quartets is
238 016 _ o2

(4) Guess the second byte of RK;, two-way de-
crypt, and the number of the remaining plaintext quar-
tets is 2% x 27'¢ = 2%,

(5) Guess the third and fourth bytes of RK, , two-
way decrypt, and the number of the remaining plaintext
quartets is 2% x 27% =27,

5. After the four steps above, the remaining key
is the correct key.

3.2 The Complexity and probability of success

For each 32-bit guessed key RK,, it needs to en-
crypt and decrypt 2% plaintexis respectively, so the
number of the plaintexts is 2", The time of encryption
is equal to that of decryption, and it needs 2'* 10-
round decryption in the first and second step, that is
the main time complexity. The third step is the process
of filtering plaintexts, so it needs to save2” x2* =2%
plaintext quartets. The fourth step includes five sub-
steps, and the sum of the time complexity is

2% % 2% x (2 +2% x 28 x (2%

8 2 | 516 A6 1 1 103.6

+2° x (2% +2° x2%))) XEX§~2 .
Compared with main time complexity, this part of com-
plexity can be ignored. In conclusion, it can be seen
that the data complexity of this attack is 2" plaintext
pairs and the time complexity is 2'* 10-round decryp-
tion.

Poisson distribution

g w A

P(X>n) =1-e ;)L—' (5)
is used to analyze the probability of success as follows;
for the correct guess of the keys, the number of remai-
ning pairs after distinguisher is

A =2 %27 %27 27 =4, (6)

the probability of success is P(X >2) =~ 0.762;
for the wrong guess of the keys, the number of remai-
ning pairs after distinguisher is A = 27 and the prob-
ability of success is P(X > 2) = 0. The more the se-
lected plaintext, the higher probability of getting the
correct keys. For example, choose 2'*° plaintext pairs,
and the probability of guessing the correct keys is
0.982, meanwhile, the probability of guessing the

wrong keys is 0. Therefore, it is sensible to choose the
number of the plaintexts according to actual needs.

4 Conclusions

According to the generalized Feistel structure and
the characteristic of the round function of CLEFIA, 8-
round Sandwich- Boomerang distinguisher is first pres-
ented and 10-round attack on CLEFIA is proposed.
Then 10-round CLEFIA is successfully attacked with
the probability of 0.762(or 0.982) , in which the data
complexity and the time complexity are 2" and 2" (or
2" and 2'*'). Because the differential characteristics
used in the attacks are all the best ones, it is believed
that the attacks are the best results that the Boomerang
attack can get on CLEFIA. In conclusion, the 8-round
distinguisher is better than the impossible Boomerang
distinguisher presented by Choy'®' , which is shown in
Table 1. However, our result also shows that the full
round CLEFIA is safer and stronger against the Sand-
wich- Boomerang attack. The relation of Boomerang
cryptanalysis and other cryptanalysis is our next stud-

ying work.
Table 1 The Boomerang attack results of CLEFIA
Attacks | DRs | ARs | Time | Data | Pro Sour
Im-B 7 - -~ -~ - Ref. [9]
San-B 8 10 | 2 | 2" |0.762 This paper
San-B 8 10 | 2 | 2 |0.982 This paper

Im-B: Impossible Boomerang
San-B: Sandwich- Boomerang
DRs: The rounds of distinguisher
Pro: The Probability of success

Sour; Source
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