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Research and application on DNS security extentions
based on SM2SM3 algorithm

Zhang Cuiling, Sun Qi, He Zheng, Tang Hongfeng, Jiang Yufeng, Li Shuailiang, Li Hanming
(China Internet Network Information Center, Beijing 100070 )
Abstract

As the infrastructure of the Internet, the domain name system ( DNS) is responsible for translating human-
readable domain names into machine-readable Internet procotol (IP) addresses. However, traditional DNS proto-
cols did not adequately consider security in their design and are susceptible to security threats such as cache poison-
ing and man-in-the-middle attacks. DNS security extensions ( DNSSEC) ensures the integrity and authenticity of
DNS responses by introducing a digital signature mechanism, which can effectively enhance DNS security to avoid
these attacks. DNSSEC supports multiple cryptographic algorithms, and RFC 9563 specifies the format of DNS pub-
lic key (DNSKEY) and resource record signature ( RRSIG) resource records, and the algorithm number for using
the SM2SM3 algorithm in DNSSEC. To promote the application of Shangmi algorithms in the field of DNSSEC, this
paper analyzes and investigates the key challenges from both software and operational perspectives, and proposes
solutions for DNSSEC implementation based on SM2SM3 algorithm.

Key words: domain name system ( DNS), DNS security extensions, DNS security extentions algorithm roll-
over, SM cryptography algorithms
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