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Multi-dimensional adaptive access contol for high-performance

computing environment

HE Rong” ™ , WANG Xiaoning* , XIAO Haili*, LU Shasha®, ZHAO Yining" , CHI Xuebin" "
( * Computer Network Information Center, Chinese Academy of Sciences, Beijing 100083 )
( ™ University of Chinese Academy of Sciences, Beijing 100049 )
Abstract

High-performance computing ( HPC) capability is an important manifestation of a country’ s comprehensive
strength and innovation capability, and is one of the key technologies supporting the sustainable development of sci-
ence and technology in China. With the development of high-performance computing, more and more researchers in
the field have started to pay attention to the HPC environment. Now the HPC environment is facing challenges such
as limited resources and increasing number of accounts. In order to ensure the security of the environment and im-
prove the utilization of the environment resources, certain authorized access policies need to be set to constrain the
access behavior of users. In this paper, a multi-dimensional adaptive access control (MAAC) policy is designed
and implemented. The policy is based on machine learning algorithms to analyze user behavior and obtain relevant
attributes for users and application communities or business platforms, which are served by the HPC environment.
Experimental results show that MAAC can achieve effective and flexible access control to environmental resources.
Meanwhile the determination time of the MAAC can be controlled within 1 ms, which is negligible compared with
the response time.

Key words: high-performance computing environment, authorization, attributes, user behavior, security
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