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m = Rowlen(X) // BURALMREAN KL, BIFEFE X 17400
n = Columnlen(X) // TEAMFEARHAELERE  BNFEFFE X 514K

=
LEE

for (vark = 1; k<n;i++)
for (vari = 1;i<m;i++)
for (varj = 1;j<m;j++)
D' = dist(X, - X))/ AARBUER

for(vari =1, v =1;i<n;i++,v++)
S(v) =D

X, =X+S /IR ERHED R

data = GMMalgo(X,, ,c¢) /%3t GMM 5 33 vk 5% ol —

Y]

parameter = TrainCNN(data,,, )

y = TestCNN(data,., , parameter)

return y

End
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Python 15 FVE N IRARTH 5 o A SCRHE TG 2 85 4
PEAFSEBGYGUE . ST BEPTAS 48 A5 20 501 R B
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# (‘accuracy, ACC) . A I % (recall, R) . 1% %
(false positive rate, FPR) Fll F1-{& ( F1-Score) .

B, R T VAR A IR R VR RE AR SO FHAF
FHESE Kyoto 2006 + Y HEATSLE IR UF . ¥4 Kyoto
2006 + F4E A 1Y R R — 5 e AR T H A SR
B T B i 5 5 — D T, A A 43 B e 5 151
4n KDD Cup99 FERF ] bk = %200 A feil o %
AN A TR EE

HWK A TR UEA 7 IKTE 1oT M s i A
Rtk R Bot-ToT (2018 ) $idfa 4™ YEATHAIE, 1%
BAREBA T HSRBLA ToT W45 FEHE, M4
Yo R el FE 24 IR %5 s B 5 .

3.2 BSHILE SEAEEETM
3.2.1 Kyoto 2006 + FHia 4 I 525045 1 X o3 b

T, T B S A T RN e, WAk
£ 5 min EARARITN, RIGHH TAEZRE c 55
B E R 25, SR, 5 JE S AT RE MY AL 5 ), A% SO
c HLL S RGBT T80, %3 BR, Ye =
5 B, BRIRR RSN AT A 1 BE 4R bR AR R A
PR A, A 52 0 ) e 2800 o v BT 0 A h r i B e =

56
R3 TEABHHHHITEN c KLWMEREXT L

o MERRR O ORIER HRER RCR FLAE
0 5 0.9609 0.9781 0.9805 0.3597 0.9793
1 10 0.9731 0.9870 0.9844 0.2121 0.9857
2 15 0.9648 0.9774 0.9855 0.3730 0.9814
3 20 0.9735 0.9770 0.9953 0.3838 0.9861
4 25 0.9766 0.9841 0.9914 0.3107 0.9877
5 30 0.9425 0.9425 1.0000 0.9977 0.9704

R T B 5 2 S8 RARTH . ARYE E
HRAELER, LA 5 min iy 254K 356 BUAS [R] 1) BsF [ ]
PEATSEE , R 4 BZE SRR Y RIFRET [E] R time T
=900 s i, SLH 45 Fvk RE A s

TEWHE I i ) 2 DS G, R A
FIERIPERE . VIR0 CNN 4328 2805 23 51 1 1 T
JE U 5 S R PR A 2 7 2B R B B 4 L LAUE B
WFRPES TEECHE A B AR A AU R R
8 PRAIE BRIV — A P 08 T SR AE () — L8 SRR R
N 8 N

x4 AREREFETHMEREXLL

Bﬁg—j R REE S R
0 15 0.9130 0.9685 0.9381 0.4986 0.9531
1 60 0.9643 0.9741 0.9884 0.4302 0.9812
2 300 0.9609 0.9781 0.9805 0.3597 0.9793
3 900 0.9797 0.9802 0.9986 0.3303 0.9893
4 3600 0.9744 0.9789 0.9942 0.3501 0.9865

RAARA FERTEAE B 1 R PR IE (AT SR PR AN
AR ARSCRF GMM RRAE B S R e AR RRAIE 22 18] 14 PN
2 5, DN SEORS ) M A R R IE 23 A . o THERT L
P L A B AR SCHEAT T X LU 2SS, X L S5
HARUNR . 759 1 Ini Trans” Nl A ot 18R
J7IERY A BRI 259 CNN 4325 8% 7775 2 Bag
Repl " i FIVA 5 19 AR LIS B AR A $50 40 )11 2
() CNN 32528, J71% 3“Bag Rep2” Ml 453 45 3
TR Y 5 B A 3R R T Ak R B I 2R ) CNN
Paas N

B3~ 5 Fom T 1k 3 Fiorikge 3 AR E
R 5 52 10 H T AEFFAE (receiver operating
characteristic, ROC) PERER I, A B .C 3 MLAZHE
£ HHLE 2014 411 H 21 H 2015 41 2 H,
2015 4E5 H 11 B, K6 J&/R T AEMNREESE A
B I C BIBEBISPALEFE 5 (area under curve, AUC) {H,
SEIAE R W] AR SO Tk 0 P RE N RO T R
E B AR  JF HAEATATECE 4 AR 2 e Y L 1 Ah

1.0 saaesn®

sal
=
o,
0.2 1 :
=+++ Ini Trans
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e 02 04 06 038 1.0
fRFE =
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(true positive rate, TPR ) Fl 5 A% 19 1 BH PE >R (false
ROC positive rate, FPR) ., Z¢ F TR AR SCHEH 0 7 ik B
' FHRIY AUC FEFIY ROC,
R T 2R IE AR Ty s B SR S R 3
ARSI 43 © R R Iy 2 G A SO AT LG, R
FEZE RN 5 s, B 55 3k 60 ] Ak 61 ] A
MGG a8 2 B AT T TR G5 SRR W] A3
AT IEAERE R 3 A ] A P A L AR AE 15 2 5 4
02 = g;;;rsl R, [, SEE X6 e T 3 AP CNN v
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oy ik Bl sk HERfR RS FENCIE SV & S O I )
Salo et al. " Kyoto 2006 + / 0.898 0.851 / 0.874
Hu et al. " KDD’99 / 0.896 0. 849 / 0.814
Zhang et al. % UNSW-NBI5 0.988 0.917 0.997  0.013  0.955
Lin et al. [’ NSL-KDD 0.851 0.917 0.811 0.097  0.861
Li et al. [ NSL-KDD 0.818 0.818 1.0 / 0.900
AT Kyoto 2006 + 0.980 0.980 0.999 0.1 0.989
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BA A5 H AL S R IE A TR, I, b e —A
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Abstract

The reliability of Internet of Things (IoT) gateways has been significantly affected by large-scale attacks, re-
sulting in poor reliability, high delay in processing large-scale traffic, and weak anti-attack capabilities. Existing
research on the reliability of loT gateways has mainly focused on encryption technology and trusted authentication
mechanisms, without addressing the reliability and security issues of loT in the context of large-scale attacks.
Therefore, this paper proposes a security reinforcement method for IoT gateways based on the BagR-CNN detection
model, which is designed to be low-power and integrated into IoT gateways, and can quickly detect large-scale
multi-step attacks. Firstly, different from traditional single traffic classification, this method aggregates relevant
traffic into a package and uses a feature enhancement algorithm based on information entropy correlation to improve
detection accuracy. Secondly, unlike traditional feature extraction and reduction methods, this paper proposes a
feature extension method based on intra-package similarity, which can mine hidden correlation information and en-
sure the invariance of package data under noise perturbation. Finally, this paper proposes a feature compression al-
gorithm based on Gaussian mixed model (GMM) , which maps the aggregated package to a one-dimensional vector
and trains a simple convolutional neural network to improve detection efficiency. The experimental results show that
the BagR-CNN detection model is superior to current detection methods for large-scale multi-step attacks in terms of
accuracy, recall rate, and F1 value. Meanwhile, when running on a simulated gateway, the average CPU utiliza-
tion rate (without GPU) is less than 20% , proving that this method is suitable for integration into the gateway with-
out affecting the normal data transmission work of the gateway.

Key words: Internet of Things (IoT) gateway, security, dependability, large-scale attack, bag-representa-

tion, convolutional neural network ( CNN)



