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The gradients protection for deep learning models
based on dual chaotic map

LIN Ning, CHEN Xiaoming, XIA Chunwei, LI Wenxing, YE Jing, LIU Zizhen, LI Xiaowei
(Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190)
(School of Computer and Control Engineering, University of Chinese Academy of Sciences, Beijing 101408)
Abstract

In the federated learning task, different users will upload the gradients of deep learning models to a central
server for gradients aggregation. However, recent studies show that directly uploading the original gradients is not
secure, and attackers can utilize gradient attack methods to restore user’ s input data. Currently, methods based on
secure multi-party computation (SMPC) , differential privacy (DP) and homomorphic encryption (HE) to protect
gradient security have major problems of large communication overhead, serious loss of accuracy and excessive la-
tency overhead. This paper proposes a gradient security protection method based on a dual chaotic map algorithm,
which can prevent malicious users and malicious servers from peeping users’ personal privacy through gradients by
exchanging its positions. To reduce the latency overhead, the proposed method transforms the map problem of the
layers into a 0 — 1 integer knapsack problem, and utilizes dynamic programming to obtain the optimal encryption
scheme. Experimental results on CIFAR-10, CIFAR-100, LFW and ImageNet datasets show that the proposed
method can effectively defend the two latest gradient attack methods, and effectively protect the security of the gra-
dients. In addition, the experimental results on CPU, GPU and three mobile phone chips show that the proposed
method runs extremely efficiently and only requires several milliseconds to achieve security protection.

Key words: deep learning, gradients security, chaotic map, knapsack problem, dynamic programming
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