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(4)
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B, [h,_, +A, _,, h) (neN) FREELTHES
HBIEATCEAEH B n K DoS TLi[Hlfa, A, | %
IRV BEIR I, b, + A, b, P BIZFRES b, IR
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y(t) =y(1,,h) (16)
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u(t) = Ke(t)

(21a)
Meel,, B,
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R ™ 43 2R i A 5 RS il R 2 (R S
FEHIEIA o LV K 5331 W 53 25 DRI 483 25 |
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R" AR LT R & A LA A SEUOT

[[drrbra =L (605) - ola))
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(i e {1,2}) MGG RHRE W, iTEHH RS

X (24) WBLL, H

e 217 V( h,, )

eIy (R +A) tel,,
(30)
EX 1 2%t Vr =0, fifEo >0,8 >0,
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/\max(P] ) 7m3 = mz +5M/\max(Ql) +7wAmax(R] ) ’ gl:‘:':

A(38) F1(39) 115 .

V(t) < pue ™V, (0) (40)
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Unmanned surface vehicles heading control and fault detection under DoS

attack based on adaptive event-triggering

WANG Lingren, YE Zehua, ZHAO Yunbo
(College of Information Engineering, Zhejiang University of Technology, Hangzhou 310000 )
Abstract

For a networked unmanned surface vehicles (USV) control system with limited network capability and aperiod-
ic denial of service( DoS) attack jamming, a method of fault detection filter (FDF) and controller based on adap-
tive event-triggering mechanism is proposed. Firstly, USV control system is constructed, which considers the aperi-
odic DoS attack, external interference and actuator faults. Secondly, for the networked USV system, an adaptive
event-triggering mechanism is proposed to dynamically update the trigger threshold to reduce the waste of network
resources. Thirdly, by constructing a piecewise Lyapunov function, it is shown that the closed-loop system is glob-
ally exponentially stable and has the specified H_ disturbance attenuation index, then the fault detection filter and
controller based on observation are designed. Finally, the effectiveness of the method is verified by simulation. The
results show that the proposed method can not only effectively control the heading of USV system, but also detect
the occurrence and location of actuator faults while saving network resources.

Key words: unmanned surface vehicle (USV) , networked control system ( NCS) , denial of service( DoS)

attack , adaptive event triggering, fault detection filter ( FDF)
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