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An automatic trust negotiation model based on asymmetric encryption

TIAN Xiali, XIONG Ying
(School of Information Engineering, Wuhan Huaxia University of Technology, Wuhan 430223)
Abstract

Automatic trust negotiation is an important means of establishing trust relationships between strangers through
the exchange of digital certificates and access control policies. In the negotiation process, there may be some prob-
lems, such as too complicated negotiation mode to complete the negotiation, disclosure of sensitive information in
the user certificate, and attack due to insufficient security strength of encryption algorithm. In view of these defi-
ciencies, this paper proposes an automatic trust negotiation model based on asymmetric encryption. The model
adopts flexible certificate format, step-by-step certificate exchange and other means to meet the requirements of ac-
cess control policy, and adopts asymmetric encryption technology to encrypt transmitted messages to prevent infor-
mation leakage.

Key Words: automatic trust negotiation (ATN) , digital credential, asymmetric encryption, information dis-

closure,, negotiation model
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