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A smart contract based personalized access control

method towards Web service

Hu Bin™ ™, Zhao Xiaofang * , Song Yonghao™, Yu Lei” , Duan Dongsheng ™ |, Zhang Cheng

( " Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190)

( ™ University of Chinese Academy of Sciences, Beijing 100049 )

( ™ National Computer Network Emergency Response Technical Team/Coordination Center of China, Beijing 100029)
Abstract

Trust based dynamic access control (TBAC) is one major technique on protecting service providers’ ( SPs)

resources. The personalized access control and the reliability of trust are the central problems of TBAC. To solve it,

this paper proposes a smart contract based personalized access control method (SC-PAC). It introduces a smart

contract-based access control procedure, which allows SPs to flexibly set the trust model, parameters, and the ac-

cess control policies, to provide a customer-level personalized access control. Combined with the previous work , re-

liable behavior data of users are provided to ensure a reliable trust evaluation. A new trust model is designed in

case study and experiments are designed to test this trust model and the SC-PAC method. The results of experiments

show that the SC-PAC can provide a customer-level personalized access control compared with the traditional work

and a more reliable trust evaluation through the accurate behavior data of users.

Key words: Web service, trust evaluation, personalization, dynamic access control, smart contract
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