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Abstract

To solve the problems of key leakage , incomplete display of order information and lack of pre-trust of merchant
APP in in-APP third-party payment, a new secure payment model for in-APP third-party payment is proposed. In
view of the existing attacks of order tampering, notification forging, order substituting and unauthorized querying,
the mobile payment protocol is analyzed by color Petri net (CPN) model, and the accessibility of the unsafe state is
proved. Therefore the security vulnerabilities of in-APP third-party payment are verified. A new payment protocol
model and improvement strategy based on trusted platform module ( TPM) are proposed. The model uses TPM to
generate the secure private key for improving digital signature and preventing colluding attack between user and
merchant APP. Security analysis shows that compared with the original protocol, the new security model introduces
nonce to resist replay attack, generates public and private key pairs through the TPM security chip, and prevents
four kinds of network attacks of order tampering and substituting, notification forging and unauthorized querying
which are brought by key leakage. The new security model also solves the problems of colluding attack and incom-
plete display of order information through the additional security compensation mechanism in the protocol.

Key words: e-commerce, mobile payment, third-party, color Petri net ( CPN), trusted platform module
(TPM)
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