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Research on tamper-proof mechanism and tampering attacks of

medical clinical data based on block chain

Li Xiaoming® , Huang Hui*, Ying Yi", Zeng Yue™

( " School of Computer Science and Engineering, Sanjiang University, Nanjing 210012)

( ™ School of Software Engineering, Jinling Institute of Technology, Nanjing 210012 )
Abstract

The reliable sharing mechanism of medical clinical data is of great significance to improve the level of intelli-

gent medical treatment, and tamper-proof mechanism can provide guarantee for the interaction and sharing of medi-

cal clinical data. In this paper, the tamper-proof mechanism of the medical clinical data based on block chain sys-

tem is analyzed , two scenarios are designed to analyze the implementation of tamper attack and the probability of

success, the tamper attack is modeled and analyzed based on Markov chain. The research content of this paper has

a good application value for improving the security of medical clinical data sharing and the level of intelligent medi-

cal treatment.

Key words: block chain, intelligent medical treatment, tamper-proof mechanism, tampering attack, Markov

chain
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