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Research on the rule trigger execution prediction method

based on supervised learning

Huang Xiaohui® ™ , Cui Li™ , Huang Xi™
( " University of Chinese Academy of Sciences, Beijing 100049 )
( ™ Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190)
Abstract

Aiming at the control and execution security problems caused by external and internal users and the system it-
self in the practical application of Internet of Things (IoT) rule engine, a control prediction method of rule trigger
execution device (EasiPRED) based on supervised learning theory is proposed. First of all, this paper has devel-
oped the unified description standard of Internet of Things rule engine, which is convenient for the establishment
and management of rules. Then, a feature extraction algorithm based on principal component analysis (PCA) is
proposed to reduce the dimensionality of rule sample sets and extract rule features, which not only preserves the
original feature information, but also reduces the computational complexity. Finally, based on the supervised learn-
ing method, the rule sample set is trained and learned, the control category of the rule is predicted after the execu-
tion is triggered, and the consistency of the predicted result and the output of the actual rule is verified, so as to
judge the safety of the control behavior. Experimental results show that EasiPRED can effectively identify unsafe
control rules, improve the overall safety performance of the system, and avoid control and execution safety acci-
dents.

Key words: rules engine of Internet of Things (IoT), insecurity factor, control security, monitor learning,

control category
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