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A research on inter-domain transmission system of multi-center
SDN based on improved HABE algorithm
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Abstract

Hierarchical multi-center software defined network ( HMC-SDN) is an efficient architecture to improve service

quality and scalability for large-scale network. However, inter-domain transmission among switches in existing

HMC-SDN architecture is short of appropriate secure protection, which makes sensitive data leakage easy and unde-

tectable. A verifiable and hierarchical ciphertext-policy attribute-based encryption ( VH-CP-ABE) is proposed. Hi-

erarchical attribute authorities are built based on hierarchical controllers. Switches encrypt data are packaged by the

authorized private key and the access policy, which keeps the size of ciphertext constant and inter-domain transmis-

sion secure. Moreover, identities of the switch and corresponding controllers are embedded into its authorized pri-

vate key, so it can verify the legitimacy of the authorized private key during decryption in order to improve security

of inter-domain transmission. It can be proved that the proposed scheme achieves IND-CCA2 security in random

Oracle model. The performance analysis and simulation show that it provides both good security and efficiency to in-

ter-domain transmission in HMC-SDN.

Key words: software defined network (SDN) , inter-domain transmission, attribute-based encryption (ABE) ,

access control, key verification
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