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Secure control for cyber-physical systems with quantization

Zhu Junwei, Wu Jun, Feng Yu
( College of Information Engineering, Zhejiang University of Technology, Hangzhou 310023 )
Abstract

A secure control method for the cyber-physical system (CPS) with quantization is proposed. Both of the actua-
tor and sensor attacks are considered, and the system is subject to quantization during the transmission of informa-
tion. Firstly, an intermediate observer is designed to estimate both of the system states and the attack signals,
based on the estimation, an attack tolerant controller is designed. Subsequently, through the analysis of Lyapunov
stability theory, the sufficient conditions are obtained for ensuring the states of the closed-loop system state to be ul-
timately uniformly bounded. The effect of quantization error can be suppressed by directly adjusting certain parame-
ters without introducing any performance indices. Finally, the effectiveness of the proposed method is verified by a
networked motion control system.

Key words: cyber-physical system ( CPS), quantization, attack estimation, intermediate observer, secure

control
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