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SDN based intelligent intrusion detection system model and algorithm
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( " Information Section, PLA Air Force Hangzhou Special Service Convalescent Center, Hanghzhou 310012)

( ™ Institute of Information Science and Electronic Engineering, Zhejiang University, Hangzhou 310027)

( ™ Academy of Broadcasting Science, National Radio and Television Administration, Beijing 100866 )
Abstract

An intelligent intrusion detection system model is proposed. The model takes the advantage of central manage-

ment and global control in software defined networking ( SDN). Different machine learning algorithm can be used

dynamically for data flow detection. This can improve the performance of intrusion detection system. To solve the

problem of diverse characters and unbalance flow data distribution, this work improves current random forest algo-

rithm. The metrics of decision tree will be update dynamically to improve the accuracy of classification. KDD

CUP99 dataset is used for algorithm training and testing. Simulation results show that the improved random forest

algorithm has good performance on detection accuracy and cost. It proves the efficiency of new model and new algo-

rithm.

Key words: software defined networking ( SDN) , intrusion detection, machine learning, random forest
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