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Abstract

The reciprocity and randomness of wireless channel are employed to generate the security key of physical layer
to protect the security of transmission data. Under the given Gaussian distribution model of wireless signal strength,
the uniform quantized key mismatch rate of uniform quantization scheme is derived theoretically by numerical calcu-
lation in the paper. Moreover, it is pointed out that the uniform quantization is a quantization scheme with the high-
est mismatch rate. To alleviate this problem, a non-uniform quantization scheme is proposed to quantize the
strength of the channel measurement into multiple bit values and its corresponding mismatch rate is also given. The
experimental and simulation results show that the proposed non-uniform quantization scheme is superior to the coun-
terpart of the uniform quantization.

Key words: physical layer secure, Gaussian distribution, received signal strength ( RSS), non-uniform

quantization, key mismatch rate
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