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Research on blockchain consensus based on consistent Hash algorithm

Yu Lei™ ™, Zhao Xiaofang” , Jin Yan" , Hu Bin™ ™
( " Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190)
( ™ University of Chinese Academy of Sciences, Beijing 100049 )
Abstract

The consensus protocol in the blockchain enables the nodes in the network that do not trust each other to agree
on the transaction status of the entire network. The current consensus protocols have contradictions in three aspects
of decentralization, security, and energy consumption and cannot be optimized simultaneously. In response to the
above issues, a new blockchain consensus protocol is designed in this paper, and is based on the consistent Hash
algorithm, called CHB-Consensus. This consensus protocol does not consume any exira computational power re-
sources when creating new blocks by honest nodes, however malicious nodes need to pay massive computational
power resources for attacking new block creation right or double spend. Blockchain networks formed by CHB-Con-
sensus are based on the same safety hypotheses as bitcoin systems, so CHB-Consensus saves huge amounts of power
without sacrificing decentralization and safety. This paper analyzes the possible attacks and gives a rigorous but ad-
justable validation strategy. The CHB-Consensus protocol introduces the certificate authority ( CA) system, which
does not have any special management or control rights over the blockchain network and the blockchain data, but at
the risk of privacy breaches, depending on the credibility and reliability of CA system. This paper analyzes the ro-
bustness of CHB-Consensus and the optimization strategy corresponding to different network environments.

Key words: blockchain, consensus protocol, consistent Hash, low energy consumption, decentralization
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