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T URL S5 5¢ 28 19 44 0 090 sl 1591 O vk £ 24045
HITS'"®  PageRank''""'"*) | Companion'"' %5 A 3t F
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e S 38— T e A 1 2 ) L Sk 5 ) L ST A
— AR R AT T, 7 53 T 580 14 1 T ) 7
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HE Tk AR Bagging 75 1% , 21 M LR BOHE 45 1k
S URT1S3] S NHEHR R —FhEOR . Birilds s
USRS & e LD NANY ER I S S €T S P s i ug ¢
BESCHE A v B AL 2 9 — AN R A O A 25 48 i 7 3
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Fde Ak 3, SEREAR GE (K80 ine TR, )
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BIEL . H A URL SCRSEICE AR SCARFRAE, 48
Je s Sr Z2 AR BEAL B SRR I X 22 A ) 44 2R 5 5
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1 XAFERRENRREEREZR

SENUNCREY U
€ S: url: B URL; U URL 4l A 51 25
45 FV. URL R 5 4R 5 Fy : B> URL FHE )
iy FIIER (0/1) svector: (fo,y) FFAEZAS A
FIREERAES ; D Rk i A 25 R R 25
RandomTree ; FEALIL R s result: FIE 45 RAES
1) FFAEAS AR I
Name: FeatureVariablesExtraction( )
Input; URL set U = {(url,, y,), (url,, v,),
o Gy ) |
Process :
forurl — U = { (url,, y,),(urly, y,) -,
(url,, ) 15
Jfv; «FeatureExtraction (url,)
vector; = (fv;, ¥,)
D «— D + vector,
return D
Output:Data set D = { (fo,, v,), (fro, v,), ",
ons ¥u) 13
2) PRI AL
Name: RandomDecisionTree( )
Input:Data set D = { (fv,, y,), (foo, y,) .,
fons ¥a) 13

Feature subset size K.
Process :
RandomTree«—CreateTree (D)
If all _ instances in the same class
return RandomTree
F<best feature( )
if F==NULL
return RandomTree
F «—random _ select _features(K)
RandomTree. f«—feature _ best _ split _ point
( F)//the feature which has the best split point in F;
RandomTree. p «—best _ split _ point ( Ran-
domTree. f)
D, «<—RandomTree. f < RandomTree. p
D, «<RandomTree. f > = RandomTree. p
RandomTree, < RandomDecisionTree (D, , K) ;
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RandomTree, «<—RandomDecisionTree (D, , K) ;
return RandomTree
Output: A random decision tree
3) BEHLARARAL EE
Name ; RandomForests( )
Input; RandomTrees = (RT,, RT,, RT,,---,
RT,) ; url;
Process:
for i in RandomTrees (RT,, RT,, RT;, -,
RT,)
rf _result =«—rf _result + RT, (url)
y +<«—rf _result. y +
y —<«—rf _result. y —
result«—compare (y +, v —)
return result
Output ; result
BEHLERAK ( Random Forests, RF) F3 , 1 Yot
FEAE 32 B ( FeatureVariablesExtraction ( ) ) X URL &
YEURH I ARPAIE ) 2, SR J5 X6 L 3 BRUP R ALE 1) i F A 22
AR HA ( RandomDecisionTree (1) ) #4) B BEHLFR
MR (RandomForests () ) , f5¢Jim £ H1 51 i 1 it FEAIL AR AR
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PRk A0 ARG L I, < 1 AR Ll
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S 10 BRIH 7 D5 12 I R AR EGA 2 B R B
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BNANSANFEERRLIMAST
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\ FERN 3T BN ‘

N FIN' SNWEEBERRL A
ERAEBG= (U+N+N’ , L+L’ )

v

N | RERARE®ETHEREG,
ABINTUESC

v

AN B THEAECHERNE THEEARF T

I

AR B TEE AEARR THRE CIIM T

ATSEMN T PEER MEIGH

Y W TP A A M

—

/ mEmXMEEAC /

2 SREXRNBEXMNREEZRER

AP 1. A 2 s, Name ;: MaxFlowRelevantWebGroup ()

AT Input: P

TS G(V,E) G A mIE, VT i RV R 5L, Process ;
E i BV 0T 2Z [0 A SRR G 25 Pr ATSERI L5 AL P A «the link of P
HEEREI T8 N A 1) SRS LN 5 A 15k G—(V,E) V=0 VeV+A4
KRN N WRTREEELR L N 5 N BERC G—(AE) E=0

N «— A to link after N L «<—link relation

F L C nEER ST A OCI TTREER &
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V—V+N E<—E+1L
G—(A+N,L)
N’ «— N the forward link N° L’ «link relation
V—V+N E—E+1L
G—(A+N+N L+L)
C «—max-flow algorithm to cut G
A—A+(C-(CNA))// To join in A be-
longs to the set C but do not belong to A web page,
A«—A-(A-(ANC) //removed from the
collection of A belongs to set A but do not belong to the
set C web pages;
if P e Gorn > 3 or A not change//n (itera-
tions )
then return C
else goto 4-10 n + +//Step 4-10 itera-
tions
Output; C
FET R VI 9 AH 5 R 5T ( max-flow rele-
vant web group, MFRG) 5.3% . B 55X ] §E R 51 4 51
P EEREGETTAH N A4 i 1) 4 3 45 5 JLUCRR i I 1) B 4
8, GUi T FLR 1 B AR o) B AR A5 AT 1) B 4
DEBEHC R BRI A BE 4 O R AN G5 SR X
HEHOC R I FNA G R e R D) R Bk AT U
LRGSO R G R IR INE 6, fn HE
AJS5E I SRR A v, BRI BE R 5T R A
T AR HGE 3 b R B 25 40 A A2 AR 1k
LT de U U AR O 0 SRR SR i i 45 2R 107 AR
kM, AR R
2.2.3 FAUFL g9t
T4 2 URL [A] if A7 URL SCAS H 50y
AEAEARLAA0 I00 GRS 5 ZRRRAIE , PRLHAS SCH ) 6 T
URL SCASRHIE R4 O 28 1 Bagging Fii -5 44 £ o) i
FUNG . ERENL 2RI R SR 5 A
[vi) 530 4 - ok 6 T BE AL AR AR Y URL SCAS ) 551 55
VI T B AL DI 361 149 I D B G R 3 Sk i A
W, fJa X 24> BRI R EUR I SEi T, 4
IRER R Z R FINEE R . WIE 3 R

Ik

/  waurugmg /
v

[ mestugaes |

Y.
| RURSBEVISAALA |

| RURBREIGA R TE |
¥ N

— i+ | |

Y
| ARG A AT |

| mscgure TR |

y N
— 1)
v
G2 ARGER P EGERLSER

RBEHZHBREGRAREER

/  wmmmzsz [/

E 3 Bagging REELRIER

AR
EX: U: URL set U = {(url,, y,), (url,,
y2) e, (url,, y,) |5 wrl: (urly, y;) URL FIZER
s Se NGREAIEAE ; result: £ 101 [0 3k A ) E 45
rf s BEHLARARPY 0 s 25 2R 5 mfrg . BE T B R
F14) DO D 5 2R ) IOl S 1) 45 2R
Name; BaggingBasedOnUTFAndLR ()
Input; U; URL set U = {(url,, v,), (url,,
y2) e, (url,, ) s
Process ;
Based on Bootstrapping sampling structure S
data sets
for i in S(0,---S - 1)
RF.(S;)
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MFRG i(S;)
forjin S(0,---S - 1)
rf _result«—rf _result + REj(url)
mfrg _ result«—mjfrg _result + MFRG;j
(url)
y +<«—r1f _result. ¥y + + mfrg _result. y +
y —<«—rf_result. y — + mfrg _result. y —
result«—compare (y +, v —)
return result
Output ; result
BT URL SCRFHEAIEERE S R B Bagging fill 5
B (BaggingBasedOnUTFAndLR () ) , 15 Jcidi 1 il
MIAER AL S DUNZREE , SR 5 X B I ZRE 23531 R
JH RE A1 MFRG S5 sE AT U145, I ZRE5 2R B3t S A
BEHLAAR (RF) S5 BT S A I D) %1 AH 5G9
TURE(MFRG ) S0k 1, 5 i 1 Wil i 5 URL i),
B 2 x S AEERAE R B W4 R O e )
gk, 3T RE Fl MFRG 1 Bagging fil /¥ 054
H AR 07 AR Bk Pt , “ 17 AR Wt

3 EBHER KN

R EAS SCHR B3k B0 A A, R A AR IO P
WA AR SEREE , X T2 T REALAR MR A URL 3C
AR f0 3l 300 R 6 T 1) 2 425G AR A 4
A1 [ 3 910k L T URL SCARHRAE B B4 56 &
PR 2 X 3l SR A T

0.955

0.95

SRS 9 9 5 {8 1 python 1 5, T HLEE 14
it B oA R ik 4 15-4590,3.3Hz,8. 00GB N 17,
YEZ& 4t Ubuntul4. 04,
3.1 HHERIE

SO ALHEE 0 [ URL £ 5 1A 1k M
uli URL £ &, #y /i URL £ 5 K ¥ T Phish
Tank i1 30721 4%, Gk Ml URL A4 KR T e &
P 12065 45
3.2 LBWRERSH

AT F 3R =R A AT = A g A
AL K /N 20000 %Ki, 25— 4 0 G ik 90
URL 24 5000 4%, 49y URL & 15000 4558 40
R s URL FI4Y £ 2 URL 45 10000 4%, 55
=AM URL 2 15000 4%, 2 %3 2y 5000
%o

W JE T BEHLARAR ) SCARFFIE R 5 K- 28 (K-
NN) B3 36 F S35 1] & HL (SVM) Bk R 47 e 4%, 4
Bl 4R o BT BENLARAR DY HF B EEAN A 5% 2ot
PR 16 %, SO0 IR n R 44 44 B i URL; ht-
tp://www. zemo. org. ua/wp-includes/js/images/start.
php F http : // qus. sitey. me/%5 , X Fi4~ URL A
ATLUE AR RRIE: (1) URL KB BRA K (2)
AL T BRI VE FL BURRRE ] (3) B @ 7 454
PRFRAAT; (4) URL A1 DNS PR B A Fe 9 £
(5) BB RKIESHCFA AT BITEASCHYRAIE
FERCRRAE T R Z BURE X AR H B, Rt BE AL AR AR
Kz ta Ml URL 5E SCH AL M

-

4 NARFEEEILR
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My fa, CANTINA J2 JEF /) 50N 25, D 3] A45i-33 SC
PRR A (TF-TDF ) 5 5K 2 Ry SRl ) 42 F R U 33072
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LRI

(1) B 5 ARSE R SO IR AL 5 E 1 B R
W T, SRR TE R

(2) Bya R 5T 5 BT AE H s TR P A 5T
AHSPESE T 5 B/ H AR 0T 2 6] B A OGP , S 8l
FN AL R T 5

(3) ELM TN LR /Y, S BOR AR
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" —
0.925
e
8 09
&
CANTINA
T o 0 o —-x
08 00 ———===== T
b AT
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BElS S@EXAREKRER

AR LR A PR SRR TR A R, PR IR
PR i Bagging 5L EAT L&, LLIK B B 5
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0.96 -
M

& 094
@

092

09

B AR AR
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I
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SRR LR E T Fs FE SRR 9% LU
HH LT Bagging @il & 58 7 1IN 45 SR E 1 R 2 18 3
T Bagginghill & Hik -
099 a
098
'F!ﬂ' 097
=
£ 096
RF s
095~ —r—r=rmemim, e —— e
MFRG
e o — e (o
0.93 :
1 2 3
IR7E:SS
E7 =FMELILR

Rl 44 PP AR IE AR, NSk 2 s, 02
By ARG A DR FEAR o

x2 HERWITMNIER

i RE
TP S 4 £ X A I A 4 8 ) T
FP R A 57 I ARG Ay Y 81 19 B
TN T A T BOARGIN  35 I T
FN iR AT 0 ORI D 535 19 B

AN C T T FH B 1 4 £1 RS N () A 1 R Precision
54 4% Recall, BT E LUNTF
TP

Recall = TP + FN (1)
.. TP
Precision = TP + FP (2)

3 G5 TS R I Ty i Bk e b Ass, AT
LIF H, 3T RF f1 MFRG 1 Bagging 3k £ 2815 %)
B TR R AR A T 1% MR, A SC
JEi ) Bagging FyE AT 4 A, B S AN BEMLAR
MBS 4> MFRG Bk, HEE28 MNAE LR A
KT S AFRNGE R A 15, W) AT S 350 a 2 10 ) T 45
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A fishing website identification algorithm based on URL

text feature and link relation

Zhao Dunyu, Zhang Zhaoxin
(School of Computer Science and Technology, Harbin Institute of Technology, Harbin 150001 )
Abstract
Based on the analysis of the uniform resource location (URL) text data of fishing sites and the characteristics
of the network topology composed of fishing websites, a fishing site recognition algorithm based on URL text features
and link relation (FAUFL) is proposed to improve the accuracy rate of fishing site recognition. The principle of the
algorithm is as below: By using URL text features as input, the random forest algorithm is used to generate the fish-
ing site discrimination algorithm based on URL text features. The related web page group is constructed by using
the link relation as input, and the related web page algorithm based on the maximum flow cutting is used to gener-
ate the fishing website based on the link discriminant algorithm. By taking the above two kinds of discriminant algo-
rithms’ results as input, the further evaluation is conducted by using the Bagging algorithm. The test results show
that the accuracy rate of the FAUFL is 99.2% , which is 3. 9% higher than that of the URL text feature-based algo-
rithm, and 5.0% higher than that of the link-based algorithm.

Key words: fishing website, fusion algorithm, uniform resource location (URL) , text feature, link relation
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