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ground H1
else H 124513 background A
end if
end for
for link in background do
Client _amount = link X Ji (1 3 it K/ F*

Server _amount = 1

Client _resource = Client _amount X C H1% 13
Server resource = Server amount X C* HfR % i
end for

END
22 ETREBBHNETRRENARIMEZX

TE SN AR VR I 554 30 e A ] ) 7 R
BRI AR (971 R AR SR E — X R 1 L, —E
I Kk v, — AR N TR R v . E 4%
AT AR AR, B — X B AR IR AR —E R
GEGEUR . X T /N 25 H D, M 07 ¥ 7 A 1 B I



FRAESS A BT R AU R i T S O BT A P A B AT Y

TFAH T LU SZ AR TR MUY 465, (T4 A2 X L
2o P LR ORIEAE H AR EE RS A7 fE— 2 i i
A L, 9D TSN SRR e A 5
ARSI T i L % B9 IO FH S 33325 (shor-
test routing application adding algorithm, SR-AAA) .
B AL N K 3k S B O T 2 B L AR AR . 2R
SR 32 S AN AT o 48 O3 0 e, DUl L T 3
T R AR B K He WA o , Tk TP 2 e ) B A B R 2 1k B
FURRUR B, A5 A0 B S 94 S 8 2R 0037 1 A5 A
FE AT ATl R FH A 9 A s 2 /0 i i
TR AR RGO
HE AL H IR 2 T i S B AR Y 0 S i oy o A58
B 53 07 ¥ Dijkstra 5509 T 2200 1y 4 — Xt 37
A, BRI (R S 2% B g o AR SO ] — b i 1 2 i
I P e AR A B P 0 o A s g R AL
P28 41 ) 2 i 25, SR ) B SE R F A i
St P gt A B e e e LA D U 38 ) R 245 i LA
RS, B e A WA T 9 T R P A B 1
F5 SIAE] [ B e oh 3, S 200 454 e o 45 4T
IEBEORAT T 5
T dR S e B T SO RN IS N5 % SR-
AAA BIFEIRUNE
Input
HERAES V. Bfrii sk ie e B
Output
DR EDSNEITE € = A A A e e e L1 D SR R SN
BEGIN
v MU VAR R A A
RT— o "9 2
RI—NULL //B {5 &,
for rin RT do
LG & r R EHLES R A r. RI
end for
for rin RT do
BFS (r,0) //%F r #£47 BFS I 46 A B RISk 3138
BB HAs 1 _n
r n.RI+=rRI
end for
for Link in B"do
Client _position = Link. src

Server _ position = Link. dst

Client }%H1{5 & = Client _position. RI
Server f&H1{5 B = Server _ position. R/
end for

END
2.3 ETRVBEKRKNET RRFEE

8 A AR R SR BRAR 55 45 18 FH R0 LA R
SR PEA . SR/ NE R A R ORI TS SR
A RS T e 140 Al 55 e R0 e A HLIR 2 I o kA i

>

\\

I H AR B, 5 TR B B R
ARG AR BT o T R R N A
e T T R AE IR N R B TE
TR B = B e I R B R = A B
%,

R AV Fh 4 PO O 007 25 R S ke
KIE AU £ 88 0 07 ) 0 BRI 55 4% , DR M AS SCf 6 T
TR B AR R ST S T R

N R K UL P AR R A U Y RN B ST Ak
SPF 3] R AP 8 8 L 4 ) BRI 55 4, DU B A
TR o TR R IE il BRI
AR SR S — YR AR WSS 1 2 ) 85 s 20531
JBED e R S, K IR S ) S ORI 55 i
H RS B H AR IR 55 45

FT D AE AT AU 3% (least com-
munication cost node mapping algorithm, LLC-NMA )
HARWT
Input

HERE VBRI Ih PR SR 25 e 5 28 M 95 5t
DR A A P A S T AR SR R Y A
e e £ L
Output

TR R R P A 2R
BEGIN
v MG VA RSN
p < HUE P A s B DA
need _ dict«—NULL
for link in background do

client = M. link. src

server = M. link. dst

need _ dict. client + = (resource, amount)
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Study of an algorithm for generation and deployment of
background traffic nodes based on virtualization

Xie Weichong ™ , Li Zhengmin ™ , Dong Kaikun” , Shen Yinghong *
( " School of Computer Science and Technology , Harbin Institute of Technology, Harbin 150001 )
(™ The National Computer Network Emergency Response Technical Team Coordination Center of China, Beijing 100029)
Abstract

The analysis of network attack and defense was conducted, and aiming at the traditional background traffic
simulation technology’ s problems in generation and deployment of traffic nodes such as size limitation of back-
ground traffic, authenticity limitation of background traffic, and number and position limitations of the tools for
background traffic generation and deployment, an algorithm for generation and deployment of lightweight back-
ground traffic nodes based on virtualization was proposed. This is a three-phase algorithm that consists of the target
traffic mapping based on resource amount, the adding of background traffic application based on the shortest route,
and the node mapping based on the least communication cost, aiming to solve the problems of massive, rapid gener-
ation of background traffic nodes and flexible deployment of them in network attack and defense experiments. The
experimental results show that using the proposed lightweight background traffic nodes to generate the background
traffic can satisfy the self-similarity of networks, the small consumption of resource, the fast starting speed, and the
massive, flexible and quick deployment according to the actual network attack and defense experiment.

Key words: background traffic, Docker, self-similarity, dynamic deployment, virtual mapping
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