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Abstract

In order to solve the decline of the trading efficiency of the cyber-insurance market caused by information

asymmetry, the contract model study for optimal cyber-insurance under users’ moral-hazard was conducted. Then,

the analysis model for the optimal cyber-insurance contracts was established by using the principal-agent theory,

and the properties of the contracts were discussed. The analyses prove that under non-moral hazard, the optimal cy-

ber-insurance contract can achieve the Pareto Optimality in risk sharing while the full insurance coverage is re-

quired, and furthermore, the optimal cyber-insurance premium is equivalent to the expected loss caused by the net-

work security incidents; under moral hazard, the optimal cyber-insurance contracts cannot achieve the Pareto Opti-

mality in risk sharing while the partial insurance coverage is required, and furthermore the optimal cyber-insurance

premium is less than the expected loss.

Key words: cyber-insurance, moral hazard, insurance contract, information asymmetry, Pareto Optimality
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