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Internet traffic classification using the attribute

weighted naive Bayes algorithm

Zhang Zexin® ™, Li Jun" , Chang Xiangqing "
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( ™ University of Chinese Academy of Sciences, Beijing 100049 )
Abstract

Based on the analysis of the performance characteristics of the Naive Bayes (NB) method in wide use for net-
work traffic classification, a novel attribute weighted Naive Bayes classification algorithm was proposed to overcome
the NB method’ s problem of low classification accuracy caused by its assumption that traffic attributes are of equal
importance and independence is hard to satisfy in practice. The proposed algorithm uses the attribute selection algo-
rithm of ReliefF and the correlation coefficient method to calculate the attribute weights based on the attribute infor-
mation recorded by NetFlow. Then, it assigns a new instance to the most probable class, which has the largest pos-
terior probability. The experiment showed that the classification accuracy of the proposed algorithm was over 94% |,
and the algorithm maintained simpleness, high efficiency and stability of the NB method. In short, this algorithm
can fully meet the traffic classification demands of high-bandwidth networks.

Key words: traffic classification ( TC), ReliefF, correlation coefficient, attribute weighting ( AW ), Naive
Bayes (NB), NetFlow
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