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(2) R

Z2 03 BE RN DR3P 2 T8 5 7 A ) R B R [RHE o
N MR R SE A o AR S i 22 2 M 2R
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PR R f e D bR TR

JRITR RS e RS S S s e B R D R AR
Hp Ll , 5 4R U Z T8 1Y 56 £ T AR
H

GS, = mglx(LSf(D)) (4)

MR (4) W] AT H, Jay A0 B e 2 L 4 Ry
B/, (HR th T e —E R EAREL T Bl
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H.S(D) < #S(D"), WIFR S o RS 1) Jm B U
(1 B- K- L5

K Sy PR EE AR IHG R R ) 7 75 21 e ik
J ('smooth sensitivity ) , B[ 3-8 U E Sf:ﬁ(D) = LS,
() B- F-1 L5, BEI A T R

ESCSU PR ) - e BdiRE D R
TERARIEEAREE D', B > 0, pRELf B F-WHBUEE
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link privacy) ™ . HE XWTF . EWFAR G, =
(Vi,E), B G, = (V,,E,y) ,V, V, ,E| [E, 7352 &
G, M G, WSS HILES, KbV, = V,,E, =
E, = {(v,0) Loy =) 0 e Vs BRI RREL Q i
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In—AFE 53 X283 BRARLRAP LT i 2243 B f
BEA LR ) BE SR, BN E X A R B T 2
XA RS BE A IR 3, REOSTHIE — 4L 01
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HEREHAR b AT A

FFISCHRL 17 ] 42t A X5 A 960 o 50 B fE 22 43 B
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B, LSX)(G) = max,_;; ;.16 (1), Hori c; (1) =
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X B R MR DGR, R R M e T L — 4
TR SRR . P B2 S et 52 ) 2% [ 254
A —MREZRTER . B — 1 R RE R EER
N T ERARSRY KB R — 8 R R B R, T
AT

NG NG
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T /2 22 73 B R PR AP B 1 5 AR AR AP B AL Y (]
N, SHEM LR 37 F R 7 T R LA K B AL TR & 3
ARG B o E H BRI A AT (i 45 1 (scalability ) (A7
FHYE Cutility ) BEAATUR & B0 05 22 55 41 JE AT 2
g
4.2 EntHt

Hay %2 )5 TEAT 15580, 430002« (1) 1
fhSCrh R A SRR B T R, ROAR Y — B2y
AP R ] A R SR AR B 5 (2) HEDBT RS AL
TRAPai B2 54 F R 2 18] A9 P 1 5 280 SE B Hudl R
PR B SRR 4E Flickr(=1. 8M 5 &), LiveJournal
(=~5.3M 5 45), Orkut ( =3. 1M 75 5 ), YouTube
(=1 IM 95 50) 5 & A B3 48 Random (ER FfHL
Bl IRIARA 53T A =10) , Power (ER BEALIE, Al A\
M« =1.5)

(1) nly etk

SCYGAR R W SCHR [ 21 ] A9 503k I ) 52 2% S8
BAR, BT BT AL —AN 240200 T 1
KIS AT E)/NT 65, AH B, SCHRL 25 ] BSR40 B A1
01 T E K 25 20min, 5 5 2 H O Y EE
Tho DA, A SIS I THORRIIE, ] 7 LB 3

(2) f Atk

FHPFP I 32 2 PEAk S 56 ) + Kolmogorov-Smirnoff
(KS) GeitHl Mallows FEES, W i & ( Bias ) 175 22
(variance) . ¥E B & (accuracy ) 11547 1 FF (priva-
cy) JERJE (accuracy ) FIIR /N (size) ” = A K
A, SRR —BUEZY R Z5 1 FR i ] 7Y 2 i)
SER G LS A TSR, SO UMER , S LA IR
BER A IC AT BT IO A T
4.3 FTHEITH

SCHRL26 1A PS8 F AR : (1) HBE S iAo
(instance-dependent ) 3 ( BIsK = 35 A k-
B k- ZAIBHHEC) 5 RHMS Hadié i (1 5
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A survey on differential privacy research for social network analysis

Wang Junli, Guan Min, Wei Shaochen
(CAD Center Group, Tongji University, Shanghai 201804 )
Abstract

The concept of differential privacy protection of data is interpreted. The differential privacy model, and its noi-
sing mechanism and combination properties, are theoretically described and anlayzed. The application of the differ-
ential privacy model to social network data’s privacy protection and its development are emphatically reviewed with
a rigorous, quantitative representation, and the experimental results of differential privacy applications to the social
network analysis techniques of degree distribution inquiry, Subgraph counting, clustering coefficient computation
and edge weight computing are given. It is concluded from analysis that the privacy budget and the noising mecha-
nism are the main factors to differential privacy (the former determines the privacy protection intensity, while the
latter determines the inquiring accuracy) , and exploring the application of the differential privacy protection to the
social network field is the main future research direction.

Key words: differential privacy, social network analysis, graph mining, statistical method
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