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An efficient regular expression matching method

Zhang Shuzhuang, Wu Zhigang, Luo Hao
(Institute of Network Technology, Beijing University of Post and Telecommunications, Beijing 100876 )
Abstract

To realize the large-scale regular expression matching in network security inspection, the cause of the state
“explosion” during the subset construction process from the nondeterministic finite automation (NFA) to the deter-
ministic finite automation (DFA) is analyzed, and then the DNFA | an efficient regular expression matching method
is proposed. This method avoids the dramatic growth of the states by transforming part DFA states into limited NFA
states, thus the DNFA, a finite automation with the DFA state-limited NFA alternation, is formed. The DNFA
takes advantage of the high processing efficiency of the DFA and the compact representation of the NFA to achieve
a better trade-off between the memory space and the matching time. It can make a fine granularity splitting of rule
set, and its multi-level structure is more suitable for complex regular expression rules in network applications. The
experimental result shows that this proposal can provide a high throughout with a moderate memory requirement.

Key words: deep packet inspection, regular expression, subset splitting, finite automaton, hybrid finite au-

tomaton
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