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A covert metric method for overlay transform domain
covert communication systems

*

Xie Tiecheng® ** , Da Xinyu ", Chu Zhenyong* , Zhang Hengyang” , Wang Shu”
( " School of Information and Navigation, Air Force Engineering University, Xi’ an 710077 )
( ™ Unit 94900 of PLA, Zhangzhou 363000)
Abstract

A perceptual distortion measurement method based on the frequency weighted mean square error (MSE) is
proposed to evaluate overlay transform domain covert communication systems’ covert performance. For avoiding the
limitations of the Q factor metric method used in overlay transform domain covert communication systems, the MSE-
based method converts the perceptual distortion of a signal from the time-domain to the frequency-domain to meas-
ure it according to the basic principle of transform domain communication systems (TDCS). The perceptual distor-
tion of the system is obtained by summig the perceptual distortions of the host signal at each frequency, with the
host signal spectrum reciprocals as the weighting factors. This is based on the fact that the perceptual distortion
strength which is impacted by the overlapped covert signal is related to the host signal spectrum. The simulation re-
sults show that the proposed method can improve the system perceptual distortion ability. The assessment results of
this method are consistent with the basic mechanism of the overlay covert communication and agree with actual per-
ception. The method unifies the system perceptual ability and anti-jamming ability, which may offer some useful in-
formation for the design of covert systems.

Key words: transform domain communication system( TDCS) , overlay covert communication, covert metric,

perceptual distortion metric, frequency weighted, mean square error (MSE)
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