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Prevention of return-oriented programming attacks

using multi-key protection

Chen Linbo, Jiang Jianhui,Zhang Danqing

(School of Software Engineering, Tongji University , Shanghai 201804 )
Abstract

The multi-key protection method was applied to the study,and a novel technique was presented to prevent re-

turn-oriented programming ( ROP) attacks based on the analysis of ROP attack properties. This new technique,

which benefits from protection of return address by multi-key , introduces obfuscated bits to prevent exploits targeted

key sets. With the help of binary dynamic translator of the Intel PIN,a proof-of-concept prototype system for Linux

platform was implemented. In order to prevent the direct attacks targeted prototype,the cheating keys were proposed

to obfuscate attackers as well as decrease the trusted computing base. The effectiveness analysis and the experimen-

tal results demonstrate that the multi-key protection method could effectively prevent ROP attack with a modest per-

formance penalty and low false positive rate.

Keywords : code reuse attacks, return-oriented programming ( ROP) attacks, multi-key protection, obfuscated

bits, cheating keys
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