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A collaborative LBS privacy protective method in road-network

Mao Dianhui,Cai Qiang,Li Haisheng,Cao Jian,Huang Jinhui, Cheng Yeliang

(School of Computer and Information Engineering, Beijing Technology and

Business University, Beijing 100048 )
Abstract

A new user collaboration-based location privacy-preserving method for location based service (LBS) users is

presented to realize the location privacy protection for mobile users when mobile devices are in the road networks

without enough fixed communication infrastructures. According to the method, mobile users are self-organized as a

P2P network according to the Chord protocol ,and a user consuming LBS services blurs his real position and selects

a proxy user from the P2P network for forwarding incremental nearest-neighbor query. Meanwhile, in order to im-

prove the QoS ( quality-of-service ) of the method ,the maximum connect-stability theory is proposed to select an opti-

mized proxy user for stable communication of the network, and a communication-cost estimation method is intro-

duced to determine the query-anchor for eliminating communication overhead. The theoretical analysis and experi-

mental results validate the technique’s effectiveness in LBS accuracy, privacy protection and communication QoS.

Key words : P2P network ,location based service ( LBS) ,location privacy , network security, privacy protection
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