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if(HitIP € CS),then
if (ippkt.Proto==UDP), then
if(HitFlag==3),then
if(SusIP.Port==8000),then
SS=SSU {SusIP};
SusIP.Stype = NAT;

Else
PS=PSU {SusIP};
Endif
Endif
Else
if (HitFlag==3), then
PS=PSU {SusIP};
Endif
Endif

Endif
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Abstract

A real-time method for classification of encrypted P2P traffic based on host behavior association is proposed.

Initialized with some priori knowledge , this method finds the nodes in a P2P network according to the nodes’ con-

nection relationship ,and constantly finds the P2P network’ s new nodes and their corresponding traffic by examining

the iterating over nodes’ network behavior to achieve the real-time classification of encrypted P2P traffic. The re-

sults of the experiment on a real campus network showed that, besides low computational cost,both the accuracy and

recall rate of the proposed method were above 95% . Meanwhile , by classifying traffic without content inspection , the

proposal violates no users’ privacy,so it can be used flexibly in high-speed network environments.

Key words : encrypted P2P traffic, host behavior, association, traffic classification , real-time classification
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