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A spam identification algorithm based on user relationship
mining and reputation evaluation

Wang Wei, Man Dapeng, Xuan Shichang, Yang Wu, (in Wenzhen
( Information Security Research Center, Harbin Engineering University, Harbin 150001 )
Abstract

According to behavior-based spam identification ideas, a spam identification aignrithm based on user relation-
ship mining and reputation evaluation is proposed. First, a mail user relationship description model is established
on the basis of analyzing historical communication in the mail user group. When mail reputation is evaluated, the
potential user communication relationship is mined using the model proposed, and the mail communication path eol-
lections are established according to mail receiving users and mail fingerprints. The comprehensive reputation value
is caleulated to identify spam according to historical evaluation of mail fingerprints given by users in the path collec-
tions. When a mail receiver gives his feedback, the reputation of user and mail fingerprints is updated. The experi-
mental results show that the proposed algorithm can identify spam comrectly and effectively. The availability is con-
sidered in the design of the algorithm, which makes it work in actual spam identification systems.

Key words: spam, behavior analysis, user relationship mining, reputation evaluation
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