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FrERIRABLE (Bl E A killall 44 8RS JoHE E
WiztT, BRCEMNRER, ERRFRPEHRK
nEHEERRAREERNRGE T ATEHEXHNE
A B g 2SS & LD _ PRELOAD, & 58
BEEEREN. SMETAKXARMNAME, K
THSERRK, ZRAMEREREEE, RAOHERN
RERNZ AT, CHENHRER LA T H3E
B, 20 Snitchaser'™ 2 IF IR A R T gdb atiach £y
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SR RME LN R ER W RET AR,
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Bl LASE B 20 A0 2 B o s 4Rt T — sl A S A
B B E B 5
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1.1 REEH
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s, A e R I R A8 B B R T ERURIR.
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dows T LT —H 3O FIR 4 BRAE MO, A
R4 4R AR AT DUHAT R B E i, R2"™ 40 liblog 2%
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HEDRLBE B SRl
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BRI E B R Rl TAX s T PR &
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BATF ML IR, MID St 2K 50 5 B 8 SR A £
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HRBEITABRAE, RN BER AT AR ER
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BIBE RO T XA I B AR . B EIRP R
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i B S i R R F 51 o (3) Fll AR R % H

— 805 —



HHEAER 201248 A #22% 8
FiblaEhE EEThE
|
EETAHE
HEEH BT S
r 3 - -
HEFISAR |
{BE R E# R
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TR ER RO IHMEE T FN AT 22, A SCES TR
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B E R IHLE o
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T RS AR S R AL &S shell
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R ER  R R R E R,
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er I INTERP 52 EZHY P A0 A4 AN 38538 A interpret-
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interpreter LA OUHEBEHRAT, #50K805 ELF T 4447
AR interpreter. 7E x86 IR T, A M2
FE By interpreter #/2/Tib/Md-linux. so. 2 3% ; 7F x86
_64 IR T, 32 MR FIRAR R ZICH, 64 AT N
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AT LAE HY , A< SCHR H i Bt i S e AR 1R 088
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XA INEOTRIER] T ERJLAESR: (1) nEk
BN ARG E A KR SIPLH oAy, A
B3 r$fT78# LD _ PRELOAD, X TH P Bz
HHAT S 22BN, @ T B mEdk. (2)m
BAHLHIAFE fork () + ptrace () + execve () KIfEHE
BT , AL BN B , IR R IR
FFRU RS BRER I SRR P A 5, LR 4 (R
SHBHAXRGRBEASRERM, (3) FMEHIR
10 N, AN E R, AU P, LS
BF RS TR A

FEPUELS B ELF AIATSCH N BB
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fEETEEEH
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ADDR_NO_RAKDC £
MIZE 4
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¥
4‘%’}

4y ,
[ sy |
¥

EEHERE. FEA
start_addr il

EFLAOBRLE

3 EEmMEBHE

(L) mEasA 5 RABERXNRE, FRELE
MR BEIE R BTT. A MBS T EAH
TEENMA interpreter, B AN AR H BAEM B

SR B B AT EE AR,

(2) H FIMBERIT HRB1T0 Br R S S Rk
i, g A8 A B 50 B B AL (self-contained )
o ReBranch {8 T#843 A\ Linux P IRFESR
LA A5 B A SRR A

(3) AT PATREFF 5 & interpreter FE4T H E AL, N
BIBEF TR, FmBR7E T RHM R LE R
BOR EIER interpreter BEBURHEHRINEBLA T,

(4) BB EERNTPTRF AHA interpreter,
BRTPAT DB BEEN , B B E Y,
ReBranch fIEREH KR R B AL AR P X
X FXERT , MBAHTFENN BBz, B
B INE AT PAT I XR BT a7 RS
FREYAETE

(SymE =W E, FEERE UM BRI BRG]
Rtk I aRE A 2 B AR AT AT S0 ELF header
i entry Hd-AL RS, ERPIGIERFNEE
B . EHEMZE, EAFTRPIATHHEEE.

() THEFRETRESTHTRTRERE,
FHl BT HT=HB T RRERR AT IER
W Ak, A InER R R — A VLU A e E R
TR ARFMATH RS . B EEREERED R —
MCETE A E A DR TR R .

F1 W3 T ReBranch L HE—8{E,. FHE
B SR E A TR X B, AR R
F 3, AL A S ALEA e, A0 W i E A
EHEERR.

%1 ReBranch A EFEAHFIME TR E
TH gy EHEE #RS HRS

GDB-*- plrace( ] AR WA R
Valgrind™ B g% FTEE AT W
Liblog"- 1D _PRELOAD FH&HEE F&F FiF
Snilchaser-*  plrace( SAFE MAF fAF
ReBranch Interpreter A-3F AAF  fAF

4 ETAHREHWNRE TN

ReBranch 7E R B BLZETT 46 S SLHY 2000 B 7

i, BRI FR BRI B R R R4 4 1Y H AL

HEREHEF. ZWHBEERE, WREAT

bug, ST ZRIEX 26 H REH bug ZAFE AT

o A KBTS, A5 ReBranch, #AEIR M A i1k
MEM T Ho ReBranch 4t THMER T A: (1)
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ReBranch 7 B8] PIVE R —4 gdb server, FiA A 7 7]
PUEST gdb mRE PSR EHGI R, (2) HRIE Re-
Branch FHABWER, S8 RFHHARGE R
LR #5475 Bk, (& 4 fi7R, ReBranch 24t
T—AER S, T URAETT 5 B S3 T B3 E
EJE A R AL RT3 BT R TR, B TR,
ReBranch X — NP #AT F#HERE B REH &,
n ESCETR , BMESET B ShE AL, X2 H S R
{EAS R MR A MR AR — N FERT B TR

Suffer_icitis,./../busfer.ci23

suffer icit:s..;../husfer,c:ic

chunx icit: s, F. . fckenk. ol
chunx icit: s, F. . fckenk.ordl

4 #MEJFHEI ReBranch HE

AR T —FET RRES RS
%, HTFAKE EiRfTS H B R H 73 e
DMEE, ALEREEZH, FEE SR ESE
WREFHNHEAETS H S B REEFIINES,
HHRESFHEMEEFIIHEE BN, Him,
RIS SR Web fR 525, W] LUK FC AL B R
I RREA 1 BRFEATAE A FE BT L , ¥ BR B H O BT e
FIVERFPFIGR, DA A AR AT 1 5 51 43
. XA, B BMEN AR F X Web R 52540
H—MEROSRE, RENFIIRENIBRAEE
WREBKESR 7 ReBranch 1, i eF BEINE—
BB AN IEH AL HE B B IR EAT R 5 48, /R A I
GHEE,

Ja SO AR IR R

FEE TG A SRR B B R SRk 22 51,
Lee % AT8 i, B AT MRIE FH) 15 B& B () R
HATRERN ™, MIRARE R ESER
ZERES A5 E B S FE BRI
LR H S8 AR AR . R B AT BF R B E et
WHATEE , BB TR KR A E T 1T 5 Markov
BRIk, H—J5 T, Shannon 7EH TAE™ F14§
AT RRESEFEZRINAR, BH TEENLSRT:
K2 AR RIS T 5L, B — N FEAE A TR FE 48 4 75
T AR B MBI K BE R B8 I B SRS B FAS
BE. EXRERTH, ERE TAEERT HiHE
HUFN Markov B, A T FFI G5 8. b &
NI B LZTTV R T 2 AR R R 45 5
ERAES, CERB I NBOH T IFRFFIRER
5
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A RE RN E LSS T L W7 E M
9%, & A TR R 4545 B 7 51 5 , AR R T4
—NFHN R ERE, LU ETILE:

(OHING:E PN HREFEHFIES N HE
RESEYE C TR, L, = 1C(N) |,

Q2) T X BMEEFF 2, G EE N U {xl
i FRBEREHITESS, | C(NU {2} )| =L, &1,
=L -Ly,,D, =1/1=xl,

(3) & RYE D, SHEEFHNHAT R, D, B,
KEIRREFD .

FREES, D, ABEFR P EIFESHFE
PG E BN TRRE, RSEE, mREHT
BA x, M I, =1, Hlx >l , B—PEK
HIFH =, AN BB SEENTF x, #F, WA
HBEAFFI R RERAR SN,

EREERS  EREE C MEEN T RER
IR EXREE, HRWERAXRESREED g
ip,bzip2 ,rar FE N ABEERNEE C,REWMT:
(D ABFBEBRAEFBERT L2770 Bk, %E
LERATESIE D, E RG9S M3 & O %5
WP W EERGFERE, XS —ERY
EH P g UL B, A E AT L 18 3% 7 51 S 1k
FRBEFEFI . Q) BEBRAESBBEEUFN RN E
XA, AT AR M /N, 8 256 N
fERERF R, AREEFRYRNT ST FH
HEX, FHAXHENF RS HELN R A,
G EAESBEEFERBUEH G B, X5 —
WARNEENEXN BT E @Y. fln, 1234
1236 RFMNREALRWIERE FF, R E BT
12341236 48, K= 3412 o, X&f
REW_EFFAIEE FFIERR A E 5751 3412 B
HEBIHIEH F5,

SO EAE B IR EIRRTRI N R, SOHE RS
BRI 10 4E3R R B KB —Fh TR E 45 5%
AUV e « AR 6, HH L(G,)
= {z} . W TR ESWAKEIE, TS G, %
2R Bl BEW/DN . Kieffer 7 30 487 EAHGI R
T/, BFBIENAT XERETENILNEES
B BT AN RS S E R AR
SRS ST A R A S HEAT 4R S 4, Nevill-Manning
&by W T SEQUITUR B3k, JFIERA T B RZK
PR ] 4 22 BE A, SEQUITUR %235 th 2 — A
BEARR S ERA RAEEAE R,

AICRAME L C RET Kieffer FHRHMRE



E W% - REERE-EREORER RS RN ERTR

BHBUEMARN . ZREAFE TR
#H O, HET ReBranch Zb G H KRB ESEH
WHRFIT SRS, OEEFNER LR R &
SCHTPE SRt 32 B B PP 51 Z IR BB 2 R, o
AN, B 5 I TREENARE, HXm
ZHFET, TE AR B BHMEBOREAS R AR 73 T A T4, B
R EAER X B — 28 SE M (P Y ey ) 5
AINAH po AESCEEBHE LB G Ho XK
Ak T AT A PR SR R R RO S BS A
B

# LogTransformA TS [ligee >4 p AP £ 4F
& A Loz FH K EE
# EMIM 5 AES — % 6o o0 BB
# &0 o, B S RLog T EFEAFRL.
# GHICE TR p A P
# Grammar Transform BE5—8FESCEHmIS @M, HREERD
SRR NI &G Srseq Rt TR, HIEIWT EES G 38 03 400,
R RN
def LogTransform [Logs:
By= 5
G={1
for seq € Logs
p@=G1'a.mmarTransfunn(9:q, [#)]
#p AH a —xx TEA, Adae Sw—dpEE
if oo SIS L3N
continue
o ARG,
fa, B Hih.
return { g1, &)

5 LogTransform &%

BAVE R A AR A o S R Bk

W — Log SHEMEE, B L = > Iplo

peiptU6

5 SEEaAf

A1 ReBranch 52 BR324 P9 A48 1% 0 Bir
BB S 5 AT . FMERS B
memcached 106 5 bug #0 lighttpd 2217 5 bug, ]
EERPI N EIRE M T ER N IE w2 HRIR, &
27E ReBranch FYE B T 18 Bk,

lighttpd [ 2217 S4&1RE 24 CGI R LRI
R, RS B CGL KRBT, TIREXMEIR
HIR R — MR ZI0 5 BERIR  Z B 35 5

#M. ZEBRET SRS ERHRIE HBERNTE
RGN T — LR g MAT, T IE B A E R & F St ix
Wit XBT-MIBRWRE.

memcached 106 S451R LR _F 2 WA 7 1945
R, BE T —4 UDP S KL )G, 24
memcached W] — M5k UDP )5, B G BE K
REFEILH IR . R REAETSFF LR —
A AN ERAE IR : IEH FE R AR MIER A
T HRMAT, REERRERFFIMESH T

TEWIA I # H ReBranch (& Bl MR T
HEEEH - RIESETEFRIFHNHERL T FH—
AR RFRG PRI 4, G SRR O R
B ERREN—T T, TREHEAFFERER
AL B0

REENZE

tRABMEREE ERERR. EAEHRAR
. BERENETERPERREN S, £
LIRS, & T lightpd 552, RATHZEM 1000 4~
hip K Fr 46 A BTSSR AR s O T memeached
iR, RATM 1003 R P 3 MERITER.

FF lighttpd , $A /B 500 ME B EY btp iR fE
VI ; 7 F memcached, #41/ 1000 4~1E-# £
UDP R AEAVIERE.

TEFA 4, AT Lighttpd, 8-~ 51 M, con-
nection _ state _ machine{ ) BRFLIA O 45, Bl E
¥ O8H . 7T memeached, M event  handler! 3
HEFMA DS OEAFEFIRE S, BHE
MR RS~ E LS,

2P T AT RERNMEIEENE,

F2 REANSESAZE
gk gk i (3

J¥51 H SR J¥51 H SR
lighttpd 2501 3337395 4996 6661425
memcached 1442 862636 1609 883226

Ze3d Y45, lightpd 1| SR %5048 58 9 F 4 A, 2793
M5 smemcached I xR a5 W4 AR 582 M4F
Fo

RATF H P EAR SR PRIE VI GRES FEAT I 57
WL H B D, KK S ANFFl. £ 3 2RI H
TSP,

— 809 —



EHARER 2012458 8 B2 % 58l

£3 RERMNER.ZRHS
lighttpd
Dgs, =0.039653
Dgq =0. 039653
Dgss =0.019231
D,y =0.019231
D,, =0. 018868

memcached

D,,,, =0.031765
Dygs =0. 031765
D,gp =0.031765
D, =0.009091
D, =0.009091

MEHTATLLE H, lighttpd $U4E 5 4 A F51
(654 #13990) D, HEE K FHENFS (RHE4
55 3 ¥ D, [ERIPIAE) ; memcached FUBEE TH
=ANFS(1237,1608 #11609) D, HEE K TFHE
A (RHEAH 4 WFEH D, B 3.5 /%), &AT
B, RILX 5 AT B8 FR I REAE 5%

£ 4 BT B YISF0IEAYr 3 78 6 A s 1Rl &
FER, AEF A LIE HINSGMITEN SRR
BRI SRR T o

F4 YES5TMEE

Wk PEH
N iR N iR
lighttpd  90.1 36918.1  496.3  13422.2

85409.5 28.7 30817.4

memcached 10.1

RMNEEFETRETRITHRERIE RN
Tian 2538 H 49 2R G538 FL 7 51 e il s 9 o Al
TARBHA R ZREEREINSEITE S
Markov B8, 2 J5 T+ R R AS MU BE S, 1k i (AR
REHEA . 7E lighttpd LB H, ZEERA RN, H
AR FEHAEERI T INHET AL BIMNFT. &
BELXRFH— MRS 0 #E3, (HRX)
F memcached 2%, B4l % BT 5 Z BRI R, N
FEEFHENEBEIY SEVIGE S B i, 2
F Markov [RIRMHH ELEHR L X —HERMHEIR,
AR FEEFEVN RN EARRETNEE,

6 % i

ARSCRGE T si i) BB AR AP BT SR S 1)

B EBITES 5 e R T R TR B B

BHLRAE T IOE RS RE FIIRI k. R

BT, ABTFER B Sook 2 HI E Bl sl 863 72

AR ST, R 3R Y T SOk IR AR AT 7 W A B A B
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5o AR M ITEZEFF RN H ReBranch H178 3]
TH M. KIS REH, FZB BB X T R
RARREFERERE GETXHERENREITHK
MR BB A B A K& B ik P HB R E LN
. ReBranch C&HMATIILNELMNTA S, F
RO E T AR,

%30k
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Abstract

In view of the tendency that non-deterministic software bugs of a computer system become more frequent with the
growing of system complexity, this study proposed a record-replay mechanism as an effective solution to find the root
cause of those bugs to improve the efficiency of the system’ s debugging. The transparency and the usability, two im-
portant features of a record-replay system, were studied. An interpreter-based loading mechanism was proposed to im-
plement transparent loading. A novel anomaly detection algorithm was proposed for mining buggy execution sequences
from logs. Those two approaches have been introduced into the ReBranch, an open source debugging tool, and have
helped developers to fix some real bugs. To the best of the authers’ knowledge, this is the first work aiming at trans-
parency loading, and also the first work applying grammar-based compression to anomaly intrusion detection.

Key words: debugging, recording, replay, grammar-based compression, anomaly intrusion detection (AID)
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