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A novel method of constituting network security

policy based on attack graphs
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( ** The Second Artillery Engineering Institute, Xi’ an 710025)
Abstract

In order to improve a network’ s total security, a novel method of constituting security policy based on attack

graphs is presented. Firstly, it divides the total network into different areas, and uses the parallel and processing

technology to constitute attack graphs; Secondly, it uses the overall attack graph to identify the network vulnerabili-

ties’ dependencies and the resulting potential threat; Finally, it combines the attack graph with the genetic algo-

rithm to establish the corresponding mathematical model, so as to transform the constitution of a security policy into

a non-restraint optimization problem with penalty to guarantee the network security with the least cost. The experi-

mental results show that this method can improve the efficiency of attack graphs’ generation and reduce the

system’ s resource consumption greatly. The proposed method can help network security managers guard networks

and can be used to assess large-scale networks’ overall security.

Key words: large-scale network, network security, attack graph, distributed paralleled processing, security

policy
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