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Research on a security routing protocol based on reputation
evaluation mechanism for WSNs

Yang Wu, Ma Xingguo, Wang Wei, Man Dapeng, Gao Guangzhao
(Information Security Research Center, Harbin Engineering University, Harbin 150001)
Abstract

In consideration of the security problems existing in present routing protocols for wireless sensor networks ( WSNs)
and WSN nodes, shortcomings of low energy and limited resource, the paper proposes the VH-GEAR protocol, a novel
security routing protocol for WSNs. Based on the geographical and energy aware routing (GEAR) protocol, the VH-
GEAR protocol introduces a WSN node reputation evaluation model based on Vertical & Horizontal analysis to obtain its
preferable safety performance, and then improves the reputation update mechanism to obtain its preferable energy perfor-
mance. The results of the simulation experiments on the NS2 show that the proposed VH-GEAR protocol can identify vi-
cious nodes effectively and decrease both node misjudgment and node energy consumption, as a result, can improve the
safety performance, the life cycle and the overall performance of WSNs.

Key words: wireless sensor networks (WSNs), security routing protocol, reputation evaluation model, reputation

update
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