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Quantitative assessment of network intrusion risk based on
immune antibody concentration

Chai Zhengyi™ ™ , Zheng Liping™ , Zhu Sifeng™
(* School of Information Science and Engineering, Henan University of Technology, Zhengzhou 450001)
(™ School of Computer Science and Technology, Xidian University, Xi’an 710071)
Abstract
An immune antibody concentration based method was proposed for detection and quantitative assessment of network
intrusion risk. First, in order to detect the intrusion accurately, the dynamic evolution equations of Ag and various Abs
(immature Ab, mature Ab and memory Ab) were designed. Second, the quantitative equations of Ab concentration were
established for each type of attack in order to assess the intrusion risk. Based on different dangers of each attack and the
importance of each host, the risk equations for a given host and the whole network were presented. Finally, the simula-
tion and comparison experiments were done to test the method. The experimental resulis prove that using the method, the
intrusion attacks can be dected effectively, and the risk that the host and network will bear when they face each attack and
the whole attacks can be also evaluated .
Key words: artificial immune, danger theory, antibody concentration, network intrusion, risk assessment
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