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Research on network attack situation niching model based on FNN theory

Tao Yuan™ ™, Liu Zengliang™ , Zhang zhinan* , Wang Panqing” , Guo Chunxia”
(¥ School of Information Engineer, University of Science and Technology Beijing, Beijing 100083)
(™ MPS Information Classified Security Protection Evaluation Center, Beijing 100142)
(™ Institute of Information Operation, National Defense University, Beijing 100091)
Abstract
The network attack situation niching model is presented by using the factors neural networks theory, so that the over-
all performance of the target network is analyzed from the attack and formalization angles. The model is carried out by
three steps, which are the attack situation extraction, the attack situation comprehension and the attack situation demon-
strates . And three return are obtain from these steps, which are the factors rattan of attack situation, the factors net of at-
tack situation and the situation niching map. At last, the simulation experiments are carried on, and three maps are pre-
sented, which are the attacks progress situation niching map, the attacks success situation niching map and the attacks
failing situation niching map. The resulis prove that the network attack situation niching model is useful for simulation re-
search and training of network attack .
Key words: attack situation, niching model, factors neural networks (FNN), factors rattan of attack situation, fac-
tors net of attack situation
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