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SHIHBEI y RN AEE N, P EBYE
X[a25[0,1], 3F HIHAG B, Rek i #E 4 19 35 58
FEXTF 25 y FUISRREAEN, BEARIR B F25 &
BT RBEERR K
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FE
Flow Duration
TCP Port

Packet inter — arrival time(mean, variance, ***)

Payload size(mean, variance, ***)

Initial window bytes

BT 248 MREEZ AL, B EREE — MR
RS 25 B AR W, 1 WWW, P2P, MAIL, BULK %,
2 2050 T R b BT B9, 40 BULK 62 i
fip WAL, 3 HERE T fip HHIRK S fip BB R,
RTWH R B A WICHR[ 18],

R2 MERAIER
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Classification Example Application

BULK fip

DATABASE postgres, sqlnet, oracle, ingres
INTERACTIVE ssh, klogin, rlogin, telnet
MAIL imap, pop2/3, smtp
SERVICES X11, dns, ident, ldap, nip
WWW www

P2P KaZaA, BitTorrent, GnuTella
ATTACK Internet worm and virus attacks
GAMEA Half - Life

MULTIMEDIA Windows Media Player, Real

BAREILE 10 48R, G KERAR, ATH
AL T, AT P B 1676 & P2P K BIREA L &
6006 SR H EHFIFEAM B LB HE, Fit, $HE
FRIREARITVE— 28, ¥ N 25 5] OTHER, #5404 —
SRR EHATL . A IR RS P AR
HI% B W05k 3 iR

R3 YESHRBBEITSER

Flow classes Flow numbers
OTHER 6006
P2P 1676
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ter, FCBF) B3k 9 ik g <7 T S 3508 B9 11 SR 5048
THRE R, 2 4 5 T RIE BRI B 2
PR

&4 FCBF H{EERHE AR AT AE

The selected features in extended feature set

Server port

Maximum of bytes in packet

The maximum number of sack blocks seen in any
packet (client(server)

The total number of pure ack packets(client(server)
The total bytes of data found in the retransmitted
data( client( server)

The total number of ACK packets seen cany sack
information(server( client)

The total number of packets with the URG bit tumed
on in the TCP header (server(client)

The average full - size RTT sample (server(client)
The standard deviation of full — size RTT samples
(client(server)

Third quartile of bytes in packet

Minimum of packet inter — arrival time

FFT of packet IAT (client(server, frequent # 3)
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&R R T AT R, ZR A RUEK 5 .
R T ARIEPEI 5 HeA P, S2 543 A % SVM, KNN
PR R PGEAR RS (NBK BL LA S,
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CSVM, %% 28 3 N 4% 1v] 2 26 4 (radial basic function,
RBF) , gamma B {H 0.005, C BU{H 2048; KNN B & K
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R 6 HILEFERE SVM S EBRBWHER

SVM B ﬁ%’;'ﬂ mﬂ(“f;ﬁ

FHREIEESME 9%.5 1.6 73.16 22.78
®ESEIEE %4 1.3 4.11 4.83

TP(%) FP(%)
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R shE IR R BRI ; (2) 8 T8
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BB GHEAERBEREE. 4 T RIEET
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HRER AR AF B SR BRI B 5 4H, 2
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1] 10 ll" an 40 00 a0 _I" B0 10a
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Peer-to-Peer traffic identification using TCM based active learning

Dai Lei* ™, Yun Xiaochun ™, Zhang Yongzheng™ ™ , Wu Zhigang™ ™
(* Institute of Computing technology, Chinese Academy of Sciences, Beijing 100190)
(™ Graduate University of Chinese Academy of Sciences, Beijing 100039)
Abstract

To solve the problem that present identifications of Peer-to-Peer (P2P) traffic based on machine learning are still too
difficult and time-consuming and are still unpratical due to the need for obtaining adequate qualified training data for the
supervised classifiers to model traffic patierns and the great dependence on the domain experts, in marking the training
data, the anthors introduce the active learning method to select the most qualified data for training and propose a trans-
ductive confidence machine (TCM) based instance selection method for support vector machines (SVM) . The experimen-
tal results demonstrate that the proposed method is able to guarantee a high recall rate and low false positives by using a
small quantity of high qualified data. Therefore, it is more suitable for the real network applications than the traditional
ones.

Key words: support vector machines (SVM), active leaming, transductive confidence machines (TCM), machine
leaming, uncertainty based sampling
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