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An access control model for electronic flight bag systems
based on risk assessment

Yang Hongyu, Li Wei, Lu Zongping
(School of Computer Science and Technology, Civil Aviation University of China, Tianjin 300300)
Abstract

This paper studies the secure access control issues of electronic flight bag (EFB) systems. A risk assessment based
access control model for EFB systems is proposed. An access control model framework with the modules of context, ac-
cess control and risk assessment is given, and the elements and the control procedure of the model are defined. The pa-
rameters for access control decision can be obtained through the context module and the Dempster-Shafer theory based risk
assessment module. Then the access control decision can be achieved through the threshold comparison based access con-
trol decision algorithm and the dynamic adjustment mechanism of access control strategies. The experimental result
demonstrates that this access control model can effectively meet the secure access requirements of EFB systems.

Key words: electronic flight bag (EFB), access control, risk assessment, Dempster-Shafer theory, threshold com-
parison
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