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An adaptive intrusion-tolerant approach to protecting operation security
of cryptographic protocols

Hao Yaohui™, Guo Yuanbo™ ™, Tu Yu™
(* Institute of Electronic Technology, the PLA Information Engineering University, Zhengzhou 450004 )
(™ Ordnance Engineering College, Shijiazhuang 050003)
Abstract

To protect the operation security of cryptographic protocols, the paper proposes an adaptive intrusion-tolerant ap-
proach which is composed of an intrusion detection module and an intrusion tolerance module. By adopting the mixed in-
trusion detection mode, the intrusion detection model uses the finite state machine (FSM) to match the parameters in the
running of cryptographic protocols, which could conduct real-time detection of the characteristics of the cryptographic pro-
tocol operation, and send the detection results to the intrusion tolerance module, making it adjust the running of the cryp-
tographic protocol according to the pre-designed self-adaptive strategy. The simulation demonstrated that this approach
could be used to detect to a certain extent the attacks on cryptographic protocols and improve the intrusion-tolerance abili-
ty dominantly.

Key words: cryptographic protocol, adaptive, intrusion-tolerant, intrusion detecting, finite state machine (FSM)
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