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An authentication algorithm for heterogeneous networks

Xie Shengdong, Wu Meng
(Communication and Information Engineering Institute, Nanjing University of Posts
and Telecommunications, Nanjing 210003)
Abstract
This paper proposes an authentication and key-update algorithm for heterogeneous wireless networks which are based
on the peer to peer network architecture. The authentication includes three aspects: the full authentication in the state of
non-roaming, the full authentication in the state of roaming, and the local fast authentication in the state of handoff. The
key-update includes two aspects: the update in the state of non-roaming and the update in the state of roaming. A certifi-
cation authority is introduced, and thus not only a node could authenticate a new network, but also a new network could
authenticate a node. In order to reduce the authentication time during handoff, the algorithm makes nodes relay the au-
thentication packets between two networks. The analyses of the authentication protocol from some aspects show that the al-
gorithm could defense the common attacks effectively.
Key words: heterogeneous wireless networks, vertical handoff, security, authentication, delay
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