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% (probabilistic computational tree logic, PCTL) Fli% £E
Fii#I.3% %5 ( continuous stochastic logic, CSL), PCTL J&
i‘l‘ﬁmﬁiﬁ(computaﬁonal tree logic, CTL) fJHERY"
J&, M T DTMC F1 MDP H; CSL =& 7F CTL #1 PCTL
FEfl EAPTFE, BT CTMC H
1.3 MEREBKNITAR

B AT, B8 B AR AR B A I T B2 32
THEHBIK % Kwiatkowska 25 it £ ¢ B 5 H /NH T
% PRISM T H™ RRAH N PRISM3.2, 32 Win-
dows. Linux ¢ #2/E R 40, PRISM T E A5 QA 1
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PER AL CSL,
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const int M;

const int N;

const int master _ server _max = M;

const int secondary _ server _ max = N;

const double master _server fail = 0.001;

const double secondary _ server _ fail = 0.075;

module Master _ Server

master  server number: [0.. master server
max | init master _ server _max;

masterserver: bool;

[ startMasterServer | | masterserver & ( master _
server _ number < M) -> 1: (masterserver’ = true);

[repairMasterServer] masterserver & (master _ serv-
er_ number < M) -> 1: (masterserver’ = false) &
(master server number’ = master server number
+1);

[ ] (master _ server _ number > 0) -> master _
server _ fail: (master _ server _number’ = master _
server _number-1) ;
endmodule
module Secondary _ Server

secondary _ server number: [0. .secondary _server
_ max] init secondary _ server _ max;

secondaryserver: bool ;

[ startSecondaryServer | | secondaryserver & (secon
dary _ server _ number < N) -> 1: (secondaryserver’ =
true) ;

[ repairSecondaryServer] secondaryserver & (second
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dary _ server _ number < N) -> 1: (secondaryserver’ =
false ) & (secondary _ server number’ = secondary _
server _number +1);

[] (secondary server number>0) -> secondary
_ server _ fail: (secondary _ server _ number’ = sec-
ondary _ server _number-1) ;
endmodule
module Repair

r : bool;

[ startMasterServer| ! r-> 10 : (¢’ = true);

[ startSecondaryServer] | r-> 10 : (¢’ = true);

[ repairMasterServer| r - > 2: (r’ = false);

[ repairSecondaryServer] r-> 2 : (1’ = false);
endmodule
rewards “percent _ normal”

true: 100 * (master _server _number + secondary _
sever _ number) / (M + N);
endrewards
rewards “below _min”

! minimum: 1;
endrewards

A E R M A NSRS RE S £
BRSO E, B RG SR FE T RS
H &2 H master  server  fail I secondary _ serv-
er _ fail 45, SRR BHIF I H] o B g = 4>
FEBR2H B, 433 M Master _ Server, Secondary _ Server
Fl Repair, J£ 78 X T R ZEH .

3 RAAAFERAMAY

RIEHE ) RGE CTMC #E3RBEAY i F CSL 3k
MRS R A At P I RiF RGeSt
AR B TE R 55 S5 4%, [R] I I B A PR —Fh 2k
B i B B

FIRIIB EHIBITRRSREERE T R%
FERC T P P SR 1 R 55 R B, M T AT R AN [
MR5s A5 5E € LT Wi RS 559 : premium F mini-
mum, HAEEEMFER T, RIERDHE —B ERSF
AR AE IR MRS . CSLAAIT -
service = minimum | premium
minimum = secondary _ server _ number > = (0.25 *
N) & master server number > = M/2
premium = secondary _ server _ number > = (0.75 *
N) & master server number=M
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BT A T R R E B DA R 5 E R,
PR AR 0 st 18] 1] R 2 2 52 42 B 55 IR A
AR B Bl B AL, R85 B H 45 R
RHIFEI , E L=ABE BURER 7 light _ disaster,
medium  disaster Fl severe disaster, CSL #iAUIT :
disaster = light _ disaster | medium _ disaster | severe _
disaster
light _ disaster = (master _ server _ number=1) & (sec-
ond dary _ server number < =3 % N/4) & (secondary _
server _ nu mber > N/2)
medium _ disaster = (master server number = 0) &
(second dary _ server _ number < = N/2) & (second dary
_server _nu mber > N/4)
severe _ disaster = (master _server number = 0) &
(second dary _ server number < N/4) & (secondary _
server _numb er>0)

AP ESR R GEAE A e i O RAS T AR AT LA
B SR AT E AR B IR 55, FH1E — & I [] Y AR
RPERMRF RS, W R G AR CSL Al 8
NP> = p [true U< =T “service” {“ disaster” |
{min} ], Z5& MR Mt B RSN E X, SCHE
XT3 AR AR B B Tt B R 2 AR 5 S 4,
7R A 6 AR AN

4 RGEEFUELIE BIEW® PRISM
sE3,
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PRISM T_ELfifi F§ — X 3% & (binary decision dia-
grams, BDDs) 12245 — L 5K B (multi-terminal binary
decision diagrams, MTBDDs) 3323, 3F H e T 80E
TR SR =R R R R B A I 5 | 2, G4 L T 7F
SHRIKTIN ¥ MTBDD -, 2 F % B 25 B4 1) Sparse LA A&
A WHEKIRE 1L Hybrid, H AR RLEH
PSR i
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®1 RGBT (M=2)

N HRY Mg
R NNZ mHE(s)  BEAIEL
4 37 % 0.00 8
69 188 0.00 12
16 133 372 0.00 20
32 261 740 0.016 36
64 517 1476 0.031 68
128 1029 2948 0.047 132
256 2053 5892 0.203 260
512 4101 11780 0.485 516
NNZ: JEFHHAL

Hor, 3 M=2,N =4 i, REHEM I 37 HRE,
PRGBSI 2 PR,

#®2 RERBEESHE(M=2, N=4)
0:(0,false,0, false, false)  2.6792584473305365E-15
1: (0, false,0, true, true) 5.84968977825241E-12
2:(0,false, 1, false, false)  6.524754476500103E-13

0.03579005113598445
0.9544010310947552

35:(2,false, 3, true, true)
36: (2, false, 4, false, false)

] JOR HiiTBREME, K3 MHNAHT
MTBDD, Sparse il Hybrid = #1152 i 75 i) ief 18] K 1%
RS

x3 BEEERITE(M=2)

N BYGEHRE (s)  BRWM
MTBDD Sparse Hybrid
4 0.11 0.00 0.00 75
0.17 0.00 0.00 65
16 0.5 0.00 0.00 109
32 1.16 0.00 0.00 203
64 3.63 0.01 0.01 394
128 13.05 0.02 0.03 779
256 35.02 0.14 0.25 1482
512 101.98 0.70 1.75 2332

MFEHEIH, MTBDD 51 %5& F F R HUE R 4544
AL RIS, 6 I 2 35 1%, (H 52 B o ) P9 #2205 Sparse
51238 BT AL 3 /N B B, A I 74 BE B MTBDD
R ET & B N ; Hybrid MIZERTPIE Z (8247

THE, 2 PRISM T HERIA BRI 5 | 4

FHRSHMBHEREEFEN T B (M=
2, N=16)

(1)S=7 [“premium” ] : T7R RGUKHRHE premium
MR% &M KB E T3, iR [ 45 R “Result:
0.9993765531342764”

(2)S =7 [! “minimum”] T~ RGE R LMK F
minimum [}t 55 % % 0K Wi 17 BE 2R, R B 45 R
“Result: 3.366440534193837E-7"

4.2 HEBN

FFIAE R AR I A% PRISM, XF R 48 A= 77 1 AH
KBRS R

(1)P> =1 [true U “premium” ] : &/~ RGAER
RFE W ZLEBEE CRTET 1 FAEE) 24 premi-
um SER MRS , BRI [E] 3R 4 254

x4 REE N E (M=2)

N BUEHE
A (s) BRI

4 0.00 24

8 0.00 36

16 0.015 60

32 0.032 108
64 0.062 204
128 0.156 396
256 0.22 780
512 0.453 1548

X2 B , AT AR [ 45 58 “ true (proper-
ty satisfied in all states)”

2)P=7 [true U< =T “service” {“disaster” !
{min} ], H:A, service = minimum | premium, disaster =
light _ disaster| medium _ disaster | severe _ disaster: 37
TE T AR TTA, 2R G0 A IR 72 B ) T ok
SHREBNAFIRFFR MR/ PR, R
AR AR E AR AP A Z B, DB 2 R Gk
TAHRL Wi i RS P B A A M. 7 CSL
RERLR B 5 1 8 PR SE AR B i o D 45 R & 3 i
No

B 3(a) PATLAE ), 4RG3 “light _ disas-
ter” S A BL S R I, TEAEATINS 2208 AT AR 4R it
“minimum” SRR ST o 2 RGEHE Z “medium _ dis-
aster” Fll “severe _ disaster” 2% 5| i I 1 B4 [ b, 4244
“minimum” S48 IR 55 1) B /MR B I [R] BT T 3%
hnmmsg oK, B ARG K W,
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MIE 3(b) s Al LIE ), =4 /M3 fh 2R B0
T 77 8] T 2 LT, B BEE B[R] S0 R 38 i, &
GAE &P Bt B BR324 premium” R 55 11 £
MR REZ G K, B =40 2R 8 3 A R AH
[, E H, “light _ disaster” %F i Hi £ 19 3% BE %% K,
“medium  disaster” Xif W f1ZR IR 2, “severe  disaster”
XoF N7 235 B A % o L] v Y 2 0y A S
HHEZE 3(a) P& ZEE .

XU, RGT 2 Ui B ™ B, SR
SRR WA BEHE RN, LTS, REER
JELI E] BT A, BIAT K 52 42 minimum” fR 55 LA GRAIE
255 B FF e At , 4R At “ premium” IR 55 0 75 AH X 52
KW BETC, ARS8 32 Bots i BRI, P o PR
FRHEHEIR 55 IR 2  HUAL PR BB SE , A B R ) 42 1
FLCSCH N AR MRS, AN B R/ B ESEA
T RO B IR B8 s st 2 RS
R

e e R e i

i {ight_dlisaster
e edium_ disaster {4

g evere_disaster

10 20
) (s)

()P EF minimum k5554 1R/ MR
p e e L S R
o ‘,,Ir

e
s : /f’y

i
§
/
i y —s— light_disaster
j
E 5 ) .
: ; e Edium_disaster

e Severedisaster

0.9 4

0.7 4
0.64
0.5
0.4 4
0.3+
0.2 4
0.1+
0

10 20
i) (s)

(b)KE TF premium IR 4 S 1 e/ MR
B3 TAREETHMARFR SRS TS T
FERSZRER/MERE(M=2, N=16)

B3)P=7? [true U< =T ! “minimum”] & P=7
[true U< =T ! “premium”]: TRTE T -0} [E] BT
W, R LR 55 1 8 1 B 2] minimum (premium ) 2
TR A R 4 s

MEHF R DLE 1, RETRMEAR 55 1 A8 1 K 21 45
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(a), 24 N =4 ,7E 1000 MR EETTH , RER AR
KRB J1 % 2] minimum Z T FIHERLZ) N 0.0052,
XYL — AR OL T RS REE T R AR 55 S LA 5
SLERHEARSS . XF(b), M N =48, RERHEERFH
b B BT SR 03366, 72 1000 /™ Esf 18] 50 P4 K
FNWk 0.9837, (HILH R ARk SRR 5, &
GEAEFEIFRZ B

0.006
0.005 4

—e— N4

0.004
-
¥ 0.0034
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15 4] (s)
() BBIR S minimum 2548 2 T HAE 2R
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(b) ZGMRASSTE premium FZ T AR
4 TAHEATHREERSESERZTHEER(M=2)

XULHA BEE N WK, RER RS B
MERI& RS FRZ T MR BB/, REAF1E
B, H24 N=8 1 N =16 i, H 4(a).(b)
FHR BT SRR AR E AE R B o X U6 B GBS,
N MEMBNRENAEFHEASRESHREZ,HN K
WRARGAH RN AIETE K. XNATEFRG
W SRMZ B PRE ST TS, KIELRTE R
SN, SN KRB S IE T, BEREA SO RS
A, Bm R TERE B R RE T MRS 6871, X
BRI R G T o

(4) 38 1 AR PR SRR R IE, & X
TR I, G L g R AT RE B 5 2
H—#aE AT RGEARBLE T IS, T EL BB W7
RGBT 5 AR T YE B &
B, SEARRRLE L, AT R : R {“ percent _ nor-
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mal”} =7 [T=T {! “minimum”} {min} . JR/RTFEMTR] A ECIRAOHE T % 1 BOR Gl A5 R BLSE SRS, oA
T, G NERALR S F S minimum Z T IFIR, REPIE  BORMXTHERES . FIHE SR B YIS

WBATIRFG A E 20 L, XA R A 5 s o g, %o /NP B ) T B AR 4 10 T A P, — FRORE
R{“below min”} =2 [C< =T]: FnHINBTZ] JEEE 2

T, RGEIRMEAR 55 197K AR T minimum 93 22 i} ] SCHR[5-8 1K R Ge & 1 5L A AE IR 55 11 41444

I 6 R W TV T B0 R 5 2 A AR A 5

RS AT, B R RGBS th % 7 A
TR T R G4 P B R DR R GG R
BTSRRI, B R REE R S T S vk
S 3 G e BT VA  ZE AN 7 T B A8 A | A
FREMEE
SCHRL9- 12 JKHR B SR 25 BB 1T SRS S PR 2
4 K LA R G TE M SR A A BT I i
'3 1 % R ET I RENREERBER, HHTHREW
s BT IR 0T AT i, (AR E
§ ERETRFERIL RMRIRES MR G AT W IS, B RS
o0 TP TG AT o I (8 PR M

DI -~ R LBENIRAZS FRKE I
00024 ner6 //ﬁx“/ 2SO R TR GOARAS ORI LA R G4 o 4
PR, BRI OB S R A R T N
0.0014 BRI AR AL AT M T R 25— 22 4 1]
) o eaaant TR AT Febe o ST HE SRR T L R 4G RS
Of)m;m 500 600 700 800 900 1000 RARIHA T 0T, MBI ke X TR R ke
W ) TGRS LS, RFETFE A HBF5
E6 MR%%SATE minimum 2 TN A T, O I R AL B 5 R A T
HHEHLIO RS , IR B 05 380 1ok 26 M 5 3 1 B AL IBCIR
5 MEoNTEER TELR ], FERAR LR B B T BORIR K 43
W T A B, TSI R Ge kA 1 Bh AT R

5.1 fEXIIELLR WAIE, KRR T ZE 4 R A BB 22 5 B 0
SCRR[24] EENREEWAE LI BABR e,

GUHIRE AP B SRR o R A AR R LR R ES BT FRHE, A TACFMITES
NEFHRAZERAAERE, HETREVHELY o/ TEMER A,

160
90 4
80 4
704
60 4
50 4
40 4
304 47 &

204 i &

Bt A

EAE S e

x5 HEXIIEHR

WAl BRAE WRAT B g TR R TR
sk2e] sty BEREHR g Bt AERTAREL
R 5 A .
YHR[5.8] ARZ4Lf ﬁzﬁwmﬁﬁ it LS PUmBAFGE
B4
\ e HA.W% A ARASN.D HARS % 38 FT A E
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AATHE REBU e xR wamae
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5.2 TMHEEITM

N T #E— B IARUER B RGN
FEAESE RIS P A B AR RO, AR S0 T —
MMEELRF G35, Kb E 7 B

H7 XBMEEAE

RGEH AW E RS 4,817 Web IR 55, H,
Serverl 2.8GHz/512MB/WindowsXP, Server2 1.4GHz/
256MB/ Windows2000, Blj K1 91247 Linux #4E &
SR TAESS , SEBM R T BB, Bl K3 NEA —1
T, FMFE 10 & EVL. BdiHE 7T LLED Internet
MINERUIIRZ S 0 R 4, B R BB — R %5 % 25T
BHEEE, REHZEEARMS, HIRS 4 LFEAE
At & A A BRI , R B AR ST . B AR
BEEA T IR R EAEA SRR T 8] A= A 1
B, B A IR MR [E] g 60s, 4 Ar = 2s, LI SE R
W 8 fim o

i
" WW «gg- mode 1
T g~ mode 2
) ~at ode 3
20 30 40 S0 60

H\f il (s)
B8 ARHRGEATHREEFTEINER

B 1 MBGERRE R 2 1,78 T = 0s I35
FIFH HGOD X Serverl - Server? SZ i B8 25 DOS Ik,
Kb RGBS EEA R T R
BT AR FohRBSBGE, &
GEHIAETUR IR S5 23R IE Web R 55 1 Hp 2441,
B, A B JERT Serverl I JEXT Server2 #E4T M, Wity
D REETFERAE BRI, HIEAEE,
M AT LAE Y, ZE X R 46 B B, mode 1 1 model
2 TSR R G A A - R B T ¥4 T bR
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WK, HH ,mode 1| FIX R MR G AEFFIEMSAE T
=2s BHEH 0.451, T = 10s BF35F] 0.95; mode 2 FT Xt
MR RGETFEMERAIE T=2s BH{E N 0.753, T =4s
PRI 0.939, M)E ML L TRE EAS
P LI R ARG R RFAE 0.95 LU
. B HGOD (5 K& CPU BRI, ol IR 5 %585
Ja sk B DIRex) v] Be i B kAT e S I S s AT,
RGEA MW B R 1R I KF .

Y 3 F, 48 T = 0s BFFI A SYN FLOOD T
Xt Serverl ., Server2 [A] B ¥ 17 ¥k S T ihi o WA &
WU T8 1 REEAEMERE FFHEH (HE
XTS84 T =20s Bt RGEAFEIER 0.314,
M2 T =60s BH{L N 0.682, ElH i £k 1938 1L i BH
XM ARG E AR REEFENZME R, X
I 52 bRIE A4, SYN FLOOD A{LIE 6 K &2
B CPU IR, [ A0 o R W KRR A, A
1R A EL U L% AR 55 44 SE it 1P Boh i, B0 B AR
R T, RGERME Web IR S 188 1 FRAK, &
WA RGN BERIRFR K, AR
TIRER a3l , REEBWKE B 1E H Ak %5 K- o

ME 8 AR UE S i E ARG RS
ORI EA R, AR I R R A RS
WERAGEEMARIE, LRPERM, EF
PERUEAE 0.7 2245, #F AT ARAIE web HR S5 I HFEEER

6 % %

AR T — R T RETAE N T A—
PRISM H1E55 KRG A B S B 3h5r
WL o %77 A R B AT S BUER R 5
T ITEELARME G, LB A RS RS E
A BT A RTINS . SRaR S
BB T, KA R GG BT R e
MR B R R, B 5 RGN TR R S A
FRIEEDIAE, B— R RLE & PP E.

B AT AAEZ SR BT AR, A< S0
B AR AT O s A LU R - (1) RLZ R i 1
R, L RGBS ; (2) AR T2
FRMUB E ALK AT , 1% 7736 AT R A Y
Bufe, BEA LA S0k i et e e i 5 (3) BERE LA
TR BT LIS BB B, Ry R
HES ERHE T () WL AR EWER T, B D
WA E T & B EARFIRE ST 5 (5) BT HEHLA T
BT SCRE , SER AT A SSIE R A ik, A A T
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Automated analysis and validation for survivability of
distributed mission-critical systems

Wang Jian™ , Wang Huigiang™ , Zhao Guosheng™ **
(™ College of Computer Science and Technology, Harbin Engineer University, Harbin 150001)
(™ Center of Computer Network and Information, Harbin Normal University, Harbin 150080)
Abstract
The paper proposes a method for guantitative analysis of the survivability of distributed mission-critical systems based
on the probabilistic model checking technology. The method abstracts the interactive behaviors between intruders and the
system, and constructs the continuous-time Markov chains probabilistic model of the system using the PRISM language,
then identifies the formal specification for the system survivability by continuous stochastic logic aiming at different disas-
ter degrees and service levels, and ultimately, analyzes the model statistically and validates the model with the probabilis-
tic model checking tool PRISM, and graphically demonstrates the automated analysis results of the system’ s survivability .
The results of the theoretical analysis and the experiment show the proposed method’ s rationality and effectiveness. These
conclusions can help to direct the design and implementation of survivable systems.
Key words: survivability, probabilistic model checking, formal specification, mission-critical systems, quantitative
analysis
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